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Abstract. This research aimed to assess the peculiarities of integrating the artificial intelligence technology into the
criminal justice systems of the Republic of Kazakhstan and Japan. The goal was accomplished through the use of such
data collection tools as comparative legal analysis, SWOT analysis, and case study. The comparative legal analysis
revealed that Japan has adopted a more internationally aligned data privacy regime, while Kazakhstan has created a state-
centred approach with data-localisation requirements. Based on the SWOT analysis, both countries are focused on video
surveillance as a part of their crime investigation and prevention strategy, with the Republic of Kazakhstan having 3.1
million cameras around the country, and Japan creating the database of 10 million visual profiles of potential offenders.
The cases of creating the video surveillance network in Kazakhstan largest cities of Almaty and Astana, as well as the Tokyo
Olympic preparations revealed that the use of artificial intelligence is helpful in detecting offenders and missing people
and is 50% more effective in crime prevention than traditional tools. Several recommendations were provided to facilitate
the integration of artificial intelligence into criminal investigation, including the enhancement of institutional and legal
frameworks, provision of an independent audit of the artificial intelligence deployment efforts, revision of existing technical
safeguards, cross-sector cooperation in the use of artificial intelligence-based solutions, and training of the criminal justice
system’s agents to use novel tools in a responsible and ethical manner. The findings can be used to enhance the effectiveness
and efliciency of integrating artificial intelligence into the national criminal justice system
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Introduction

The use of artificial intelligence (AI) has become an inte-  involves a repertoire of tools that can boost the effective-
gral part of criminal investigation in countries around the  ness of the investigation process, enhance its efficiency, and
world, including Kazakhstan and Japan. The notion of AI ~ promote justice. Considering these potential benefits, the
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topic of using computational intelligence in criminal justice
is considered relevant, and has already been examined in
academic research.

E. Parkkavi & K. Yadharthana (2024) in their sys-
tematic review of literature asserted that the use of smart
technology tools has become a breakthrough in criminal
justice. The experts further admitted that AI might be used
to accomplish various tasks related to evidence processing,
predictive policing, and automated legal advice. Similar
idea was voiced by N.P. Thao (2023) who overviewed the
use of intelligent system tools by Vietnamese police. As
explained by the mentioned author, integration of Al has
become an effective way to solve criminal cases provided
that the nature of the technology is fully understood, and
the basic principles of using it are adhered.

Yu. Mulyana & S. Subarsyah (2024) confirmed the con-
nection between the use of cognitive computing and pros-
ecution effectiveness. According to Yu. Mulyana & S. Sub-
arsyah, prosecution’s effectiveness can be partly attributed
to the variety of Al-based tools, including facial recogni-
tion, natural language processing, and social network anal-
ysis. S.M.T. Situmeang et al. (2024) further stressed that
intelligent automation tools might be effective not only
in criminal investigation but also in crime prediction and
prevention. The researchers emphasised that Al algorithms
have become the foundation for predictive policing models
which are used to identify crime hotspots, allocate resourc-
es, and analyse large volumes of legal documents and evi-
dence in a relatively short time.

Benefits of using Al instruments in criminal investi-
gation were also discussed by other researchers, including
C.-E. Tolbaru (2025) whose mixed-methods methodo-
logical approach provided a holistic description of Al in
criminal justice. In contrast to the above-mentioned re-
searchers, C.-E. Tolbaru paid her attention to the growing
rates of cybercrimes that are becoming more sophisticat-
ed with the development of various digital tools. Consid-
ering the increased number of crimes involving the use
of cybercrimes, C.-E. Tolbaru argued that algorithmic
decision-making tools might be used to detect and pre-
vent illegal activities, as well as to ensure justice for all.
O. Alakayleh (2025) in his research acknowledged the
effectiveness of such smart technology instruments as
data and voice analysis, facial recognition, and video sur-
veillance. The cited researcher stressed that these analyt-
ical tools had proven their effectiveness in criminal case
management. K. Goswami & M. Murali (2024) analysed
a repertoire of cases where the use of computational in-
struments enhanced the effectiveness of crime investiga-
tion or prediction and prevention. One case involved the
use of PredPol, which is the system using historical crime
data to predict where crimes might occur. K. Goswami
& M. Murali further stressed that intelligent automation
utilised in a particular country, including American Chi-
cago’s Strategic Subject List (SSL), can be adapted to other
contexts, thus facilitating knowledge exchange regardless
of borders.
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In spite of the mentioned benefits, the use of AI-rooted
instruments in criminal investigation also involves some
challenges, as mentioned by I. Konini & I. Rokaj (2023).
The researchers stressed that Al algorithms rely on data,
which means that biased data might produce discrimina-
tory outcomes. Data security risks and algorithmic bias
were also emphasised by V. Tiwari et al. (2025) who ex-
amined the use of such smart technology tools as machine
learning, deep learning, and natural language processing.
The experts indicated the need to balance between the ac-
tive and responsible use of Al tools in criminal investiga-
tion. Ethical challenges of using AI were also examined by
M.A. Coltri et al. (2025) who analysed privacy concerns
and adherence to universally accepted standards as inal-
ienable elements of integrating Al into criminal investi-
gation. The researchers stressed algorithms resting on
biased data marginalises some population groups, which
might enhance social stress. M.M. Matic Boskovic (2024)
asserted that existing ethical challenges can be partly ad-
dressed at the state level, where Al regulation for criminal
justice is being introduced. As explained by M.M. Matic
Boskovic, such regulation aims at setting universal stand-
ards that can be used as a framework in solving criminal
cases that involve an interplay of factors.

Despite a large body of research, insufficient attention
has been paid to comparing strategies and approaches to
using Al in criminal investigation across national contexts.
Considering the detected gap, this research aimed to study
the integration of Al into criminal justice in the Republic
of Kazakhstan and Japan. This aim involves accomplish-
ing the following objectives: to compare the peculiarities
of integrating Al into criminal investigation in both coun-
tries; to detect challenges of using automated reasoning in
the selected countries; and to suggest strategies to address
the detected barriers to enhance the effectiveness of Al in
criminal investigation.

Materials and Methods

This research study utilised a combination of data col-
lection methods, including comparative legal analy-
sis, SWOT (strengths, weaknesses, opportunities, and
threats) analysis, and case study method. The compar-
ative legal analysis was utilised to gain an in-depth un-
derstanding of the legal provisions of integrating Al into
criminal investigation in the Republic of Kazakhstan and
Japan. The comparison involved the study of the following
documents: Act of Japan No. 57 “Act on the Protection
of Personal Information” (2003) (APPI) and the Law of
the Republic of Kazakhstan No. 94-V (2013). The selected
legislative documents were compared across the follow-
ing criteria: general scope and background, data subject
rights, consent and legal grounds, enforcement and over-
sight, international integration, and relevance for expert
systems in criminal investigations. The comparative le-
gal analysis also helped to detect the extent to which the
integration of Al into criminal justice is regulated at the
national level.
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SWOT analysis was further carried out to compare the
effectiveness and efficiency of integrating Al into criminal
investigation in Kazakhstan and Japan (Yadav et al., 2023;
Dolidze, 2024; Bachurin et al., 2025). The analysis involved
an examination and comparison in terms of internal, such
as strengths and weaknesses, as well as external — oppor-
tunities and threats - factors shaping the use of cognitive
computing tools in the national criminal investigation.
In addition to the mentioned data collection tools, the
research also utilised case studies illustrating specific in-
stances of integrating Al into the national criminal justice
system (Daubassova et al., 2025; Mabiev et al., 2025). The
following cases were taken into consideration: the launch
of Al-powered video monitoring in Astana and Almaty (Al
Facial Recognition..., 2024), the Kazakhstan-wide use of
AT cameras to detect fugitives as part of targeted operations
(Kazakhstan deploys Al..., 2024), Japan-wide facial anal-
ysis rollout by police launched in 2020 (Center for Al and

Digital Policy, 2020), and the use of predictive policing as
a part of the Tokyo Olympic preparation (Surveillance and
predictive..., 2025). The selected cases were analysed in
terms of the smart systems instruments used to investigate
and/or prevent crimes, progress achieved, and challenges
encountered. The obtained insights were used to develop
the recommendations to facilitate the integration, ethical
deployment, and effective use of Al-based tools in criminal
investigation, regardless of the national context.

Results

Considering a trend of integrating cognitive computing
tools into criminal investigation, neither country has a
specific law to regulate the process. Hence, the analysis
involved comparing Act of Japan No. 57 (2003) and Law
of the Republic of Kazakhstan No. 94-V (2013). The re-
sults obtained through comparative analysis are shown in
the Table 1.

Table 1. Comparative analysis of national laws regulating the integration of Al into criminal investigation

Kazakhstan - “On Personal Data and

Key practical differences/

and cross-border rules.

Some enforcement powers rest with
Prosecutor’s Office / Ministry.

Criterion Japan - APPI, with the 2021 amendments Thei . R
eir Protection implications
Governs collection/processing in
Nationwide data protection law for private Kazakhstan; defines biometric data Japan is DPA-led (regulatory;
General & (increasingly) public handling; PPC is and creates operator/owner roles; compliance/guidance heavy)y‘
scope and dedicated regulator; modernised in 2020/21 contains explicit state-oriented clauses Kazakhstan is more state-cent;ic
background to add pseudonymisation, breach reporting (local storage, authorised body).

with stronger territorial controls.

Data-subject
rights

Clear statutory rights: disclosure, correction,
cease-use/deletion, objection in certain
contexts; duties to notify purpose; breach
reporting rules to PPC.

Rights to access, change/supplement,

block/destruct; written consent model;

withdrawal of consent allowed except
where prohibited by law.

Rights exist in both, but APPI
includes more elaborate
administrative-DPA remedies
and guidance mechanisms;
Kazakhstan’s rights are tied tightly
to consent and state exceptions.

Consent &
legal grounds

Notification / purpose limitation required;
third-party transfers normally require consent
but APPI allows specific exceptions (public
interest, legal obligations, cooperation with
government); cross-border transfers now
regulated (consent or recognised equivalent
measures/adequacy).

Consent (usually written, including via
state/non-state services) is primary legal
basis; cross-border transfers/diffusion
require consent; data localisation
requirement (storage in Kazakhstan).

Japan provides more flexible/
extraterritorial transfer
mechanisms (and EU adequacy).
Kazakhstan emphasises territorial
control and written consent for
transfers.

Enforcement
& Oversight

PPC (independent commission) — can require
reporting, inspections, issue orders, revoke
accreditations; criminal/administrative
sanctions exist for certain wrongful acts and
for violating PPC orders (post-amendment
penalties are stiffer).

Statutory supervision named to
Prosecutor’s Office (supreme supervision)
and/or authorised central executive body

(Ministry for Digital Development) —
inspections, compliance checks; sectoral/
state review powers and criminal/
procedural enforcement by state bodies.

APPI uses a dedicated DPA model
and growing administrative
enforcement tools; Kazakhstan
relies more on general state
authorities and localised
enforcement.

International
integration

Japan has an EU adequacy decision and
explicit APPI mechanisms for cross-border
transfer (PPC can recognise equivalence;

businesses may adopt “equivalent
measures”).

Strong data localisation and transfers
generally subject to consent; no EU
adequacy; cross-border flows more

constrained.

Japan is integration-friendly
(adequacy, model clauses),
Kazakhstan is more restrictive
(localisation/consent).

Relevance for
Al'in criminal
investigation

APPI regulates personal data (applies to
Al when personal data are processed).
Law-enforcement uses are often handled
under separate rules/exceptions; PPC has
published reports/guidance (e.g., camera/
face recognition). APPI introduced rules on
pseudonymised/anonymised info relevant to
ML training and research.

The law expressly excludes intelligence/
operational/search activity from its scope;
biometric data explicitly recognised and
confidentiality required; state oversight
+ data localisation strongly shape law-
enforcement Al use, but no detailed
Al-specific criminal-justice rules in this
statute.

Note: DPA - Data Protection Authority; EU - European Union; PPC - Personal Information Protection Commission
Source: compiled by the author based on Act of Japan No. 57 (2003), Law of the Republic of Kazakhstan No. 94-V (2013),
H. Miyashita (2020), S. Akhmetova et al. (2025), K.K. Nurmukhambetova & Sh.A. Ismoilov (2025)
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The comparison shows that Japan's APPI represents
a mature, internationally aligned privacy regime, centred
on the PPC as an independent data-protection authori-
ty. It grants individuals broad rights, including access,
correction, deletion, and cessation of use, sets clear con-
ditions for consent and third-party transfers, and incor-
porates modern tools such as pseudonymisation, breach
reporting and cross-border transfer mechanisms backed
by Japan’s EU adequacy decision. This DPA-driven model
gives Japan a more flexible but also more structured envi-
ronment for Al developers and criminal-justice agencies
handling personal data, with the PPC issuing guidance on
emerging technologies like facial recognition.

By contrast, Kazakhstan’s Law on Personal Data and
Their Protection follows a state-centred, consent-driv-
en approach with strict data-localisation requirements,
limited international interoperability and supervisory
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powers vested in general state bodies rather than an inde-
pendent DPA. Although it recognises biometric data and
imposes confidentiality and consent rules, it explicitly
excludes intelligence and operational activities, meaning
law-enforcement Al systems sit largely outside the stat-
ute’s reach. As a result, Japans framework is better po-
sitioned to integrate privacy oversight into Al-integrat-
ed criminal justice tools, while Kazakhstans framework
gives the state more control but provides fewer Al-specific
safeguards at the statutory level. The contextual analysis
was rooted in the assumption that artificial intelligence
strategies and instruments emerge and evolve under the
impact of numerous factors. Similar, the integration of
artificial intelligence tools into criminal investigation in
Kazakhstan and Japan is shaped by a repertoire of inter-
nal and external factors, the key of which are reflected in
Table 2 below.

Table 2. Integration of Al tools into criminal investigation in Kazakhstan and Japan

Dimension Kazakhstan Japan
Ri?\pAK:t;onILOLaJLngAILZ?;b(liee(rjwt\:gjliizgubrx)enqleatrr]iie Strong personal data protection under APPI and oversight by Personal
S 7 S Information Protection Commission. Advanced predictive analytics
strengths authgntlca’tlon'system improves data accessibility (“Crime Nabi” and similar tools) for crime hotspot forecasting.
for |nvest.|g.at|ons. Stro.ng ;tate support through Integration with broader smart-city and tech innovation strategies.
digital modernisation programs.
Limited oversight and weak data-protection
frameworks risk misuse of biometric data. Relatively cautious pace of adoption slows potential benefits. High
Weaknesses Dependence on centralised databases increases operational costs for advanced Al systems. Integration challenges
vulnerability. Skills gap in Al use among law between Al tools and existing police workflows.
enforcement personnel.
Pu:i';éf{i':stigti r;;z:stzl';f;gesr:;zzgégﬁzizzcggécal Leadership role jn shaping globql Al governance s.tandards.
Opportunities align with.“DigitaI Kazakhstan” goals. Regional Collaboration with tech companies to refine explainable Al.
; . B - Opportunities for preventive policing and social trust-building through
cooperation with Central Asian neighbours on transparent systems
cybercrime/terrorism threats. ’
e e, | PUDICORCKBS gt et polig o suolance (s
Threats High cybersécurity risks to centralised biometrié if linked to discrimination. Legal liability for false positives could
; - - undermine trust in police. Overdependence on Al may reduce human
databases. Potential public backlash if wrongful judgment in investigations
identifications occur. ’

Note: APPI - Act on Protection of Personal Information

Source: created by the author of the study based on S. Yadav et al. (2023), T. Dolidze (2024), S. Bachurin et al. (2025),

Sh.S. Daubassova et al. (2025), Y. Mabiev et al. (2025)

The table demonstrates that both Kazakhstan and Japan
are actively integrating artificial intelligence into criminal
investigation, but their approaches reflect different insti-
tutional contexts. Kazakhstan has pursued rapid deploy-
ment of Al-enabled surveillance and centralised biometric
authentication as part of its broader digital modernisation
agenda. Al is used to monitor urban spaces, process facial
recognition, and link national databases for investigative
purposes. Japan, in contrast, has introduced AI more cau-
tiously, with projects focusing on predictive policing, crime
hotspot forecasting, and investigative support tools. While
both countries recognise AT’s potential to improve efficiency,
accelerate evidence analysis, and enhance crime prevention,
their speed of adoption and governance priorities diverge.

A key similarity lies in the emphasis on Al for sur-
veillance and predictive functions. Both countries use fa-
cial recognition and video analytics, while also exploring
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predictive systems to anticipate criminal activity. However,
Japan’s integration is shaped by the APPI, which establish-
es strict rules on sensitive data and cross-border transfers,
alongside oversight by the Personal Information Protection
Commission. Kazakhstan’s frameworks are less mature:
legal protections for biometric and personal data are de-
veloping, but oversight mechanisms remain weaker, raising
concerns about state overreach and civil liberties. This con-
trast highlights how legal infrastructure strongly influences
the risks and safeguards of AI adoption.

The lessons learned from these experiences suggest
that efficiency gains must be balanced with governance ca-
pacity. Kazakhstan illustrates the risks of deploying Al rap-
idly without robust data protection, as centralised biomet-
ric systems raise cybersecurity and human rights concerns.
Japan shows that a slower, regulation-driven approach
can help build public trust, but may delay innovation and



Artificial intelligence in criminal investigation...

increase costs. Taken together, the cases underline the im-
portance of transparent governance, independent oversight,
and clear accountability mechanisms when integrating Al
into criminal justice. For countries considering similar
adoption, blending Kazakhstan’s ambition with Japan’s reg-
ulatory safeguards could provide a more sustainable path.
The integration of machine learning tools into criminal
investigation across national contexts was also examined
through case studies, including the launch of AI-powered
video monitoring systems in two of Kazakhstan’s largest
cities — Astana and Almaty. The case involved installing
video cameras and connecting them to operational control
centres and police duty systems so to launch an integrated
surveillance system (AI Facial Recognition..., 2024). The
video cameras were mainly located at critical sites, such as
railway stations, airports, hotels, and shopping malls. The
described facial recognition system proved to be effective
as it helped to detain 46 wanted individuals in Astana and
30 in Almaty. Considering the progress achieved in specific
areas, it was decided to expand the national video surveil-
lance system. As of 2024, the system included 3.1 million
video cameras, 310,000 of which could be used for investi-
gation purposes, since they were connected to operational
control centres and police duty stations. The case further
suggested that despite sufficient effectiveness in crime in-
vestigation or prevention, the use of Al technologies still
has opponents voicing public concerns and drawing public
attention to the misuse of surveillance technology issues. A
deeper inspection of the case facilitated an understanding
of the peculiarities of integrating Al strategies into crimi-
nal investigation. It was discovered that rapid deployment
of tens of thousands of cameras and a unified biometric
backbone has improved efficiency for public safety, e-gov-
ernment and banking services, yet it also concentrates risk,
raising privacy, security and human-rights concerns. The
case suggests that secure technical design, involving pseu-
donymisation, encrypted tokens, and federated matching,
as well as legal guardrails, taking the form of purpose limi-
tation, retention rules, judicial approvals for sensitive uses,
must be mandated by policy rather than left to practice.
Another Kazakhstan-specific case involved deploying
AT cameras to detect fugitive criminals across the country
(Kazakhstan deploys Al..., 2024). The launch of the coun-
try-wide video surveillance system was preconditioned by
the fact that as of 2024, there were 9,000 people of wanted,
of which 2,200 were criminals and 2,000 were missing per-
sons. While reporting on the progress achieved, the Pros-
ecutor General of the Republic of Kazakhstan Berik Assy-
lov stressed that 53 fugitives had been detected since the
launch of the video surveillance system. The case suggests
that Kazakhstan’s pilot project adds an advanced comput-
er-vision and facial-recognition layer to existing closed-cir-
cuit television (CCTV) networks, enabling functions such
as tracking individuals even as their appearance changes,
detecting unattended objects, identifying vehicle make,
model and colour, and automatically recording incidents.
This initiative fits into a broader national strategy in which

the government, through the National Information Tech-
nologies Enterprise Corporation (NITEC) and BT'S Digital,
is building a centralised biometric authentication backbone
and expanding “smart-city” surveillance. Together, these
measures integrate thousands of cameras into central com-
mand centres and make it technically possible to match live
video feeds with biometric identifications (IDs) and link
them to public and private databases, greatly expanding the
scope and power of identity tracking across multiple sec-
tors. Kazakhstan’s deployment of Al-enabled CCTV and a
centralised biometric authentication system demonstrates
that rapid technological scale does not automatically en-
sure robust governance. While the system enables efficient
identification of fugitives and integration across public and
private sectors, it also concentrates risks related to privacy,
security, and potential misuse. Key lessons from the ana-
lysed case include the necessity of embedding strong legal
and institutional safeguards, such as independent oversight,
clear purpose limitations, retention rules, and judicial or
administrative approvals for sensitive uses, before scaling;
implementing technical privacy-by-design measures like
pseudonymisation, encryption, and federated matching;
ensuring operational transparency with published accura-
cy metrics and audit reports; and providing clear redress
mechanisms for misidentifications. The case highlights that
political support and rapid rollout can outpace civil-liber-
ties protections, making governance, transparency, and ac-
countability essential alongside technical deployment.

In Japan, the integration of Al technology into crim-
inal investigation has also become a common practice,
as illustrated by the country-wide facial analysis rollout
launched in 2020. Based on the Center for Al and Digital
Policy (2020) report, the country has succeeded in creat-
ing an extended video surveillance system whose database
contains 10 million images of criminal suspects. The sys-
tem was developed and implemented through cooperation
with major technology companies. For example, Nippon
Electric Company (NEC), Fujitsu, and Sony are leading
the development and deployment of facial recognition
systems in Japan. These systems are increasingly utilised
in public transportation, retail, and security applications.
For instance, Narita International Airport has implement-
ed facial recognition technology to streamline passenger
check-in and boarding processes. Similar to Kazakhstan,
the increasing frequency of using neural network tools for
investigation purposes has raised major concerns in Japan;
as stated by the Center for Al and Digital Policy, video sur-
veillance system is being criticised for its potential ability to
transform Japan into a surveillance society. To avoid such
a scenario, the National Police Agency ensures that the
collected data are only utilised for investigation purposes,
while facial images unrelated to cases are being discard-
ed. Japan’s experience with facial recognition technology
highlights the importance of balancing rapid technological
adoption with robust privacy and governance safeguards.
The country has deployed systems across law enforce-
ment, airports, transportation, and retail, driven by major
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technology companies such as NEC, Fujitsu, and Sony, and
supported by a growing market projected to reach USD 3.14
billion by 2035. Lessons learned from the analysed case in-
clude the necessity of clear legal frameworks like the APPI
and oversight by the PPC to regulate the collection and use
of biometric data, even as certain law-enforcement exemp-
tions exist. Japan demonstrates the value of public-private
collaboration for technological innovation, while also em-
phasising privacy-by-design, transparency, and data pro-
tection measures to maintain public trust and mitigate risks
of misuse, function creep, and bias in Al systems.

In addition to the mentioned cases, the study exam-
ined the use of predictive policing as a part of Tokyo Olym-
pic preparation (Surveillance and predictive..., 2025).
While getting ready for the Tokyo 2020 Olympics, Japan
implemented Al-driven predictive policing systems to en-
hance public safety and security. The Kanagawa Prefectural
Police pioneered this initiative by deploying an AI system
capable of analysing crime data to predict potential crim-
inal activities and identify high-risk areas. This system
utilised deep learning algorithms to process vast amounts
of data, including historical crime records and social me-
dia activity, to forecast criminal behaviour and optimise
police resource allocation. Simulations indicated that this
approach was over 50% more effective than traditional po-
licing methods in identifying high-risk areas. Furthermore,
facial recognition technologies were employed to monitor
crowds and identify potential threats during the Games;
and these technologies were integrated with existing sur-
veillance systems to provide real-time analysis and enhance
situational awareness. Japan’s use of Al-driven predictive
policing for the Tokyo Olympics demonstrates that while
such technologies can significantly improve law enforce-
ment efficiency by identifying high-risk areas, optimising
resource allocation, and integrating with facial recognition
to enhance real-time situational awareness; and they also
raise critical ethical and governance challenges. Lessons
learned include the importance of implementing robust
legal and oversight frameworks to protect privacy, ensure
data security, and mitigate algorithmic bias, as well as the
need for transparency and public engagement to maintain
trust. The case highlights that technological effectiveness
must be balanced with ethical safeguards, clear accounta-
bility, and careful management of citizen rights to ensure
that predictive policing delivers public-safety benefits with-
out compromising civil liberties.

Based on the experiences of Kazakhstan and Japan,
integrating deep learning into criminal investigations
presents significant opportunities for enhancing law en-
forcement effectiveness, but it also underscores the need
for careful attention to governance, legal frameworks,
and ethical safeguards. In Kazakhstan, the deployment of
Al-enabled CCTV systems and a centralised biometric au-
thentication backbone had allowed authorities to rapidly
identify fugitives and missing persons, link cross-sector
databases, and improved investigative efficiency (Al Fa-
cial Recognition..., 2024; Kazakhstan deploys AlI..., 2024).
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Similarly, Japan’s predictive policing systems, implemented
in preparation for the Tokyo Olympics, demonstrated that
algorithmic decision-making can improve resource alloca-
tion by forecasting high-risk areas and anticipating poten-
tial criminal activities, allowing law enforcement agencies
to act proactively rather than reactively (Center for Al and
Digital Policy, 2020; Surveillance and predictive..., 2025).
These cases collectively highlight that AI tools can provide
law enforcement with unprecedented situational aware-
ness, speed up investigative processes, and reduce reliance
on manual monitoring. However, they also reveal that the
rapid rollout of such technologies without accompanying
safeguards can result in serious privacy concerns, function
creep, and potential bias in algorithmic decision-making.

To ensure that automated reasoning is integrated re-
sponsibly and effectively, it is essential to strengthen both
legal and institutional frameworks. Clear statutory limits
should govern the collection, storage, and cross-sector use
of personal data, specifying retention periods and purposes
of use. In sensitive applications, such as real-time identi-
fication or predictive policing, approvals from judicial or
administrative authorities should be required to prevent
misuse or overreach. Independent oversight bodies should
monitor Al deployment and operations, conduct regular
audits, and evaluate algorithmic performance to detect er-
rors, false positives, and discriminatory patterns. Technical
safeguards are equally critical: pseudonymisation, encryp-
tion, and federated matching should be standard practices
to prevent unauthorised access, minimise risks associated
with centralised biometric databases, and reduce the likeli-
hood of misuse. By combining strong legal structures with
secure technical design, authorities can maximise the utility
of machine learning tools while protecting individual rights.

Operational transparency and public engagement are
additional elements that must be emphasised. Law enforce-
ment agencies should publish non-technical summaries ex-
plaining how Al systems are used, report accuracy metrics,
and provide accessible mechanisms for individuals to chal-
lenge or appeal misidentifications. Training programs for
police and investigative personnel should include ethical
guidelines, human oversight requirements, and accounta-
bility measures to ensure that cognitive computing com-
plements rather than replaces human judgment. Further-
more, pilot projects should be carefully designed with clear
evaluation criteria and sunset clauses, allowing authorities
to assess performance, identify potential risks, and refine
implementation strategies before wider deployment. Fol-
lowing these recommendations, Al can be integrated into
criminal investigations in a manner that enhances investi-
gative efficiency, strengthens public safety, and safeguards
democratic principles, balancing technological innovation
with privacy, fairness, and transparency.

Discussion

The key idea introduced in this research suggests that the
use of automated reasoning instruments enhances the effec-
tiveness of criminal investigation. This idea was examined
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in the context of installing video surveillance system in
Astana and Almaty due to which dozens of criminals and
missing people were detected. The expediency of integrat-
ing Al technologies into criminal investigation was also
confirmed in previous studies, including M.R.M. Elsho-
bake & A. Sakka (2024) who examined the use of deep
learning in a repertoire of criminal cases. The experts men-
tioned that the emerging technology has facilitated crimi-
nal investigation through expanded data storage capacity.
Al-based tools provide law enforcement agents with access
to large amounts of data whose instant processing facili-
tates decision making. The effectiveness of the emerging
technology was also confirmed by V. Shepitko et al. (2023)
who studied the opportunities of cognitive computing in-
struments in the investigation of war crimes committed by
the Russian Federation against Ukraine. As explained by
V. Shepitko et al., the technology can be used to promptly
collect and process evidence of war crimes and to subse-
quently enhance the effectiveness of criminal investigations
and law enforcement operations. Despite the detected simi-
larities, the work of V. Shepitko et al. is considerably difter-
ent from the present research in terms of its scope, which
is Ukraine, and focus that is war crimes investigation. The
detected differences should be considered when planning
the integration of previously accumulated knowledge into
boosting the effectiveness of the criminal investigation and
law enforcement systems.

This work also attributed the effectiveness of integrat-
ing the new technology into criminal investigation to the
variety of machine learning strategies. This variety was em-
phasised in the systematic review of literature and in the
analysis of Japanese and Kazakh surveillance systems that
help to collect and store both video and audio data. While
examining the Tokyo Olympic Preparation, this research
argued that the combination of deep learning approaches
was 50% more effective than the use of traditional crime in-
vestigation and prevention methods. The benefit of a mul-
ti-aspect portfolio of Al-grounded instruments was also
confirmed by previous studies, including H. Himanshi &
S. Thakur (2024) who focused their attention on facial rec-
ognition and predictive policing techniques. As explained
by H. Himanshi & S. Thakur, combining several intelli-
gent systems tools enhances the effectiveness of criminal
investigation; however, such combinations should be used
cautiously considering the instances of misuse in State v.
Loomis and other cases. Hence, the consistency between
this research and the work of H. Himanshi & S. Thakur is
evident in emphasising a balanced approach to combining
Al-based instruments in criminal investigation. Similarly,
C. Dement & M. Inglis (2024) conducted interviews with
23 justice professionals and concluded that a repertoire of
cognitive computing strategies, including large language
models (MLM), might be used to streamline the criminal
investigation and reporting process. The parallel between
this research study and the study of C. Dement & M. Inglis
was seen in the recommendation to utilise Al instruments
in line with accepted standards. However, the difference

was in the fact that this study mainly focused on video
surveillance, while C. Dement & M. Inglis took a deeper
look into MLM.

This research further argued that despite existing ad-
vantages, Al-based approaches cannot completely replace
traditional criminal investigation methods. This assump-
tion was, for example, tested in the context of Japanese
video surveillance system containing up to 10 million of
images of suspects. The analysis further revealed that in-
dividual images were processed manually and removed
from the database provided they were not relevant to the
case. The idea that machine learning tools cannot be used
instead of trained criminal investigation and law enforce-
ment actors was also found in earlier works, including
S. Matuliene et al. (2022). While using Ukrainian justice
system as a context, S. Matuliene et al. argued that though
deep learning instruments optimise the work of law en-
forcement agents, the latter possess the knowledge and ex-
perience required for unbiased decision making. Similar-
ly, B.L. Garrett & C. Rudin (2024) stressed the risk of bias
while using AI-grounded tools, which they described as the
“black box” AL The idea behind this notion is that AI-sup-
ported algorithms cannot be fully understood, while some
decisions based on these algorithms may be non-interpret-
able. Considering the detected deficiencies, B.L. Garrett
& C. Rudin suggested that cognitive computing decisions
should be cross-checked by competent law enforcement
agents. The suggestion is consistent with this work’s recom-
mendation regarding the provision of relevant training to
criminal investigation and law enforcement agents. An idea
that was detected throughout all of the above cited research
studies suggests that criminal investigation agents should
be encouraged to use smart technology tools responsibly.

As explained in this study, responsible use implies
compliance with major ethical standards, including the
ones of privacy, confidentiality, and impartiality. This
idea was, for example, examined in the context of Japa-
nese APPI setting clear conditions for consent, third-party
transfers, pseudonymisation, and other approaches to eth-
ical investigation and law enforcement. The adherence to
universal ethical requirements was also emphasised in the
recommendations to provide relevant training to criminal
investigation and law enforcement agents. The feasibility of
this recommendation was confirmed through the study of
previous research, including H.S. Flora et al. (2024) who
examined a repertoire of case studies in terms of ethi-
cal challenges in criminal investigation. As explained by
H.S. Flora et al., the key hindrances to ethical investigation
are associated with the algorithmic bias and lack of trans-
parency, which is consistent with the conclusions reached
in this study. The latter, for example, pointed out that ma-
chine learning instruments can be used for marginalisation
of specific population groups, which constitutes a ma-
jor challenge in criminal investigation. In addition to the
mentioned challenges, K. Mohsin & V. Sharma (2024) also
emphasised insufficient accountability as a hindrance to
ethical criminal investigation. The consistency between the
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study of K. Mohsin & V. Sharma and this research was noted
in the recommendation to regulate the cross-sector use of
data as a way to facilitate accountable investigation process.
The feasibility of regulating the cross-sector data sharing
was also confirmed by R.K. Bharati (2024) whose frame-
work emphasised regular audits of deep learning systems.
The author stressed that such audits enhance transparency
by ensuring the compliance of Al-supported investigation
with universal ethical standards. Furthermore, the signifi-
cance of ethics in criminal investigation was confirmed in
the work of V. Kumar (2024) who stressed the relationship
between compliance with universal standards and human
rights protection. The consistency was noticed in the fact
that similar to V. Kumar, this study sought to examine the
cases of integrating Al into criminal investigation through
the effects it might have on individuals and community.

Hence, consistencies noted between this study and
previous works confirmed the relevance of the topic and
approaches used to investigate it. In the contrast to the
above cited studies with a wider research focus, this re-
search focused on comparing the integration of Al-based
tools into criminal investigation of Japan and the Republic
of Kazakhstan. Considering this unique focus, it is possi-
ble to assert that this study has contributed to the current
discourse about the use of Al in criminal justice and law
enforcement.

Conclusions

The study confirmed that the integration of cognitive com-
puting tools can enhance the effectiveness and efficiency of
criminal investigation and law enforcement due to a rep-
ertoire of tools used to instantly collect and process large
data volumes. Although both the Republic of Kazakhstan
and Japan have made Al an integral part of their criminal
justice system, their approaches to accomplishing the goal
differ. The comparison of Japanese APPI and Kazakh law
“On Personal Data and Their Protection” revealed that Ja-
pan has created an internationally aligned data privacy re-
gime whose major provisions are safeguarded by the PPC
as an independent data-protection authority. In contrast,
Kazakhstan has designed a state-centered approach with
data-localisation requirements, which makes it challenging
to integrate the national criminal investigation system into
the global criminal justice domain.

The SWOT analysis also revealed the peculiarities of
integrating Al into the criminal investigation systems of
Kazakhstan and Japan. It was discovered that Kazakhstan
has focused on the rapid deployment of video surveillance
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and now has 3.1 million cameras installed across the coun-
try, of which 310,000 are used for investigation purposes.
Similar to Kazakhstan, Japan has also invested heavily in
launching the country-wide video surveillance system cur-
rently containing up to 10 million photo and video records
of potential criminals. Despite this similarity, Japan was
discovered to demonstrate a more cautious attitude toward
introducing Al-integrating solutions, focusing mainly on
predictive policing and crime hotspot forecasting. The case
of the Tokyo Olympic preparation revealed that the use of
smart solutions tools is 50% more effective in crime detec-
tion and prevention than traditional surveillance tools.

Nevertheless, it was discovered that the integration of
AT technologies into criminal justice involves addressing a
repertoire of challenges, including privacy, confidentiality,
transparency, and accountability concerns. Considering
the detected issues, the following strategies were recom-
mended: to enhance institutional and legal frameworks as
currently countries do not have specific laws regulating the
use of Al in criminal investigation; provide independent
oversight of Al deployment and operations through reg-
ular audits; revise existing technical safeguards; facilitate
cross-sector cooperation and ensure training of criminal
justice agents to ensure the ethical use of Al-based tools.
The research has several limitations, including a relative-
ly small sample of two countries selected for comparative
analysis. In future studies, this sample can be extended to
include Central Asian and European countries.
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