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Abstract. The aim of this study was to compare Kazakhstani and Chinese models of privacy and security in biometric
systems. The research established that Kazakhstan and China represent two different approaches to biometric identification:
the former is a balanced model between state control and international standards, while the latter is a utilitarian model in
which state security is prioritised. The study applied theoretical analysis to conceptually distinguish key terms and identify
threats; a comparative-legal analysis of the legislation of Kazakhstan and China; and the case-study method to examine
high-profile incidents of data leaks and political surveillance. The research found that China implements a utilitarian
model of total control (via the “Xueliang” project), whereas Kazakhstan - despite its declared balanced/transitional model
with a focus on forensics — de facto exhibits weak law enforcement and a tendency towards data leaks. This is evidenced by
an explosive 101.7% rise in cyber incidents in the first quarter of 2025, which renders the country vulnerable to threats of
authoritarian surveillance. It was demonstrated that in both jurisdictions the absence of genuine voluntariness of consent
and the opacity of biometric application are key privacy risks. A number of practical recommendations were formulated
for Kazakhstan, including strengthening enforcement (introducing independent cybersecurity audits) and enshrining the
principle of proportionality in law to restrict mass facial recognition. The results are important for shaping effective legal
mechanisms in transitional states to protect civil liberties. Accordingly, the findings may be considered by countries at the
stage of implementing biometric technologies to better understand potential risks and challenges

Keywords: freedom; criminal justice; state control; human rights; implementation of laws; data leakage

Introduction

The relevance of the topic is driven by the deployment of bi-
ometric technologies (in particular, facial recognition sys-
tems, dactyloscopy and genomic identification) in public
administration and national security. This creates a global
dilemma between technological progress and the funda-
mental right of citizens to privacy. In the Asian context,
the issue has become acute: the People’s Republic of China

(PRC) uses biometrics to create the world’s largest system
of mass state surveillance, which threatens personal-data
protection and strengthens state control. At the same time,
the Republic of Kazakhstan (RK), while advancing digital-
isation, faces growing challenges of data leaks and inten-
sified state oversight of civil society. Thus, examining the
balance between national-security priorities, commercial
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benefit and the preservation of human rights amidst the
biometric revolution is essential for developing effective
legal mechanisms and policy strategies aimed at safeguard-
ing civil liberties and privacy in the digital environment,
especially in the context of non-Western authoritarian and
transitional states.

Biometric identification technologies have gained
popularity due to their ability to enhance security and
streamline authentication processes across various sectors
of society, including public administration, national secu-
rity, healthcare and the commercial sector (financial ser-
vices, retail). At the same time, the roll-out of biometric
technologies is accompanied by serious challenges related
to personal-data security and privacy protection, owing to
the unique nature of biometric identifiers and the potential
for their unauthorised use. According to S. Kumar (2024),
biometric systems are vulnerable to attacks in which ad-
versaries use forged biometric traits to gain unauthorised
access. The study notes that this may include the use of fake
fingerprints, facial masks or other imitations of biometric
data. Such threats can lead to identity fraud, necessitating
robust security measures, ethical considerations and priva-
cy safeguards in design and deployment. M.D. Choudhry et
al. (2024) established that systems using Al-based biomet-
rics carry an elevated risk of information-security breaches,
resulting in the theft of personal data and, consequently,
unauthorised access — a serious threat to privacy. The re-
sults of P. Datta et al. (2020) showed that biometric systems
are also vulnerable to adversarial attacks. These attacks
manipulate recognition systems by deliberately “deceiving”
their algorithms, undermining the integrity and reliability
of the entire system. The authors therefore argue that, in
view of unauthorised access via attacks (anti-spoofing and
liveness detection), there is a need for signal-processing
and cryptographic methods to protect biometric data from
malicious actors.

Another problem addressed in the literature is the con-
cept of privacy within biometric technologies. G. Singh et
al. (2021) found that the process of obtaining informed con-
sent for the collection of biometric data is often neglected.
This raises serious ethical concerns, as individuals may not
realise exactly what data are collected and how they will be
used. Accordingly, the need for secure, privacy-preserving
protocols in biometric authentication systems is empha-
sised to protect personal information. ER. Baifat & S. Sato-
to (2024) argue that biometric-identification technologies
raise significant privacy concerns, including potential vi-
olations of the right to privacy and regulatory uncertainty.
These issues require careful consideration to ensure data se-
curity and the protection of individuals’ rights during theim-
plementation of such technologies in immigration control.

In Kazakhstan, biometric technologies - particularly
facial recognition, dactyloscopy (fingerprints) and genom-
ic identification - are being actively implemented. These
technologies are used to strengthen security, develop dig-
ital services and optimise public and commercial services.
According to G. Dzhaksybekova & I. Pulatov (2020) and
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K. Bertayeva et al. (2024), biometric identification (finger-
prints, facial and voice recognition) is already used for open-
ing accounts online, concluding insurance contracts and
remote customer service. This increases the convenience
and security of financial transactions, while simultaneously
creating new cyber risks that require attention. Biometric
authentication of students in higher-education institutions
is also salient. D. Muratuly et al. (2022) report the use of
a turnstile system with a facial-recognition terminal capa-
ble of providing unique biometric data in real time. Such a
system is deployed for access control and online learning.

As biometric identification technologies become
more widespread, privacy issues arise. The use of biome-
tric data, such as facial recognition and deoxyribonucle-
ic-acid (DNA) samples, often conflicts with individual
privacy rights, especially when implemented in a surveil-
lance context. Consequently, this topic features promi-
nently in Kazakhstani and Chinese academic publications.
J. Zhang (2024) shows that in China, biometric identifica-
tion, including facial recognition, is regulated by the Law
of the People’s Republic of China “Personal Information
Protection Law” (PIPL) (2021), emphasising consent and
security. However, Kazakhstan’s legal framework for biom-
etric data is less developed, raising concerns about privacy
and potential misuse of personal information. According
to D. Utegen & B.Z. Rakhmetov (2023), the legislation of
the Republic of Kazakhstan requires improvements to the
legal regulation of biometric data, including acceptable cri-
teria for the use of facial-recognition technology and the
development of a categorisation of biometric systems into
high- and low-risk. The authors’ recommendations includ-
ed creating a risk-based categorisation of biometric systems
following the European Union’s approach to Al regulation,
and introducing bans on mass and non-selective surveil-
lance of people via video-surveillance systems.

Although the reviewed studies provide in-depth anal-
yses of vulnerabilities and privacy issues in biometric
technologies in general (spoofing, data leaks, adversarial
attacks) and of the regulatory frameworks in China and
Kazakhstan separately, they do not offer a systematic com-
parative analysis of these two countries in the context of
criminal justice and privacy risks. Existing works focus
either on theoretical issues (forgery risks, lack of consent)
or on the legal framework of a single country, without jux-
taposing implementation models. This creates a gap, as it
prevents the identification of shared challenges and the as-
sessment of the effectiveness of different strategies in two
states with similar contexts (authoritarian tendencies, rapid
digitalisation) but different legal-regulatory models (utili-
tarian PRC versus partially liberalised RK). Accordingly,
the aim of this study was to conduct a comparative analy-
sis of privacy and security issues in biometric data in Ka-
zakhstan and China. The objective entailed: analysing and
comparing the legislative frameworks of Kazakhstan and
China governing the collection, storage and use of biom-
etric data in criminal justice; identifying and systematis-
ing key risks to privacy and human rights arising from the
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implementation of biometric systems in the countries un-
der study, including incidents of data leakage and the inten-
sification of state surveillance.

Materials and Methods
A comparative and analytical approach was employed, based
on a review and synthesis of existing sources to assess the
implementation of biometric systems in the criminal-jus-
tice sphere of Kazakhstan and the related privacy risks. The
Republic of Kazakhstan and the People’s Republic of China
were selected in order to juxtapose two different approach-
es to the use of biometric technologies, enabling the iden-
tification of common trends and risks under conditions of
rapid digitalisation and strong state control: China as an
example of a utilitarian model, and Kazakhstan as a bal-
anced/transitional model. Data collection was carried out
through the analysis of open sources. The following acts of
the RK were examined: the Law of the Republic of Kazakh-
stan “On Fingerprint and Genomic Registration” (2021);
the Law of the Republic of Kazakhstan No. 94-V (2013);
and the Law of the Republic of Kazakhstan No. 271-
IV (2025). The following PRC acts were also analysed: the
PIPL (2021); and the Security Management Measures for
the Application of Facial Recognition Technology (2025)
(FR Measures). In addition, the latest statistics on cyber-
attacks in Kazakhstan for January-March 2025 were tak-
en into account (The number of cyberattacks..., 2025).
Several key methods were used in this study. The meth-
od of theoretical analysis was applied to conceptually delin-
eate key notions, in particular “biometric data” and “biom-
etric identification” This method was also used to identify
theoretical threats such as algorithmic bias and risks to civil
rights. The comparative-legal method was employed to jux-
tapose the approaches of the RK and the PRC to biometric
identification. The comparison was conducted according to
five criteria relevant to criminal justice and privacy: philo-
sophical foundation (whether the legislation is grounded
in utilitarianism or in a balanced/transitional model); legal
limits of compulsory collection (identifying for which cate-
gories of persons — offenders, migrants — and for what pur-
poses biometrics must be collected); regulation of real-time
technologies (Smart Cities Challenges and Opportunities,
n.d.; Ersozoglu, 2013); requirements for consent and alter-
natives (comparing norms regarding the genuine voluntar-
iness of consent); and sanctions and oversight (comparing
accountability mechanisms for leaks and data misuse). The
case-study method was applied to examine high-profile in-
cidents of personal-data leakage and cases of improper use
of biometric systems in criminal justice. The following RK
cases were analysed: the 2019 voter-data leak (Toqmadi &
Zakharchenko, 2021), the 2025 leak of outdated data (Satu-
baldina, 2025), and “Biometric data collection: What risks
might Kazakhstanis face?” (Buralkieva, 2022). This method
was used to illustrate practical risks and consequences for
privacy and human rights. These cases are representative
because they encompass the two principal risks associ-
ated with biometrics in authoritarian regimes: technical

vulnerability (leaks) and political abuse (surveillance). The
method of synthesis and generalisation was used to inter-
pret the results, which was based on synthesising and gen-
eralising data obtained from various sources.

Results and Discussion
The application of biometric technologies in law enforce-
ment is not a new concept, but rather a large-scale auto-
mation and expansion of practices that have existed for
centuries. Within this study, “biometric data” are defined
as a special category of personal data resulting from the
technical processing of unique physical, physiological or
behavioural characteristics of a person (for example, facial
images, fingerprints) that enable or confirm their unique
identification. “Biometric identification’, in turn, is the au-
tomated recognition of an individual based on such data.

Kazakhstan demonstrates a consistent approach to the
implementation of biometric technologies. The key act is
the Law of the Republic of Kazakhstan “On Fingerprint
and Genomic Registration” (2021), whose provisions en-
tered into force in 2021-2024. This law establishes the legal
framework for identifying a person on the basis of biome-
tric data and clearly distinguishes between voluntary and
compulsory registration. Compulsory dactyloscopy, or the
collection of fingerprints, is mandatory for foreigners and
stateless persons who apply for a residence permit or a visa,
or who are subject to administrative expulsion. Refusal by
a foreigner to undergo this procedure leads to administra-
tive expulsion from the country. For citizens of Kazakhstan,
dactyloscopic registration is voluntary; however, the data
of registered persons are recorded on a chip in biometric
passports and ID cards (identity cards). Genomic registra-
tion, which involves the collection of DNA samples, has a
more limited but critically important scope. It is compul-
sory for persons convicted of criminal offences, as well as
for unidentified bodies and biological material collected
from the scenes of serious or particularly serious crimes.
The legislation also provides for the voluntary submission
of genomic data by relatives of missing persons. Refusal to
undergo compulsory genomic registration entails a fine
(Dyussembekova, 2021; What you need to know about
dactyloscopy..., 2024).

The data-protection system in Kazakhstan is based on
the Law of the Republic of Kazakhstan No. 94-V (2013),
which defines biometric data as a sensitive category requir-
ing an elevated level of protection. The law also sets a re-
quirement to minimise data retention after the completion
of an investigation. However, the formal existence of this
legislative framework does not correlate with its actual ef-
fectiveness. This gap between statutory norms and weak en-
forcement creates the basis for significant risks, manifesting
in insufficient data protection and a lack of transparency in
their use. The practical application of biometric technolo-
gies in Kazakhstan reflects an ambition for deep digitalisa-
tion of criminal justice; as of 2023, 91% of criminal cases
are processed electronically, confirming a high level of in-
tegration of digital tools into the law-enforcement system
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(Gritsenko et al., 2025). One of the central elements of this
strategy is the deployment of video-surveillance systems
within the “smart city” concept, which is partly based on
the experience of the PRC. Operations centres in major cit-
ies collect data from CCTV (closed-circuit television) cam-
eras, enabling the real-time identification and tracking of
wanted persons, as well as the assessment of crime probabil-
ities. A subsequent step was the adoption of amendments to
the Law of the Republic of Kazakhstan No. 271-IV (2025),
which prohibit the wearing in public places of items that
“interfere with facial recognition”. The government explains
this decision as a measure aimed at increasing the “effec-
tiveness of crime prevention” and promoting public safety.

Yuetal.

In addition to video surveillance, Kazakhstan is ac-
tively developing systems of dactyloscopic and genomic
registration. The DNA database, operational since 2021, is
intended for identifying unknown bodies and investigat-
ing crimes. The compulsory nature of these requirements
is underscored by liability for refusal to undergo genomic
registration, including a fine. Although these initiatives aim
to enhance the effectiveness of law-enforcement agencies,
they simultaneously raise serious questions about the bal-
ance between security and the fundamental right to priva-
cy. Table 1 summarises the key aspects of the implementa-
tion of biometric technologies in Kazakhstan regulated by
specialised acts.

Table 1. Detailing of RK legislation on the use of biometric technologies in Kazakhstan

Aspect

Detailing in RK Legislation

Dactyloscopy

Mandatory for foreigners and stateless persons (when obtaining a residence permit, visa);
voluntary for RK citizens, but data are recorded on the chip of biometric documents.

Genomic registration Mandatory for persons convicted of criminal offences, as well as for unidentified bodies. Refusal entails a fine.

Video surveillance

Deployment of video-surveillance systems within the “smart city” concept. Prohibition on wearing items that “interfere
with facial recognition” to increase the “effectiveness of crime prevention”.

Source: compiled by the authors based on analysis of the Smart Cities Challenges and Opportunities (n.d.), Law of
the Republic of Kazakhstan No. 94-V (2013), Law of the Republic of Kazakhstan “On Fingerprint and Genomic
Registration” (2021), Law of the Republic of Kazakhstan No. 271-IV (2025)

The analysis of RK legislation shows a consistent and
structured approach to integrating biometrics, focused on
improving the effectiveness of law-enforcement agencies
and national security. The legislative framework clearly
distinguishes compulsory (for migrants, offenders) and
voluntary (for RK citizens) categories of data collection,
emphasising the priority of dactyloscopy and genomic
registration. At the same time, the amendments relating to
video surveillance within Smart Cities Challenges and Op-
portunities (n.d.) and the ban on concealing one’s face in
public places indicate a strengthening of state control in the
digital environment. Although these initiatives are aimed
at crime prevention, they simultaneously raise profound
questions about the genuine voluntariness of citizens’ con-
sent and the balance between security and privacy.

Despite the proclaimed advantages of deep digitalisa-
tion of justice, the implementation of biometric systems in
Kazakhstan is accompanied by significant risks to privacy
and human rights. The analysis shows that these risks are a
direct consequence of weak law enforcement and the pri-
oritisation of political control over technical cybersecuri-
ty. One such issue is the threat of data leakage, indicating
that the government cannot guarantee their security and
confidentiality (Toqmadi & Zakharchenko, 2021). The
2019 voter-data leak, which compromised information on
11 million citizens, was accompanied by widespread net-
work restrictions and the blocking of independent media.
This evidences the prioritisation of political control (sup-
pression of dissent) over cybersecurity. Public reporting of
accountability for those responsible was absent; cases of li-
ability often concern internal actors (employees selling data
via Telegram channels) rather than external hackers.
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The 2025 leak of outdated data (16 million citizens).
Sensitive information (surname, given name, patronymic,
identification number, addresses) on 16 million citizens of
Kazakhstan appeared in the public domain, indicating the
persistence of the problem (Satubaldina, 2025). Although
the authorities claimed the data were outdated, experts
confirmed the presence of new records. The leak likely
originated from private information systems (microfinance
organisations, medical institutions), prompting the Min-
istry of Digital Development to shift responsibility to the
private sector. In response, the state tightened legislation
by increasing administrative fines (up to 7.9 million tenge)
and introducing liability for using another person’s elec-
tronic digital signature (EDS).

Disproportionality and a lack of transparency in the
application of biometrics are key risks. Human-rights ad-
vocates criticise the compulsory provision of biometric
data to obtain documents, noting that citizens have no
choice, effectively nullifying the principle of voluntariness.
The case “Biometric data collection: What risks might Ka-
zakhstanis face?” (Buralkieva, 2022) concerns the use of
facial-recognition systems (FRT) to identify participants
in the January 2022 protests in Kazakhstan. Although the
Ministry of Internal Affairs (MIA) of the RK publicly de-
nied this, the incident itself demonstrated the government’s
technological capacity for mass surveillance and under-
scored the public’s deep mistrust of the purposes for which
biometrics are used, indicating the risk of employing tech-
nologies for political monitoring. In January-March 2025,
30,000 information-security incidents were recorded in the
Republic of Kazakhstan - twice as many as in the same pe-
riod of 2024 (Table 2).
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Table 2. Statistics of information-security incidents in the RK

Security Incidents. Growth (2024/Q1 . Share of RK Share of RK
January-March (units) 10181 (2025/Q1) | Total (2024/Q1) | ™\ 5553/qq)  Change (units) | 5555/01) (2024/Q1)
Total 29,982 14,868 101.7% 15114 100.0% 100.0%
Botnets 17,606 1,748 907.2% 15,858 58.7% 11.8%
Computer viruses, 7,870 9,586 -17.9% 41,716 26.2% 64.5%
network worms, trojans
Phishing on the Internet 1,975 1,439 37.2% 536 6.6% 9.7%
Lack of access to an 1m 216 48.1% 104 0.4% 15%
nternet resource
DoS/DDoS attack 23 30 -23.3% -7 0.1% 0.2%
Unauthorised access 9 13 30.8% 4 0.0% 0%
and content modification
Other incidents 2,387 1,836 30.0% 551 8.0% 12.3%

Note: DoS - Denial of Service; DDoS attack — Distributed Denial of Service attack
Source: compiled by the authors based on The number of cyberattacks in Kazakhstan has doubled (2025)

The overall cybersecurity situation in Kazakhstan
in the first quarter of 2025 is characterised by explosive
growth in the number of incidents. This increase is almost
entirely due to the rapid spread of botnet activity, which
has shifted from a secondary threat (11.8% share) to the
dominant one (58.7% share). Accordingly, malicious ac-
tors changed tactics, focusing on mass covert infection
(botnets) and social engineering (phishing), while direct,
visible attacks such as DDoS or classic viruses decreased
both in share and absolute numbers. The 101.7% rise in
incidents is almost entirely driven by the rapid spread
of botnet activity (an increase in share from 11.8% to
58.7%). This indicates a systemic vulnerability of the RK’s
network infrastructure to large-scale, covert cyberattacks,
which is a critical risk against the backdrop of expanding
biometric databases.

China’s approach to regulating biometric technologies
reflects a utilitarian philosophy in which public interests
and national security prevail over individual rights (Chen
& Wang, 2023). Despite key laws such as the PIPL (2021)

and the Security Management Measures for the Applica-
tion of Facial Recognition Technology (2025), which for-
mally require consent and transparency, the fundamental
objective of the system remains the strengthening of state
control. China is the world leader in the scale and intensity
of the application of biometric technologies. Law-enforce-
ment bodies actively use them within national mass-sur-
veillance projects such as E. Ersozoglu (2013), which en-
visages the installation of a vast number of cameras with
facial-recognition systems (Li et al., 2023). The application
of these systems goes far beyond criminal justice, encom-
passing the monitoring of citizens’ behaviour in everyday
life, creating a “chilling effect” and negatively affecting
freedom of expression. In addition, the close cooperation
between the state and the private sector, in which data
are transferred to technology companies to accelerate the
training of algorithms (AI training), creates deep ethical
and legal problems, contributing to a “surveillance monop-
oly”. Table 3 details the legislative measures governing the
use of biometric technologies in the PRC.

Table 3. Measures for the application of facial-recognition technologies in China

Principle

Description

Specific and sufficient necessity

Facial-recognition technologies may be used only for lawful
and specific purposes, where there is “sufficient necessity”

Voluntary and explicit separate
consent

The law requires “voluntary and explicit separate consent” from the individual.
For minors under 14, consent from their legal guardians is required

Transparency and alternatives

Operators must inform citizens about data collection in an intelligible form and provide “other reasonable
and convenient options” for verification if a person does not consent to facial recognition

Personal Information Protection
impact assessment (PIPL)

Before processing begins, an impact assessment analysing the lawfulness,
necessity and potential risks of the technology’s use is mandatory

Source: compiled by the authors based on Z. Ruan et al. (2025)

The table outlines the key principles regulating the
use of facial-recognition technologies in China, with an
emphasis on protecting citizens’ rights and privacy. The
analysis shows that these principles constitute a compre-
hensive legal and ethical framework that seeks to strike a
balance between technological progress and the protection
of personal information. It covers requirements of specific
and sufficient necessity, which limit the use of the technol-

ogy, as well as mandatory voluntary and explicit consent
to data collection, especially for vulnerable groups. In ad-
dition, the importance of transparency and the availability
of alternative verification methods is emphasised, giving
users a right to choose. Finally, the Personal Information
Protection impact-assessment principle (under the PIPL)
introduces a preventive mechanism that helps identify
and mitigate potential risks before data processing begins.

Asian Journal of Criminal Justice and Forensic Studies Vol. 1, No. 1



Taken together, these principles create a system that de-
mands not only technical compliance from operators but
also ethical responsibility. The analysis of the approaches of
Kazakhstan and China revealed key differences reflecting a

Yuetal.

philosophical divide concerning privacy rights and state
control (Table 4). At first glance, the legislative systems of
both countries contain provisions for personal-data protec-
tion, but their philosophical foundations differ substantially.

Table 4. Comparison of legislative models (PRC vs RK)

Comparison criterion Kazakhstan (RK)

China (PRC)

Core philosophy

Balanced/Transitional: a combination of authoritarian
control with declared international standards

Utilitarianism: the individual’s rights are subordinated
to “national security” and the “public good”

Regulation of biometrics
(clear collection boundaries)

Sensitive category. Regulated by the Law
“On Fingerprint and Genomic Registration”

Sensitive personal information (PIPL).
Regulated by administrative measures on FRT
(broad operational latitude)

Restrictions/Prohibition

Limited scope: focused on criminal justice and
migration. Used within the “smart city” framework

Mass, all-encompassing: no clearly defined limits for
“sufficient necessity” of data collection. Xueliang project

Real-time use

Used in video-surveillance systems, but application
to identify political protesters is denied

Active use for security purposes
and to monitor citizens’ behaviour

Requirements for consent/
Alternatives

Compulsory registration for certain categories. Lack
of genuine voluntariness when obtaining documents

Formal requirement for “voluntary and explicit separate
consent” and the provision of alternatives

Source: compiled by the authors based on analysis of RK and PRC legislative acts mentioned in this study

According to the information in the table, the approach-
es of Kazakhstan and China to biometric identification were
compared across five key criteria. The analysis showed that
although both countries use biometric technologies, their
approaches differ significantly at the philosophical level.
China is guided by utilitarianism, in which the individuals
rights are subordinated to national security, resulting in a
mass and all-encompassing application of biometric tech-
nologies, including behavioural control. By contrast, Ka-
zakhstan demonstrates a balanced/transitional model, con-
centrating the use of technologies primarily on criminal
justice and migration, and clearly defining the limits of com-
pulsory registration in the Law of the Republic of Kazakh-
stan “On Fingerprint and Genomic Registration” (2021).
However, the compulsory provision of biometric data to
obtain documents in Kazakhstan effectively nullifies the
principle of voluntariness, creating a similar effect of rights
restriction despite the more limited scope of application.

In the People’s Republic of China, the mass roll-out of
biometric technologies has led to the creation of the world’s
largest mass-surveillance system, raising legal and political
concerns. Despite legislative attempts — such as the adop-
tion of the PIPL (2021), aimed at curbing abuses by pri-
vate companies and setting stricter consent requirements
for data processing - the state’s practical use of biometrics
remains lightly regulated. At the same time, the Chinese
authorities publicly voice reservations about the risks as-
sociated with the collection of biometric data by foreign
companies. These reservations take the form of official
statements and recommendations from the Ministry of
Public Security and the Cyberspace Administration of Chi-
na (CAC), underscoring the primacy of national security in
the data sphere. Meanwhile, in the Republic of Kazakhstan,
active digitalisation - albeit aimed at combating crime and
increasing the efficiency of public services — has likewise
produced significant problems with data leaks and has in-
tensified state monitoring of activists. In January-March
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2025 alone, 30,000 information-security incidents were re-
corded in the RK - twice as many as in the same period of
2024 (The number of cyberattacks..., 2025). Both countries
have thus become cases for examining the complex balance
between technological progress, national security and the
fundamental right of citizens to privacy.

An analysis of legislation and practices relating to the
use of biometrics in Kazakhstan and China has revealed
key commonalities rooted in their philosophical founda-
tions. Both countries formally recognise biometric data as
a sensitive category (Law of the Republic of Kazakhstan
No. 94-V (2013) and the PIPL (2021)) requiring enhanced
protection. In both models, state security and the public
interest take precedence over individual rights. This per-
mits the PRC government to justify mass surveillance, and
the RK government to impose mandatory registration on
specific groups. Although Chinese law formally requires
consent and the provision of alternatives, and although Ka-
zakhstan offers only voluntary registration for citizens (on
paper), the requirement to provide biometric data to ob-
tain documents in the RK and the extensive state control in
the PRC effectively nullify the principle of voluntariness in
both jurisdictions. There are, moreover, differences in the
scale of control and in the legal frameworks of biometric
systems between Kazakhstan and China that reflect their
philosophies of governance.

Regulation and scope of data collection. Legislative ap-
proaches to the collection of biometric data diverge sharp-
ly in focus. The Law of the Republic of Kazakhstan “On
Fingerprint and Genomic Registration” (2021) sets clearly
defined boundaries and a narrowly targeted compulsory
collection, largely limited to offenders and migrants. This
indicates an attempt by the RK government to lawfully con-
strain the scope of control. By contrast, China’s instruments
(the PIPL and the FR Measures) set broad frameworks and
general principles without clear limits on the scope of FRT
application in public spaces.
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Use in criminal justice and monitoring. The differences
are especially evident in practical deployment. In Kazakh-
stan, use is limited and targeted: dactyloscopic and genom-
ic databases serve to identify unknown persons and inves-
tigate serious crimes. China, by contrast, employs mass
monitoring: FRT is integrated into the “Xueliang” systems
for comprehensive, real-time control and identification
well beyond serious crime.

Consequences for citizens and behavioural control. The
impact on civil rights also differs markedly. In Kazakhstan,
risks are primarily linked to data leaks from the private sec-
tor and the threat of political monitoring (which the author-
ities officially deny, as after the January 2022 protests). In
China, there are human-rights violations and control over
social behaviour (using FRT to “shame” or fine citizens).

China exhibits a model in which technology is the
primary instrument of total state control and legislation is
secondary. Kazakhstan has a more limited legislative ap-
proach, but weak law enforcement and instances of politi-
cal monitoring (the January protests case) render it vulner-
able to the same risks as China, despite the smaller scale.
Kazakhstan is therefore at a crossroads between a Western,
rights-protective model and an authoritarian (PRC) model.
Its weak enforcement and lack of transparency in the imple-
mentation of laws create significant risks to citizens’ privacy
despite the more limited scope of compulsory registration.

To address effectively the privacy and human-rights
risks associated with the deployment of biometric technolo-
gies, Kazakhstan must implement a set of practical reforms
focused on data security, transparency and proportionality
in the use of technology. Legislative and policy improve-
ments (strengthened enforcement). Develop effective con-
trols against data leaks: mandatory, annual, independent
cybersecurity audits should be introduced for systems
storing biometric and sensitive personal data in both the
public and private sectors. Audit results (excluding critical
information concerning national security) should be pub-
lic. National legislation should incorporate best practices
from international data-security and privacy standards,
including requirements analogous to the Data Protection
Impact Assessment (DPIA), mandating it before any new
biometric system is introduced. Sanctions and liability:
administrative and criminal fines and custodial sentences
should be increased for officials and organisations respon-
sible for unauthorised collection, sale or leakage of biomet-
ric data. Fines should be proportionate to the scale of harm
(for example, a percentage of annual company turnover, as
under the General Data Protection Regulation (GDPR). A
dedicated state fund or mandatory mechanism should also
be established to compensate citizens whose biometric data
have been compromised through negligence or violations.

Creation of unified standards and security mecha-
nisms. Unified processing standards: technical standards
must be developed and implemented for the collection,
storage, encryption and transmission of biometric data,
mandatory for all public and private operators. These
should include requirements for data minimisation and

pseudonymisation. New security mechanisms: multi-lay-
ered access-control systems and insider-threat monitoring
should be deployed to prevent unauthorised collection and
sale of data by employees via the “shadow market” (e.g.,
Telegram channels). In addition, safeguards against the
misuse of another person’s (EDS) must be strengthened,
including the mandatory use of biometric two-factor au-
thentication for the most sensitive public services.

Enhancing transparency and proportionality (human
rights). The Law of the Republic of Kazakhstan “On Finger-
print and Genomic Registration” (2021) should be revised
to ensure genuinely voluntary consent for biometric reg-
istration for documents. This should include a mandatory
requirement to offer reasonable and convenient verification
alternatives that do not require biometric data. Limits on
facial-recognition technologies: the principle of propor-
tionality should be enshrined in law to confine the use of
FRT in public places strictly to the investigation of serious
crimes and only with judicial authorisation. A direct statu-
tory ban should also be introduced on using FRT to identify
participants in peaceful protests, for political monitoring,
or for biometric categorisation of citizens. The Ministry of
Digital Development and other competent bodies should
establish an ongoing open dialogue with the public, experts
and human-rights organisations concerning the aims, ef-
fectiveness and potential risks of biometric systems. De-
tailed statistics on data breaches (including responsible
parties) and on FRT deployments (e.g., number of uses,
offences concerned, number of false identifications) should
be published regularly.

On the basis of the comparative analysis, the findings
of this study of biometric-technology deployment in the
Republic of Kazakhstan and the People’s Republic of Chi-
na reveal universal challenges in privacy, ethics and law,
with distinctive features of state control in authoritarian
and transitional regimes. According to R.E. Sembiring et
al. (2024), biometric systems pose risks to civil liberties
and privacy owing to their potential for extensive state or
corporate monitoring (mass surveillance). The authors
emphasise that the unique characteristics of biometric
data raise particular privacy concerns. Their use there-
fore requires stringent safeguards to prevent violations
and strict adherence to the principles of informed consent
and purpose limitation in processing. Related conclusions
were advanced by A.N. Acquista (2020), who argued that
the uniqueness of biometric data renders them especial-
ly vulnerable to abuse. Such abuse can lead to excessive
profiling and continuous tracking of individuals, creat-
ing qualitatively new risks absent in the handling of tra-
ditional personal data. Accordingly, the researcher noted
that effective protection of biometric data - particularly
in sensitive areas such as traveller privacy - critically re-
quires new legislation, modern technological solutions
and independent oversight. P. Haley (2025) observed that
recognition technologies, in particular, may be vulnerable
to falsification (“spoofing”) or may have high false-posi-
tive and false-negative rates. There are also significant risks
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associated with algorithmic bias, which may result in dis-
crimination, especially against certain racial, ethnic or age
groups. G.-M. Tical (2025) showed that some facial-recog-
nition algorithms demonstrate lower accuracy in identify-
ing members of certain ethnic minorities, raising concerns
about fairness and impartiality in the justice system. The
transition to biometric systems thus means that the na-
ture of justice is changing — from a predominantly reactive
model that responds to crimes after they occur to a pro-
active and predictive one that seeks to prevent crime on
the basis of large-scale data analysis. This paradigm shift
requires careful analysis and debate, as it fundamentally
affects the balance between public safety and individual
rights to privacy and freedom. A similar position is ex-
pressed by P. Faraldo Cabana (2023): biometric technol-
ogies, particularly FRT, are increasingly used by law-en-
forcement bodies for identification and authentication
purposes. However, their use faces technical shortcomings
and legal issues related to data privacy, dignity rights and
the reliability of evidence in criminal cases. The findings of
I. Ben Abdel Ouahab et al. (2024) showed that voice-biom-
etric technology enhances law-enforcement capabilities by
providing accurate identity verification through unique
vocal traits, facilitating access control and assisting crime
analysis. Its integration into urban infrastructure promises
improvements in public safety, though it raises privacy and
ethical concerns.

The present study confirms that the deployment of
biometric technologies in law enforcement in Kazakhstan
and China is pursued to exploit the significant advantag-
es of these systems, aligning with global trends towards
greater efficiency and faster identification. A related view
is set out by M. Sutkowski et al. (2024): biometric tech-
nologies are critical in law enforcement for unambiguous
identification using unique personal characteristics. Ac-
cording to the researcher, improved quality and diversity
of biometric data increase identification accuracy, mark-
edly enhancing the effectiveness of forensic investiga-
tions and the search for missing persons. N. Girdhar et
al. (2024) likewise emphasises that biometric technolo-
gies such as fingerprint recognition, facial recognition
and DNA-based identification are crucial in law enforce-
ment for accurate identification, strengthening criminal
investigations and improving public safety through relia-
ble and efficient identification methods.

The comparative analysis of the Kazakhstani and Chi-
nese models highlights differences in the scale of penetra-
tion, technological self-sufficiency and functional focus
of biometric-technology application. Kazakhstan shows a
smaller scale, technological dependence on the PRC, and
an emphasis on forensic tools, while China implements
comprehensive, real-time surveillance. Z. Li et al. (2023)
indicate that the scale and depth of biometric-technology
penetration in Kazakhstan’s law-enforcement sector are
lower than in China’s all-embracing “Xueliang” project
E. Ersozoglu (2013). Despite the active digitalisation of
criminal justice and the deployment of “smart city” systems
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in Kazakhstan, the overall integration of these technolo-
gies into social life remains markedly lower. There is also
clear technological asymmetry: Kazakhstan actively co-
operates with Chinese ICT companies and borrows expe-
rience, indicating a degree of technological dependence.
The “smart city” model in Astana, which is based on the
Chinese model, is an example of such cooperation (Li et
al., 2023). The analysis of technological self-sufficiency and
the functional focus of biometric systems in China was the
subject of H.B. Peacher (2021), which found that China is
technologically independent, developing systems domes-
tically, and that its primary focus is on real-time mass fa-
cial recognition (FRT) as an instrument of comprehensive
behavioural control over the population. By contrast, Ka-
zakhstan’s law-enforcement bodies, demonstrating a cer-
tain technological dependence, predominantly focus on
forensic tools — genomic and dactyloscopic registration —
used in a narrowly targeted manner to investigate serious
crimes and to identify unknown persons. Related views
were voiced by R.A. Ayanaba (2022): biometric technolo-
gies, including facial recognition, are used by law-enforce-
ment agencies for suspect identification, secure access and
surveillance. They improve efficiency in detecting suspects
and managing security, though concerns about privacy
and accuracy remain significant challenges. According to
D.R. Tripathi & D.K. Nishad (2020), biometric technolo-
gies in law enforcement include fingerprint recognition,
facial-composite matching and automated identification
systems. These applications improve suspect identification,
enhance crime-scene investigation and facilitate swifter
apprehension by using biological traits for automated rec-
ognition. S. Hatami et al. (2023) note that biometric tech-
nologies, in particular voice identification, are increasingly
used in law enforcement to identify individuals through
recorded voices. This method aids criminal identification
and can serve as evidence in court, improving law-en-
forcement effectiveness against new technological crimes.

The analysis thus demonstrates a duality in the deploy-
ment of biometric technologies: on the one hand, there is
consensus about their significant benefits in enhancing ef-
ficiency, speed and accuracy in suspect identification and
in combating crime, confirming a shift towards a proactive
and predictive model of justice; on the other, these benefits
are bound up with universal risks - technical shortcomings
(spoofing, false activations), ethical challenges (algorithmic
bias and discrimination) and threats to civil liberties due to
the potential for mass state surveillance. The comparison of
the Kazakhstani and Chinese models shows that although
penetration in the RK is on a smaller scale and focused on
forensics, technological dependence on the PRC and the
absence of robust independent oversight make Kazakhstan
vulnerable to the same dangers of excessive profiling and
abuse that characterise the authoritarian Chinese model.
Further development of biometrics therefore requires new
legislation, modern technological solutions and independ-
ent oversight to ensure an appropriate balance between
public safety and the fundamental right to privacy.
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Conclusions

This study has established that examining the balance be-
tween the primacy of national security, commercial bene-
fit and the preservation of human rights amid the biomet-
ric revolution is essential for shaping effective governance
strategies. The research has shown that the Republic of Ka-
zakhstan stands at the intersection of two models - West-
ern (rights-oriented) and authoritarian (represented by
the PRC) - in which state control and security take prece-
dence. On the basis of comparative-legal analysis and case
studies, it has been established that biometric technologies
are an integral part of the modernisation of law-enforce-
ment systems, but their use depends on the political re-
gime and legal culture. On the one hand, Kazakhstan has
opted for a balanced/transitional model, confirming this
in law: its approach to biometrics is limited and target-
ed, focusing on dactyloscopic and genomic registration
for the investigation of serious crimes, the identification
of unknown persons and migration control. This under-
scores a somewhat limited yet directed application com-
pared with China. The deployment of biometric technol-
ogies in the PRC, grounded in utilitarian philosophy, has
enabled the state to create a comprehensive and integrat-
ed mass-surveillance system (“Xueliang”). This system is
used for social control and intensified monitoring of eth-
nic minorities, which, in turn, constrains the exercise of
civil liberties and freedom of expression.

The findings also show that the implementation of bi-
ometric systems in Kazakhstan is accompanied by signifi-
cant privacy risks. This is manifested in the critical threat of
data leaks in 2019 and 2025 and in the absence of genuine
voluntariness during compulsory registration for obtaining
documents. In addition, there is a risk of the improper use
of technologies for political monitoring (the January 2022
protests case). In this context, it has been demonstrated that
weak law enforcement and a lack of transparency are shared
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Abstract. The study aimed to assess human trafficking response strategies in the Republic of Kazakhstan, the Republic of
Uzbekistan, and the Republic of Kyrgyzstan, with an emphasis on cross-border cooperation efforts in Central Asia. The goal
wasachieved through the use of the comparative legal analysis and case study method involving EM. and others versus Russia
and repatriating Kazakh nationals from Myanmar and Thailand in February-April 2025. Based on the comparative legal
analysis, it was concluded that all countries in the region had adopted comprehensive rooted in the Palermo Protocol legal
frameworks but varied considerably in their implementation strategies. While the Republic of Kazakhstan and the Republic
of Kyrgyzstan had formalised national referral mechanisms and partnerships with non-governmental organisations, the
Republic of Uzbekistan had launched structured victim assistance networks. Despite different approaches to preventing
and investigating human trafficking, all countries in the sample experienced similar difficulties in implementing legislative
initiatives and supporting cross-border interaction to counter human trafficking. The cross-border interaction was hindered
by such factors as political instability and at-border conflicts, corrupted state institutions, ineffective implementation of
legal frameworks, hindered data sharing processes, cultural and societal peculiarities, and geopolitical dynamics. The
recommendations were to support international cooperation through transnational unions and multilateral platforms,
enhance transparency and accountability of the law enforcement institutions, harmonise national legislation with
international standards, and launch the boarder International Organisation for Migration-coordinated safe fund. The
obtained results can be used to reduce the incidence of and rehabilitate the victims of cross-border human trafficking

Keywords: gender inequality; systemic problems; cross-border cooperation; at-border conflicts; safe funds

Introduction

Human trafficking has become a common problem around
the world, whose medium and long-term consequenc-
es require further examination. Globalisation, which has
opened up many opportunities for development, has also
brought with it a series of challenges. One crucial challenge
is related to the use of legal mechanisms to detect, combat,
and prevent human trafficking at the international level.
Taking into account the absence of a unified legal frame-
work, the selected research topic is considered relevant.
According to the United Nations Office on Drugs and
Crime (2024) report, the period between 2021 and 2023
was associated with a sharp increase in the number of de-
tected cases of human trafficking. The cited experts, in par-
ticular, reported a 43% increase in the number of detected

cases, as compared to 2020, which they partly attributed
to the improved mechanisms of human trafficking detec-
tion. A. Dyussenova et al. (2024), however, stressed that
despite the progress achieved, in some regions, including
Central Asia, human trafficking remains a major transna-
tional issue. A. Dyussenova et al. further stressed that spe-
cific population groups, such as migrant workers, women,
and children, are at elevated risks of being trafficked. This
statement is consistent with the data of the Royal Thai Em-
bassy in Astana (2025), according to which, the Republic
of Kazakhstan has a long-running trafficking network tar-
geting vulnerable population groups. The report further
mentioned 19 cases of newborn trafficking registered in
the country in 2024, and 15 individuals held accountable
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during the same period. The cited data suggested there was
the discrepancy between the number of human traffick-
ing cases committed and investigated, which indicated the
gravity of the problem.

The risk factors for human trafficking have been ex-
plored in recent research, including the study of R.E. Klab-
bers et al. (2023). Based on the analysis of qualitative data
retrieved from the interviews with 108 victims of forced
labour and sexual violence, the authors concluded that the
major risk factors for human trafficking included poverty,
limited education, and lack of support underpinning social
vulnerability. The study of L. Belaid et al. (2024) concerned
the risk factors of human trafficking in Africa, where 5.2
people for every 1,000 people were identified as modern
slaves. The researchers also explain the increase in human
trafficking to the variety of forms it takes, as well as its in-
terrelation with other forms of exploitation. According to
Z. Khan et al. (2022), whose study involved a systematic
review of 64 relevant studies, human trafficking in Central
Asia was mainly due to poverty and unemployment, as
well as environmental and manmade disasters. Z. Khan et
al. further mentioned that corruption and weak policies
aggravated human trafficking problem in the region. The
significance of strong policies for human trafficking pre-
vention was also stressed by E. Fadilla et al. (2022) whose
theoretical model for combating human trafficking in-
volved cooperation between the central government and
local institutions dealing with the issue. The role of govern-
ment initiatives in combating human trafficking was also
emphasised by R.C. Santos et al. (2024) who studied the
peculiarities of sexual and labour exploitation in the Ama-
zonas region. As explained by R.C. Santos et al., residents of
remote and border areas were at a disproportionate risk of
human trafficking due to the existence of the “sponsorship”
tradition implying deception of vulnerable population
groups on the part of their close people. Upon conducting
an umbrella review of recent research, N. Proia-Lelouey &
G. Desquesnes (2025) concluded that young people aged 12
to 14 years belonged to the highest risk group and required
government support to escape human trafficking. As sug-
gested by N. Proia-Lelouey & G. Desquesnes, government
support preconditions the operation of a network of inter-
mediary institutions, including schools and welfare servic-
es. F. Nicodemi & C. Cirillo (2024) analysed the experience
of Italy, where government initiatives facilitated coordina-
tion between the asylum and anti-trafficking systems. This
coordination was mainly due to the implementation of the
Guidelines for Asylum Authorities, European Trafficking
Directive, and other legal documents articulating the de-
tection and prevention of human trafficking at the national
and international levels.

Although human trafficking has been covered exten-
sively in previous studies, little is known about the initi-
atives launched to combat human trafficking in Central
Asia, which suggests the selected topic is relevant. Con-
sidering the detected gap, it was decided to examine the
strategies to detect and prevent human trafficking in the

Republic of Kazakhstan, the Republic of Uzbekistan, and
the Republic of Kyrgyzstan. The goal involved accomplish-
ing the following objectives: to compare the legal mecha-
nisms of combating human trafficking in Central Asia; to
analyse the peculiarities of cross-border cooperation in de-
tecting and preventing human trafficking; and to suggest
strategies to reduce the incidence of human trafficking in
the Central Asia region.

Materials and Methods

The study relied on the sample of three countries located in
the Central Asian region: The Republic of Kazakhstan, the
Republic of Uzbekistan, and the Republic of Kyrgyzstan.
The countries were added to the sample based on their be-
longing to a coherent regional system sharing similar lega-
cies, cross-border migration and trafficking problems, and
comparable levels of institutional capacity. The republics in
the sample, however, displayed enough variation in polit-
ical and economic contexts, which facilitated meaningful
comparative analysis.

Comparative legal analysis was used as the main data
collection tool in the study and incorporated the following
documents: Protocol to Prevent, Suppress and Punish Traf-
ficking in Persons Especially Women and Children, Sup-
plementing the United Nations Convention against Trans-
national Organised Crime (Office of the Commissioner for
Human Rights, 2000); Article 128 of the Criminal Code
of the Republic of Kazakhstan No. 167 (1997); Article
135 of the Criminal Code of the Republic of Uzbekistan
No. 2012-XII (1994); Law of the Republic of Uzbekistan
No. 3PY-154 (2008); and Law of Kyrgyzstan No. 55 (2005).
The selected legal provisions were compared across the
following criteria: definition of trafficking; scope of crim-
inalisation; penalties for human trafficking; victim pro-
tection strategies; human trafficking prevention measures;
peculiarities of coordination and presence of coordination
bodies; special provisions for children; and international
cooperation. The criteria were selected because they com-
prehensively detect the key legal dimensions necessary to
evaluate the effectiveness and completeness of anti-traffick-
ing frameworks across countries.

The research study relied on the data retrieved from
the United Nations Office on Drugs and Crime (2022;
2024) Global reports of trafficking in persons. The study
also involved the analysis of the following case studies:
EM. and others versus Russia (European Court of Hu-
man Rights, 2024) and repatriation from Myanmar (The
Republic of the Union of Myanmar Ministry of Informa-
tion, 2025). The former case included five applicants — three
from Kazakhstan and two from Uzbekistan - claiming they
were trafficked to Moscow and subjected to forced labour.
The latter case involved removing hundreds of foreign na-
tionals, including Kazakhs, from Myanmar and processing
them via the Myanmar-Thailand Friendship Bridge to their
respective countries. The selected cases were analysed in
terms of the cross-border cooperation in detecting, com-
bating, and preventing human trafficking. The study of the
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factors shaping such cooperation was carried out to design
the recommendations to facilitate timely detection, effec-
tive struggle against, or prevention of human trafficking in
the Central Asian region.

Results

Combating human trafficking in Central Asia

Human trafficking remains a systematic problem in Cen-
tral Asia, with numbers varying considerably across the
countries. In the Republic of Kazakhstan, for example,
there was reported a considerable decrease in the number
of offences in human trafficking - from 304 persons in
2017 to 111 in 2022 (United Nations Office on Drugs and
Crime, 2022). Despite this decrease, national anti-traffick-
ing efforts are considered insignificant to stop exploitation
of vulnerable population groups. In 2024, Kazakh police
launched investigations into 15 cases of human trafficking
compared to 26 in 2022 (U.S. Department of State, 2024).
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The same official report indicated a major decrease in the
number of human trafficking cases prosecuted by the gov-
ernment — from 18 in 2022 to 5 in 2024. The analysis of
previously conducted studies further indicated disparities
in human trafficking at the national and cross-border lev-
els: people living in the regions that experience climate
changes are at a disproportionate risk of human traffick-
ing (Kovaleva et al., 2023); and women constitute up to
60% of all cases of human trafficking (Ariail et al., 2024).
Considering the context of the Republic of Kazakhstan, it
was concluded that local governments must do more to
ensure the protection of vulnerable population groups, as
well as the rehabilitation of individuals who have become
the victims of human trafficking. The expected efforts, in
particular, involve legislative initiatives aimed at combat-
ing and preventing human trafficking. The key legislative
initiatives adopted in the Central Asian region were docu-
mented in the Table 1.

Table 1. Legislative initiatives to combat human trafficking in Central Asia

Provision / Aspect Kazakhstan

Uzbekistan Kyrgyzstan

Criminal Code of the Republic

Law of the Republic of Uzbekistan

Law of the Republic of Kyrgyzstan

for exploitation)

Primary Law of Kazakhstan (Art. 128) “On Combating Trafficking in Persons” On P.re\{ent.lng and Compat|rlg
Trafficking in Human Beings
_ Inf:c?r_porates Pglermo Protocol Broad definition aligned with Palermo; = Palermo Protocol-aligned definition
Definition definition (recruitment, transport, . ) o
. ) A explicitly covers sexual and labour covering exploitation
of trafficking transfer, harbouring, receipt

exploitation of adults & children

Criminalisation / Criminalises both sex and labour

Same, with explicit provisions

Criminalises sex and labour trafficking,

or organised groups

scope trafficking, adult & child victims for children and forced labour also regulates prevention activities
3-7 years (basic), up to 15+ years 3-8 years basic, higher for aggravating .
Penalties for aggravated/child trafficking circumstances (child victims, 3-8 years, up to 15+ for aggravating

) circumstances
organised groups)

National Referral Mechanism, shelters,
state social services; but limited
capacity in rural areas

Victim protection /
assistance

Law defines victim status,
confidentiality, rehabilitation centre

Formal NRM procedures, government

network (with NGOs) + NGO shelters, legal aid

Awareness campaigns, regulation
of recruiters, periodic national action
plans

Prevention measures

Government-led awareness, hotlines,
licensing of recruitment agencies

Annual prevention programs,
information campaigns
in high-risk regions

Interagency commissions at national &

Coordination / bodies regional level: Mol lead

National Interagency Commission;
specialised units in law enforcement

National Council / Coordinating
Committee; authorised agency under
the Government

Special provisions
for children

Separate article + enhanced penalties;
referral to child protection services

Explicit child-trafficking provisions;
priority in rehabilitation

Explicit child-protection clauses,
referral to child-welfare agencies

Provides for extradition,
mutual legal assistance;
member of Palermo Protocol

International
cooperation

Same; bilateral MoUs with neighbours

Party to Palermo; regional cooperation
with OSCE/UNODC,
cross-border SOPs in progress

Note: CC - Criminal Code; Mol - Ministry of Internal Affairs; MoU - Memorandum of Understanding; NAP - National
Action Plan; NGO - Non-governmental organisation; NRM - National Referral Mechanism; OSCE - Organisation for
Security and Co-operation in Europe; SOP - Standard Operating Procedure; UNODC - United Nations Office on Drugs

and Crime

Source: compiled by the author of the research based on ADS Database (1994), Criminal Code of the Republic of
Kazakhstan No. 167 (1997), Office of the Commissioner for Human Rights (2000), Law of Kyrgyzstan No. 55 (2005), Law

of the Republic of Uzbekistan No. 3PY-154 (2008)
Based on the table, it was concluded that the five coun-

tries of the Central Asian region have established compre-
hensive legal frameworks to combat human trafficking that
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criminalises both sexual and labour trafficking, includ-
ing provisions for adult and child victims, with penalties
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increasing for organised groups or aggravating circum-
stances. All states have enacted special measures for chil-
dren, such as separate criminal provisions and referral to
child protection or social reintegration services. Preventive
measures are also common across the region, including
public awareness campaigns, information dissemination,
and regulation of recruitment agencies, often implement-
ed through periodic national action plans. Additionally, all
countries have created interagency bodies or commissions
to coordinate anti-trafficking efforts, with the Mol or equiv-
alent law-enforcement authorities playing a central role.

Despite these broad similarities, there are notable dif-
ferences in implementation and institutional capacity. The
Republic of Kazakhstan and the Republic of Kyrgyzstan
have formalised NRMs and partnerships with NGOs,
though the Republic of Kazakhstan faces capacity gaps in
rural areas. The Republic of Uzbekistan maintains struc-
tured victim assistance networks, but observers a com-
paratively weak enforcement and limited transparency.
International cooperation is generally established through
the Palermo Protocol and bilateral MoUs, but the extent
and operationalisation vary: The Republic of Kyrgyzstan
and the Republic of Kazakhstan have more developed
cross-border coordination mechanisms and engagement
with OSCE/UNODC, while the Republic of Uzbekistan
rereports minimal active cooperation.

Anti-trafficking initiatives in selected countries

Recent cases, including EM. and Others versus Russia,
provided an understanding of the strategies adopted in
the Republic of Kazakhstan to combat human traffick-
ing and rehabilitate its victims. The mentioned case in-
volved three applicants from the Republic of Kazakhstan
and two applicants from the Republic of Uzbekistan who
alleged they were trafficked to Moscow, Russian Feder-
ation, and subjected to forced labour (European Court
of Human Rights, 2024). The European Court of Human
Rights (ECHR) concluded that Russia violated Article 4 of
the Protocol to Prevent, Suppress and Punish Trafficking
in Persons Especially Women and Children, Supplement-
ing the United Nations Convention against Transnational
Organised Crime (Office of the Commissioner for Human
Rights, 2000), which prohibits slavery and forced labour.
The ECHR also highlighted the state’s obligations to protect
foreign nationals from trafficking, including the duty of in-
vestigation and international cooperation.

A closer inspection of the case revealed several systemic
failures that made trafficking of Kazakhstan citizens possi-
ble; and one of these failures involved the inadequate inves-
tigation of the case. Based on the ECHR report, inadequate
investigation took the forms of delayed responses, failure
to properly collect evidence, limited victim interviews, and
absence of follow-up on leads (European Court of Human
Rights, 2024). Another systemic failure was insufficient
protection of foreign victims who were not provided with
appropriate shelter, legal assistance, or protective measures.
Furthermore, inspection of the case revealed the lack of

cross-border engagement as Russian authorities did not li-
aise Kazakh or Uzbek authorities to identify victims, trace
traffickers, or facilitate victims’ repatriation and protection.

The case of Kazakh citizens being subjected to forced
labour in Russia provided insights into managing cross-bor-
der cooperation for the effective detention, combating,
and preventing human trafficking. The analysed case em-
phasised the significance of proactive cross-border mech-
anisms that need to be implemented in source countries;
and the main idea behind having such mechanisms is that
countries should not wait for victim complaints to investi-
gate the instances of human trafficking (European Court
of Human Rights, 2024). Another lesson learned from the
case was about the significance of integrating (NRMs) with
international cooperation to support cross-border detec-
tion and prevention of human trafficking. Based on the
analysed case, integration is possible if NRMs contain ar-
ticulated procedures for dealing with foreign victims, such
as immediate notification of home-country authorities,
access to shelters, and coordinated repatriation of victims.
In addition to the already mentioned lessons, the analysed
case indicated the need for formalised agreements, taking
the forms of (MoUs), and legal frameworks. An inspection
of EM. and others versus Russia allowed to conclude that
bilateral MoUs or treaties between source and destination
states precondition clarified responsibilities, streamlined
investigations, and adequate protection of victims’ rights.
From the legal point of view, it is essential that domestic
legislation explicitly provides for cooperation in cross-bor-
der trafficking cases.

Another case highlighting the significance of
cross-border cooperation in combating human trafficking
involved repatriation of Central Asian victims from My-
anmar to Thailand in February-April 2025 (The Republic
of the Union of Myanmar Ministry of Information, 2025).
The repatriated Kazakh residents fell the victims of crim-
inal gangs that had trafficked people from over 20 nation-
alities and engaged them into illegal online operations
generating billions annually in the South East region. In
contrast to the above analyse case, this one demonstrated
greater involvement on the part of Central Asian states,
including the Republic of Kazakhstan, the Republic of
Uzbekistan, and the Republic of Kyrgyzstan, that provid-
ed assistance in identifying and assisting their residents.
In April 2025, Kazakhstan identified and repatriated four
of its citizens who were temporarily kept in overcrowd-
ed shelters in Thailand. According to the Republic of the
Union of Myanmar Ministry of Information (2025), some
of those victims required healthcare assistance, so Thai
authorities required repatriating countries’ officials to be
present for health checks before return.

The selected case revealed several issues in cross-bor-
der cooperation aimed at combating and preventing hu-
man trafficking. The fact that hundreds of victims spent
a long time waiting for repatriation indicated the absence
of pre-agreed, operational consular standard operation
procedures. Many countries, including the Republic of
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Kazakhstan, had to mobilise their ad hoc teams, which
slowed repatriation and increased the time that victims
of human trafficking were forced to spend in repatriation
camps. The repatriation procedure was slowed down due to
the lack of a unified electronic database, which means that
officials had to be physically present at borders for paper-
work. The case of repatriating Kazakh citizens also revealed
that the approaches to managing human trafficking might
lack the balance between the rapid return of victims and
their protection. The pressure to repatriate en masse means
that victims could not receive sufficient physical, psycholog-
ical, and social screening which increases the risk of re-trat-
ficking or health crises. Furthermore, the analysed case
revealed limited capacity and funding gaps in addressing
human trafficking issues, especially when hundreds of peo-
ple are waiting repatriation. The Ministry of International
Affairs’ urgent funding appeal suggests that the existence
of political will does not make the country immune to un-
foreseen expenses associated with high-profile human traf-
ficking cases. From an economic point of view, repatriation
and reintegration of the victims of human trafficking re-
quires predictable financing and elaborated logistic chains.

The case of repatriated Kazakh citizens suggested sev-
eral lessons to be incorporated into planning cross-border
cooperation in combating human trafficking. The first les-
son was about the need for pre-negotiated consular SOPs
and MoU templates, which might help reduce process-
ing time at border camps by ensuring officials are present
quickly for immigration and health checks. An inspection
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of the selected case revealed that as of 2025, there is no bi-
lateral MoU template covering identity verification, tempo-
rary shelter handover, quarantine and health protocol, ex-
pedited travel documentation, and other issues connected
to managing human trafficking in the region. The analysed
case also revealed the needed for embedding consular rap-
id-response teams into (NAPs) and (NRMs). The examined
case allowed to assume that embedding rapid-response
teams into NAPs and NRMs might tie diplomatic action
to victim-referral pathways rather than ad hoc returns,
hence, reduces the time that victims of human trafficking
spend in at-border camps and lowers the risk of re-traf-
ficking. The analysed cases proved that nationals of the
Republic of Kazakhstan continue falling victims of human
trafficking, even though strategies are being implemented
to address this illegal practice. The inspection of individual
cases allowed to conclude that human trafficking remains
a problem in Central Asia due to insufficient cross-border
cooperation, which results in poorly coordinated efforts to
detect and repatriate victims, as well as identify and prose-
cute those involved in human trafficking.

Cross-border cooperation against trafficking

in Central Asia

The above analysed cases allowed to assume there were
multiple barriers to cross-border cooperation in combating
human trafficking in Central Asia. The crucial barriers and
the forms they are likely to take in the region are docu-
mented in Table 2 below.

Table 2. Hindrances to cross-border cooperation in preventing human trafficking in Central Asia

Factor

Description/Example

Political tensions and border disputes

Ongoing territorial disputes and unstable border relations reduce trust

and impede joint anti-trafficking operations.

Corruption and institutional weakness

Corruption among officials undermines law enforcement and victim protection;

some authorities may be complicit in trafficking.

Weak legal frameworks and/or their poor
implementation

Laws exist but enforcement is inconsistent; insufficient victim identification

and limited consular training.

Limited capacity and resources

Law enforcement lacks training, personnel, or infrastructure

for effective cross-border operations.

Lack of data sharing and ineffective coordination
mechanisms

No standardised protocols for information exchange; joint operations are fragmented.

Cultural and societal factors

Victims reluctant to report abuse due to stigma, fear of authorities, or legal consequences.

Geopolitical dynamics

Foreign policy priorities and regional alliances affect willingness to cooperate.

Source: compiled by the author of the research based on A. Khamzin et al. (2023), B.E. Kooffreh (2023), S. Chatterjee (2024),
I. de Vries et al. (2024), E. Indraswari (2024), G. Mercera et al. (2024), P. Sundram (2024)

The table suggests that the effectiveness of cross-bor-
der cooperation in combating human trafficking in Central
Asia is hindered by a combination of political, institution-
al, and socio-cultural factors. Persistent political tensions
and unresolved border disputes foster mistrust between
neighbouring states, obstructing coordinated law enforce-
ment and intelligence-sharing efforts. Corruption and
weak institutions further exacerbate the problem, as offi-
cials’ complicity or negligence undermines anti-trafficking
initiatives and erodes victims™ confidence in state protec-
tion mechanisms. Although legal frameworks often exist
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on paper, their implementation is uneven, with deficien-
cies in victim identification, inadequate consular training,
and poor enforcement of penalties. Limited capacity and
resources, including shortages of trained personnel and
modern infrastructure, constrain the operational reach of
anti-trafficking agencies. The absence of standardised da-
ta-sharing protocols and the fragmentation of coordina-
tion mechanisms prevent the establishment of a unified
regional response. Moreover, cultural and societal stigmas
discourage victims from reporting exploitation, while fear
of legal repercussions or mistrust of authorities perpetuates
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underreporting. Finally, broader geopolitical dynamics -
such as shifting alliances and competing foreign policy in-
terests — shape the level of political will and regional cooper-
ation, often subordinating human trafficking issues to other
strategic priorities. Considering the detected gaps, recom-
mendations were developed to enhance the effectiveness
of addressing human trafficking strategies in Central Asia.
The first recommendation was to address political ten-
sions and border disputes that are present between neigh-
bouring republics. The suggestion is grounded in the fact
that political tensionsand armed conflictshinder the deploy-
ment of neutral, technical-working groups on cross-border
trafficking issues. The functioning of such working groups,
however, can be supported through cooperation between
the United Nations Office on Drugs and Crime and the
Mols that will establish bilateral taskforces between the
countries focusing strictly on human trafficking in high-
risk areas. The technical-working groups might also benefit
from the involvement of multilateral platforms, including
the Shanghai Cooperation Organisation, Organisation for
Co-operation in Europe, and Collective Security Treaty Or-
ganisation. The multilateral platforms can be used to host
confidence-building meetings and to broker agreements
even when territorial disputes and political tension persist.
Another suggestion was to combat corruption and in-
stitutional weakness through enhanced transparency and
accountability. In some Central Asian countries, including
the Republic of Uzbekistan, limited transparency and low
accountability result in recurring human trafficking. The
detected issue can be addressed by establishing independ-
ent anti-corruption units and hotlines, where citizens and
NGOs can report human trafficking, get referred to ex-
perts, or access a status report on the ongoing investigation.
The anti-corruption units have been successfully launched
in the Republic of Kazakhstan where they take the form
of the OECD’s Anti-Corruption Network. The Republic
of Uzbekistan and other Central Asian countries can take
advantage of Kazakhstan’s experience by launching a trans-
parent audit system and ensuring an ongoing review of an-
ti-trafficking funds and operations by external observers.
It was also recommended to strengthen legal frame-
works by harmonising anti-human trafficking laws and
procedures across the borders. The study revealed that
although all five countries tend to align their legislation
with the Palermo Protocol, they have varying definitions
for human trafficking and victim protection norms. The
detected inconsistencies hinder cross-border cooperation
in preventing human trafficking and might be addressed
through harmonised legislation rooted in the European
Union Anti-Trafficking Directive. The harmonised legisla-
tion also implies that consular officers and labour attaches
are trained to proactively identify and support their nation-
als, especially labour migrants who are at a disproportion-
ate risk of becoming victims of human trafficking.
In addition to the recommended strategies, it was also
suggested to address limited capacity and resources which
are among the reasons for persistent human trafficking in

Central Asia. The afore cited repatriation of Kazakh na-
tionals revealed that countries lack resources to promptly
assist the repatriation of large groups of their people who
have fallen the victims of trafficking. The resources can
be accumulated by launching a jointly funded, IOM-co-
ordinated (International Organisation for Migration) safe
funds at state borders. It was also suggested that joint do-
nor-funded capacity building for border guards and police
can mitigate the resource inefficiency issue while boosting
investigative skills and case coordination. From this per-
spective, Central Asian countries can model the OSCE’s
“Combating Trafficking Along Migration Routes” initiative
that has proven effective in accumulating resources, shar-
ing data, and facilitating cross-border investigation (Or-
ganisation for Security and Co-operation in Europe, 2025).
It was also suggested to study and adopt the experience ac-
cumulated by EUROPOL (2025) Joint Investigation Teams
deployed in Europe. Similar to their European colleagues.
Central Asian border guards and police officers could join
mobile mixed-country investigative teams to respond to
cross-border trafficking networks. Hence, European ex-
perience might be helpful in boosting the effectiveness of
cross-border cooperation to combat human trafficking in
Central Asia. The adoption of such an experience involves
cooperating to address political tension and cross-border
conflicts, harmonising human trafficking laws, launching
joint funds and capacity building initiatives.

Discussion
This study elaborated on the fact that persistent human
trafficking reveals systemic problems of a particular coun-
try or region. This idea was, for example, elaborated in the
Kyrgyz contexts, where human trafficking was partly attrib-
uted to political tension and at-border conflicts. The con-
tribution of systemic political, economic, and social prob-
lems to human trafficking was also confirmed in previous
studies, including M.A. Hansen & I. Johansson (2025). The
cited experts surveyed a nationally representative sample
of 776 Americans and discovered that female respondents
were more likely to associate human trafficking with social
vulnerability. Statistics provided by K.A. McKee (2024)
stressed that gender disparity in human trafficking was not
just a question of perception, but also of objective data. Ac-
cording to K.A. McKee, over 1 million women and children
were trafficked every year, and over 50,000 of them were
forcibly moved to the United States. The cited data allowed
to assume that human trafficking was reported even in
high-income countries, while gender inequality was among
the factors aggravating this problem. Similar to previous
studies, this research confirmed the contribution of sys-
temic issues, including gender inequality, to the emergence
of human trafficking networks. However, the difference is
that M.A. Hansen & I. Johansson, as well as K.A. McKee in-
spected the American context which might differ from the
Central Asian context in terms of gender equality issues.
The comparison of three Central Asian countries — the
Republic of Kazakhstan, the Republic of Uzbekistan, and
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the Republic of Kyrgyzstan — was further carried out to
examine potential variations in human-trafficking initia-
tives. It was discovered that despite the relative similarity
of the researched contexts, the countries varied in terms
of the scope and effectiveness of human trafficking pro-
grams. Of all the countries in the sample, the Republic of
Kazakhstan demonstrated the greatest efficiency in terms
of international cooperation, mutual legal assistance, and
involvement in cross-border training initiatives; as for the
Republic of Kyrgyzstan, it demonstrated lower effectiveness
levels, partly due the Fergana Valley disputes and at-border
conflicts. The contextual variations in human-trafficking
initiatives were also confirmed in previous studies, includ-
ing C. Macaveiu et al. (2024). The authors illustrated such
variations by stressing that European countries focused
on prevention, the Americas led in protection research,
while African countries and the Arab States lagged behind
in both categories. Despite some resemblance to the study
of C. Macaveiu et al., this research has narrowed its focus
to the Central Eastern countries, which preconditioned its
unique contribution to the academic discourse. E. Cock-
bain et al. (2024), in turn, examined individual-level data
of 26,503 people in the United Kingdom and confirmed
statistically significant geographic concentration of human
trafficking. Considering the results of E. Cockbain et al,
cross-border comparison of human-trafficking initiatives
was an expedient and methodologically justified strategy.
Similar to the United Kingdom, Central Asian region in-
volves several closely located countries, with approximately
the same geographic, political, and socio-cultural contexts;
hence, comparison across these countries underscores uni-
versal issues underlying human trafficking and shaping re-
sponse strategies.

The research further argued that human trafficking
persists due to cross-border challenges hindering preven-
tive and response interventions. This idea was, for example,
examined in the context of repatriating two Kazakh and
three Uzbek nationals who were subjected to forced labour
in Russia. The persistence of cross-border challenges in re-
sponding to human trafficking was also admitted in pre-
vious research, including R. Broad & N. Turnbull (2024).
The cited experts examined the peculiarities of applying the
UK Modern Slavery Act 2015 (Legislation, 2015) to inter-
national cooperation in human-trafficking prevention and
explained that one key challenge was related to the lack of
a universally accepted definition of modern slavery, which
created loopholes for cross-border human trafficking. The
cited findings are consistent with this research which high-
lighted major differences in the legislation of Central Asian
countries in terms of defining human trafficking and set-
ting criminalisation scope. R.V. Martinez et al. (2024), in
turn, stressed that using a universally accepted definition of
human trafficking could help protect previously overlooked
population groups, including male victims and children. A
partial consistency between this research and the study of
R.V. Martinez et al. was in the fact that both examined na-
tional legislation in terms of protecting specific population
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groups. However, in contrast to the work of R.V. Martin-
ez et al, this research study had a narrower focus, which
was special provisions for children.

In this research, aligning national legislation to inter-
national standards was also named among the hindrances
to cross-border cooperation in managing human traffick-
ing in Central Asia. The comparative legislative analysis re-
vealed that although all five countries have grounded their
human-trafficking legislation in the Palermo Protocol, they
differ cross-border coordination and enforcement practic-
es. While citing the case of repatriating Kazakh nationals,
this research study argued that the existence of universal
standards could facilitate cross-border cooperation while
reducing the time spent in at-border camps and the risks of
re-trafficking. Similar conclusions were reached by S. Karaj
& K. Xharo (2024) who examined cross-border cooperation
in combating human trafficking in the Western Balkans. The
cited experts put forward the idea that aligned legislation
proves effective in case of strong law enforcement, which
is consistent with this research study, where corruption,
limited transparency, and insufficient accountability were
listed among the hindrances to cross-border cooperation in
managing human trafficking. The comparison between this
research and the work of S. Karaj & K. Xharo is expedient
since both Central Asia and the Western Balkans are simi-
lar in terms of their political, economic, and socio-cultur-
al development. Meantime, inspection of the Bangladeshi
context conducted by H. Taha (2024) emphasised that
infrastructure and resource challenges affect cross-border
cooperation in preventing or investigating human traf-
ficking. Similar challenges were elaborated in this research
study whose research focus is considered very similar to
the study of H. Taha. This research has, however, made its
contribution to the current discourse by suggesting strat-
egies to integrate European and international experience
in mitigating infrastructure and resource challenges. Sim-
ilarities found between this research study and previously
published papers emphasised the relevance of the selected
topic. Cross-border cooperation in combating, preventing,
and investigating human trafficking is a persistent issue in
Europe, the Americas, Africa, and Asia. Nevertheless, this
research study has made its own contribution to the aca-
demic discourse by narrowing down its topic to Central Asia
where human trafficking reveals an interplay of geograph-
ical, political, economic, social, cultural, and other factors.

Conclusions

The comparative analysis involving three countries - the
Republic of Kazakhstan, the Republic of Uzbekistan, and
the Republic of Kyrgyzstan, and the Republic of Tajikistan —
revealed that human trafficking has been a persistent issue
in Central Asia since the collapse of the Soviet Union in
1990. The problem was attributed to political insecurity,
at-border conflicts, poverty, and gender inequality; it was
also discovered that human traflicking persists because
of insufficient cross-border cooperation in combating,
investigating, and preventing the problem. The research
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involved comparative legal analysis, according to which,
all countries in the sample have adopted comprehensive
legal frameworks to combat human trafficking. Although
all these frameworks have been rooted in the Palermo
Protocol, their implementation somewhat varies across
the countries: while the Republic of Kazakhstan and the
Republic of Kyrgyzstan have formalised NRMs and part-
nerships with NGOs, Uzbekistan has maintained struc-
tured victim assistance networks. Despite the detected
differences, all countries in the sample encounter with
weak enforcement procedures that are characterised
by limited transparency and insufficient accountability.
These limitations were, for instance, detected in the case
of EM. and Others v. Russia, involving two Kazakh and
three Uzbek nationals subjected to forced labour in Rus-
sia. The inspection of the mentioned studies allowed to
detect six groups of obstacles to cross-border cooperation
in managing human trafficking in Central Asia: political
tensions and border disputes; corruption and institutional
weakness; ineffective implementation of legal frameworks;
lack of data sharing and insufficient coordination mecha-
nisms; cultural and societal peculiarities; and geopolitical
dynamics. Considering the detected hindrances, the fol-
lowing strategies were suggested to support cross-border
efforts to combat human trafficking in Central Asia: to ad-
dress political tensions and border disputes by involving
international unions and relying on multilateral platforms;
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Abstract. This study aimed to develop adapted forensic-psychological approaches for terrorism risk assessment in Central
and South Asia, considering the region’s specificities and threat dynamics. The methodology was based on a theoretical
analysis of secondary data, including global terrorism reports and official legislative documents from Kazakhstan,
Uzbekistan, and Pakistan. The primary methods were trend observation, activity product analysis, and comparative
legal method. The results indicated that the region’s terrorist landscape is transforming from hierarchical structures to
decentralised networks and individual actors, posing significant challenges. It was established that South Asia, particularly
Pakistan, continues to demonstrate a high level of terrorist activity, whereas Kazakhstan and Uzbekistan face growing, albeit
still low, risks. It was recorded that in 2024, Pakistan experienced a more than twofold increase in the number of terrorist
attacks, from 517 to 1,099 incidents, and the number of fatalities increased by 45%, from 748 to 1,081. Significant gaps
were also identified in understanding the psychological criminogenic factors of radicalisation and recidivism, and existing
Western risk assessment models require adaptation to the local socio-cultural context. In this regard, adapted forensic-
psychological approaches were developed, accounting for cultural sensitivity, religious specificity, behavioural indicators,
psychosocial factors, language barriers, legislative context, and the integration of artificial intelligence for accurate risk
assessment in Central and South Asia. The practical value of the study lies in the potential for its results to be used by law
enforcement agencies, security services, and judicial institutions to enhance terrorism risk assessment methodologies.
The developed approaches can serve as a basis for creating training programmes for psychologist practitioners working in
the field of counter-terrorism, as well as for developing national strategies for countering radicalisation and reintegration
programmes for former combatants
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Introduction

The persistent and evolving threat of terrorism necessitates by their transnational nature and pronounced physical and
the continuous refinement of counter-terrorism strategies,  psychological aggression, often demonstrating a complex
particularly in understanding its complex psychological un-  character. The research by V. Jitariuc (2023) indicated that,
derpinnings. Contemporary terrorist acts are characterised  despite changes over time, the methods of committing
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terrorist acts and the psychology of the perpetrators remain
largely unchanged. He emphasised that law enforcement
agencies often collect incomplete information and draw
unfounded conclusions, leading to errors in the investiga-
tive process. This underscores the critical need for proper
investigation of the forensic nature of the crime of terror-
ism and its modus operandi. Given these challenges, effec-
tive risk assessment becomes an imperative.

The study of terrorism within criminology is one of
the fastest-growing subfields. G. LaFree & A. Schwarzen-
bach (2021) noted that this growth resembles the early years
of criminology itself, characterised by energy, imagination,
and creativity, but simultaneously struggling with the col-
lection and analysis of reliable data, the application of ap-
propriate research methods, and the development of com-
prehensive theoretical frameworks. Although criminology
holds significant potential for applying theories of crime to
terrorism, D. Fisher & E.M. Kearns (2024), in their analysis
of leading criminological journals, found that many crim-
inological theories that could help understand terrorism
receive scant attention. They emphasise the need for more
qualitative, theoretical, and mixed-methods research, and
also point out that few studies concern the development of
terrorism laws. This indicates a significant gap in under-
standing psychological criminogenic factors. Specifical-
ly, Z.A. Sukabdi (2021), in his study of psychological risk
factors of terrorist offenders in Indonesia, found that the
psychological criminogenic factors for identifying terrorist
offenders with a risk of recidivism in Indonesia remain un-
clear. Consequently, the adequate assessment of individuals
involved in terrorism and the measurement of the effective-
ness of terrorist rehabilitation are called into question. This
demonstrates an urgent need for the development of robust
tools for risk assessment and management, particularly
concerning the residual risk of terrorist acts or violent ex-
tremism posed by offenders after their release from prison,
as noted by B. Ripperger (2021) in his analysis of the use
of terrorism risk assessment tools in Australia. He pointed
out that existing tools are time- and resource-intensive, and
courts afford them limited weight.

The development and implementation of terrorism
risk assessment tools are central to addressing these chal-
lenges. C. Logan et al. (2023) stressed that risk and threat
assessment practices are crucial for identifying extrem-
ists, prioritising resources, and developing individualised
management plans. In the United Kingdom, as noted by
A. Silke (2025), the Extremism Risk Guidance (ERG 22+)
has been the primary risk assessment framework used for
terrorists and violent extremist offenders in England and
Wales since 2011. However, its effectiveness requires con-
stant revision. A study, which is the first rapid evidence
assessment of ERG22+ factors, showed that most ERG fac-
tors were the focus of significant research activity between
2012 and 2020, while six factors received very little re-
search attention. Ten research themes were also identified
that could potentially shape new factors or play a signifi-
cant role in updating or revising some existing factors. This
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underscores the dynamic nature of terrorist risk and the
constant need for refining assessment methodologies.
However, mental health professionals working with
individuals whose potential for harm may be ideological-
ly motivated face unique challenges. C. Logan & R. Sell-
ers (2021), in their introduction to a special issue on vi-
olent extremism and mental health, highlighted three key
issues: the complexity of ensuring proper practice in risk
assessment and management; the challenge of establish-
ing and understanding the role of extremist ideology; and
how practitioners and their services respond to the risks.
These challenges are fundamental in light of the ongoing
debates regarding the link between radicalisation, terror-
ism, and mental disorders. A systematic review conduct-
ed by M. Trimbur et al. (2021), which analysed 25 articles,
showed that they failed to identify a significant link between
radicalisation, terrorism, and mental disorders overall, al-
though they noted that some studies indicate a high level
of mental disorders in subgroups of radicalised individu-
als and lone-actor terrorists. They emphasised the need for
further research using standardised psychiatric assessment
methods. Similarly, research by G. Thijssen et al. (2023),
which retrospectively analysed data from 82 convicts in
Dutch terrorist units, showed that violent extremists are a
heterogeneous group in terms of socio-demographic char-
acteristics, with approximately 60% of the population hav-
ing prior convictions for ordinary crimes, and one-third
suffering from a mental disorder. This study concluded that
additional research into motivational and other risk factors
is necessary. The latter is a necessary step for improving
the identification, risk assessment, and effective treatment
of violent extremists. Furthermore, information gathering
from witnesses in counter-terrorism operations has been
evolving. T. Ashkenazi & R.P. Fisher (2022) conducted an
empirical study in which they trained experienced Israeli
investigators to use the Cognitive Interview (CI) technique
to improve witness reports in real-world terrorist attack in-
vestigations. Their results showed that the CI yielded more
information, as well as more new information that was not
present in the first interview. This indicates a broader appli-
cation of psychological methods, extending beyond direct
assessment alone to the gathering of intelligence data.
Given the multifaceted nature of terrorism and the
identified gaps in understanding and assessing psychologi-
cal risk factors, this study aimed to develop tailored foren-
sic psychological approaches to terrorism risk assessment
in Central (CA) and South Asia (SA). The research problem
of this study was as follows: how can forensic psychological
approaches be effectively adapted and integrated into coun-
ter-terrorism framework programmes in Central and South
Asiato enhance the effectiveness of risk assessment, preven-
tion, and rehabilitation, considering the specific socio-cul-
tural dynamics of the region and evolving terrorist threats.

Materials and Methods
The study focused on a country sample comprising Ka-
zakhstan, Uzbekistan, and Pakistan. These countries were
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selected as key representatives of Central and South Asia,
facing diverse yet interconnected aspects of terrorist threats.
Kazakhstan and Uzbekistan are strategically important
Central Asian states demonstrating a low level of risk. Paki-
stan was included to study adaptation and response mecha-
nisms to significant and evolving threats within a context of
high and continually increasing levels of terrorist activity.

The analysis period covers the timeframe from 2015 to
2025, aiming to trace contemporary trends and the evolu-
tion of threats. The source selection procedure was based on
defined inclusion and exclusion criteria: the inclusion cri-
teria were official reports from international organisations
(UN, Europol), annual GTT indices (Global Terrorism In-
dex, 2025), peer-reviewed scientific literature, and current
legislative acts of the studied countries directly pertaining
to terrorism, risk assessment, and legal psychology. The ex-
clusion criteria were unverified media reports and sources
without a clear methodology. Methodologically, the study
was based on specific scientific methods of legal psychol-
ogy and legal research. Observation of terrorist activity
trends was conducted through monitoring and analysis of
statistical data presented in the European Union terrorism
situation and trend report (2025), and Country Reports
on Terrorism (2023). The application of this method was
aimed at tracking the dynamics and geographical distribu-
tion of terrorist incidents. Key metrics and indicators were
systematically extracted and aggregated from the selected
sources: the number of terrorist incidents, the number of
fatalities and casualties, the type of terrorist actor (organi-
sation, individual), the geographical distribution of attacks,
and the primary modus operandi.

Activity product analysis was applied to study a sig-
nificant corpus of textual materials. This included official
documents from international organisations (Regional
Expert Group..., 2025) and the United Nations Mission
(UN) in Central Asia (UNRCCA (Central Asia), 2025). Re-
ports from the United Nations Office on Drugs and Crime
(UNODC) (Victims of terrorism, 2020; Model Legislative
Provisions, 2022; Kazakhstan and UNODC reinforce co-
operation..., 2025) were also analysed. National legal acts
of Kazakhstan were examined: Law of the Republic of Ka-
zakhstan No. 191-1V (2009), Law of the Republic of Ka-
zakhstan No. 178-IV (2009), Law of the Republic of Ka-
zakhstan No. 266-IV (2010). Strategic documents (Astana
jubilee declaration..., 2010; The Global Initiative..., 2025)
were also included in the analysis. The application of this
method aimed to identify patterns, risk factors, as well as
existing risk assessment tools. Qualitative variables were
extracted from legislative acts and official documents: ex-
isting legal counter-terrorism mechanisms, procedural
safeguards during investigations, definitions of key terms
(“terrorism”, “extremism”), and existing risk assessment
tools applied at the national level.

The biographical method was applied to study the evo-
lution of terrorist groups, such as the Islamic State (ISIS),
and their ideological foundations, based on historical in-
formation and analysis of their activities. The formal-legal

method was applied for a detailed study of the structure
and content of normative-legal acts, including Resolution
of the Security Council Committee of the United Nations
No. 1267 (1999) and Resolution of the Security Council
Committee of the United Nations No. 1540 (2004), as well
as legislative acts of the Republic of Kazakhstan. The his-
torical-legal method was used to trace the development
of legislation and counter-terrorism strategies, as well as
the evolution of terrorist threats in the regions of Central
and South Asia (The fight against..., 2019). The compar-
ative-legal method was applied to juxtapose Western ap-
proaches to forensic psychological risk assessment with the
needs and context of Central and South Asian countries,
aiming to identify discrepancies and opportunities for ad-
aptation (European Union terrorism..., 2025; Kazakhstan
Security Radar, 2025). The statistical method was applied to
interpret quantitative data on terrorist incidents and their
consequences (GTI, 2025), to identify patterns and trends.
Based on the analysis of existing models and a compara-
tive juxtaposition of their characteristics, a synthesis of key
aspects for adapting forensic psychological approaches to
terrorism risk assessment in Central and South Asia was
conducted. This study is based exclusively on the analysis of
open, publicly available sources. The work did not involve
the use of personal data, closed operational information, or
conducting experiments involving human subjects.

Results and Discussion

The evolution of terrorist threats

and the conceptualisation of risk

in the regional context of Central and South Asia

The analysis of the contemporary terrorist threat landscape
in Central and South Asia has revealed a fundamental shift
from hierarchically organised groups characterised by a
clear structure and centralised command, towards more
diffuse, amorphous, and ideologically motivated networks,
as well as a growing role of individual actors who may op-
erate either independently or in small, situational groups.
This transformation creates unprecedented challenges for
traditional risk assessment methods, which historically re-
lied on security and law enforcement approaches focused
on identifying known organisations and their operational
plans. The GTI (2025) provides clear evidence of this dy-
namic, confirming that, despite a global 22% decrease in
terrorism-related deaths compared to the peak of 33,346
deaths in 2014, South Asia consistently remains the region
with the highest average GTI score, holding this position
throughout 2015-2025. This underscores the deeply en-
trenched and persistent nature of terrorist threats in this
subregion. Pakistan, in particular, demonstrates an ex-
ceptionally high and increasing level of terrorism impact,
ranking 2™ in the global ranking with a score of 8.374 out
of 10.000 (GTI, 2025). This indicates deeply rooted, persis-
tent, and multifaceted extremist networks that continue to
operate despite counter-terrorism efforts. The situation in
Pakistan is the primary reason for the deterioration of the
region’s indicators as a whole.
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In 2024, Pakistan experienced a sharp increase in the
number of terrorist attacks, more than doubling from 517
incidents to 1,099, while the number of terrorism-related
deaths increased by 45%, from 748 to 1,081 (GTI, 2025).
This surge makes Pakistan one of the countries with the
highest absolute number of casualties and a deteriorating
trend. One of the deadliest incidents in Pakistan in 2024
was the November 9" explosion in Balochistan, which
resulted in 25 fatalities, for which the Balochistan Liber-
ation Army (BLA) claimed responsibility (GTI, 2025). The
main terrorist actors in Pakistan remain Tehrik-i-Taliban
Pakistan (T'TP) and regional affiliates of the Islamic State -
Khorasan Province (ISK), which is a branch of the ISIS ter-
rorist organisation, carrying out attacks on security forces,
civilian populations, and infrastructure, highlighting their
capacity for destabilisation. Meanwhile, in Central Asian
countries such as Kazakhstan and Uzbekistan, the nature
of the primary threat is somewhat different. These coun-
tries, while not ranking within the top twenty countries for
terrorism impact according to the GTI (2025) (Kazakhstan
ranks 100" with a score of 0.000, indicating the absence of
terrorist acts over the past five years, and Uzbekistan ranks
90" with a score of 0.233), face other challenges. Uzbeki-
stan’s score, although low, nevertheless shows an increase
of 0.19 points in 2024, indicating a potential deterioration
of the situation or an increase in risks.

The obtained data on the rise of terrorist activity in Pa-
kistan and potential risks in Uzbekistan are consistent with
research highlighting the complexity and multifactorial
nature of terrorism in the region. EE. Bilal et al. (2022) in
their critical analysis of terrorism in Pakistan noted that no
single cause has a direct link to terrorism; rather, its roots
lie in the interplay of poverty, illiteracy, social grievances,
inequality, human rights violations, and state suppression.
The increase in attacks in Pakistan confirms their conclu-
sions that the country remains a “serious victim of terror-
ism”. The research by S.A. Abbas & S.H. Syed (2021) further
elucidates the role of external factors in sectarian terrorism
in Pakistan, finding that economic cooperation with India,
credit from Saudi Arabia, and trade relations with Iran can
paradoxically activate extremist groups. This underscores
that the dynamics of terrorism in South Asia are not merely
internal but are deeply interwoven into a complex geopoliti-
calfabric, complicating the development of simple solutions.

Data on the growing activity of ISK and its alliances
with the Islamic Movement of Uzbekistan (IMU) point to
the further evolution of threats, which is consistent with
the analysis of N. Shukuralieva & A. Lipinski (2021), who
studied the process of the “securitisation” of Islam in Cen-
tral Asia. They argued that Islamic radicalism is often por-
trayed as a threat to military, political, and societal security,
influencing legislation and the reproduction of authori-
tarianism. In the case of Uzbekistan, as noted by T. Chu-
tia (2021), the official discourse often exaggerates the threat
of terrorism to justify authoritarian counter-terrorism
policies, whereas human rights organisations point to the
opposite picture. The conclusions regarding the low but
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increasing GTI score for Uzbekistan confirm that, despite
official statements, the risks may be more latent and linked
to the repatriation of Foreign Terrorist Fighters (FTFs),
making the focus on forensic psychological assessment
highly relevant. This shift from “organisational” to “indi-
vidual” terrorism necessitates new approaches, as “stochas-
tic terrorism’, described by M. Amman & J.R. Meloy (2021)
and characterised by the inspiration of violence through
diffuse public rhetoric, becomes increasingly relevant in
the modern digital environment. Data on the rise of online
radicalisation and ISK’s use of a multilingual media strate-
gy to engage youth corroborate the conclusions of J.F. Bind-
er & J. Kenyon (2022) that, while the current threat of on-
line radicalisation is not exceptionally high, it is “unlikely
to remain so in the future” given the overall growth and
acceleration of online activity by terrorist actors. This indi-
cates a need for psychological tools that can detect signs of
radicalisation before it escalates into violent action.

The primary threat here is associated less with the
mass, overt activity of large terrorist organisations within
the country, and more with the heightened risks stemming
from FTFs and their families returning from conflict zones,
as well as with processes of online radicalisation (Regional
Expert Group..., 2025). A key role in this context is played
by ISK, also known as Islamic State Khorasan Province
(ISKP). This regional branch of ISIS, operating primarily
in Afghanistan, Pakistan, Iran, and parts of Central Asia.
Formed in 2015, ISK pledged allegiance to the central lead-
ership of ISIS and seeks to establish an Islamic caliphate in
the historical Khorasan region, which spans parts of mod-
ern Iran, Afghanistan, and Central Asia (GTI, 2025). ISK
has become one of the most active jihadist groups interna-
tionally in recent years, having carried out numerous attacks
beyond its bases in Afghanistan (Gerges, 2021). In 2024,
the group was responsible for one of the deadliest terrorist
incidents of the year: the January attack in Kerman, Iran,
which killed at least 95 people. Since its inception, ISK has
been linked to 634 attacks and 3,212 fatalities. In particular,
an increase in ISK activity is observed in the Eurasia region,
where the number of incidents rose from 11 in 2023 to 18 in
2024, and the number of deaths attributed to the group in-
creased from four to 199 over the same period (GTI, 2025).

These individuals, often with combat experience and
deeply ingrained extremist ideology (Gerges, 2021), pose
a significant internal threat to Kazakhstan and Uzbekistan,
being potentially capable of inspiring new cells, recruiting
new members, or carrying out lone-wolf, yet devastating,
terrorist attacks. ISK actively employs a multilingual me-
dia strategy, using languages such as Pashto, Dari, Arabic,
Urdu, Farsi, Uzbek, Tajik, English, and more recently also
Russian and Turkish, to target youth and marginalised
groups through platforms like Telegram and Al-Azaim.
A key factor contributing to ISK’s expanding influence is
its maintenance of alliances with groups such as the IMU,
which in 2015 pledged allegiance to ISIS (GTI, 2025).
The IMU, formed in 1998 predominantly from Uz-
beks, historically aimed to overthrow the government of
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Uzbekistan and establish an Islamic state governed by Sha-
ria law (Gerges, 2021). This connection is perilous, as ISK
continues to attract returning fighters from Syria and Iragq,
with recruitment efforts being intensified precisely by the
Islamic Movement of Uzbekistan (GTI, 2025). The Country
Reports on Terrorism (2023) also emphasise that although
Uzbekistan and Kazakhstan have demonstrated progress
in combating terrorism and repatriating their citizens, the
risk remains high due to proximity to Afghanistan and the
activity of extremist groups in neighbouring regions where
ISK has a strong presence, particularly near the southern
border provinces of Tajikistan, including Badakhshan,
Kunduz, and Takhar (GTI, 2025; Country Reports on Ter-
rorism, 2023). Since 2021, following the change of power
in Afghanistan, the influence of traditional external forces,
such as the USA, India, and Pakistan, on Afghanistan has
significantly diminished. The only exception is Uzbekistan,
which has retained its influence, although its overall impact
on Afghanistan remains limited. This shift may weaken
the ability of traditional players to counter ISK’s activities,
while the Taliban’s focus on consolidating internal control
could increase the potential space for the expansion of in-
fluence by other actors, such as ISK. ISK relies on financial
networks to support its operations, having had access to
approximately 2.5 million US dollars through blockchain
transactions in 2023. The group’s membership in the region
in 2024 was estimated at between one and six thousand in-
dividuals. Early strategic alliances of ISK also included ISIS
affiliates in Kyrgyzstan and Kazakhstan, indicating deep
roots and a branched network (GT1I, 2025).

Sociological data from Kazakhstan highlight the prob-
lem: international terrorism consistently ranks among
the top three threats of concern to the population, second
only to inflation and wars, with 82% of respondents ex-
pressing significant concern about it (Kazakhstan Security
Radar, 2025). Such high public anxiety creates significant
pressure on state authorities, demanding from them not
only effective countermeasures but also the development
and implementation of innovative preventive mechanisms.
However, traditional methods, focused exclusively on iden-
tifying members of specific terrorist organisations or mon-
itoring their physical activity, prove insufficiently effective
in countering modern, hybrid threats characterised by rap-
id adaptation and the use of new technologies. As noted
in the Europol report, terrorist propaganda is increasingly
disseminated not through traditional media or open fo-
rums, but through decentralised online platforms, encrypt-
ed gaming services, and closed chats, which extremely
complicates the monitoring, identification, and neutralisa-
tion of individuals in the process of radicalisation (Euro-
pean Union terrorism..., 2025). This qualitative change in
the paradigm of the terrorist threat necessitates a transition
from purely reactive measures to a proactive and individ-
ualised risk assessment, which is the primary task of ap-
plied forensic psychology. The psychology of terrorism, as
defined by R. Borum (2004), is an extremely complex psy-
chosocial problem, not merely a matter of military tactics

or criminal behaviour that is easily amenable to standard
assessment. It encompasses profound motivational, cogni-
tive, emotional, and social aspects that shape susceptibility
to violent extremism. Consequently, any attempt to assess
the risk of terrorist behaviour without a deep, multifaceted
understanding of psychological factors — motivation for vi-
olence, resilience of ideological beliefs, presence of psycho-
pathological traits, the influence of social connections and
manipulation, as well as the overall social and economic
context conducive to radicalisation - is doomed to ineffec-
tiveness and potential harm. This creates an urgent need
for the integration of comprehensive forensic psychological
approaches into the activities of law enforcement, intelli-
gence, and even rehabilitation agencies in the region.

Forensic psychological risk assessment:

Methodology, tools, and regional adaptation

Forensic psychological risk assessment of terrorism is a
scientifically grounded, systematic process aimed not at
“predicting” future behaviour, which is impossible, but at
formulating a structured, evidence-based clinical and em-
pirical judgement for the effective management of a po-
tential threat posed by a specific individual. In contrast to
traditional “profiling”, which is often based on generalised
stereotypical assumptions about terrorists and can lead to
discrimination and erroneous conclusions, modern risk
assessment tools focus on individual analysis. As noted by
K. Hofller et al. (2022), these tools, such as VERA-2R (Vi-
olent Extremism Risk Assessment) or HCR-20 (Hare Psy-
chopathy Checklist — Revised), are based on the analysis of
a set of empirically validated risk factors, which can be cat-
egorised into static (historical) and dynamic (variable) fac-
tors. Static factors, which include criminal history, history
of violent behaviour, involvement in extremist groups, or
certain socio-demographic characteristics, are immutable
but indicate a long-term propensity. In contrast, dynamic
factors, such as current ideological beliefs, presence or ab-
sence of social support, level of life satisfaction, presence
of a life crisis, perception of injustice, propensity for vio-
lence, as well as connections with extremist networks, can
change over time. Accordingly, it is the dynamic factors
that are subject to targeted correction through psycholog-
ical, social, and rehabilitative interventions. It is the focus
on dynamic factors that makes forensic psychological risk
assessment a key tool not only for identifying and early
detection of threats but also for developing individualised
programmes for deradicalisation, reintegration, and long-
term monitoring. The UNODC report (Victims of terror-
ism, 2020) emphasises the importance of such integration
of psychological approaches for effective prevention and
countering of extremism.

However, the direct, uncritical application of tools
developed in a Western socio-cultural and legal context
in countries of Central and South Asia is problematic
and may be ineffective or even counterproductive. Ex-
isting tools often insufficiently account for the unique
role of personal contacts, extended family ties and social
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networks, as well as religious authorities in the radicalisa-
tion process, which is relevant for the collectivist and tradi-
tional societies of the region (Hoffler et al., 2022). Further-
more, risk factors that are significant in Europe or North
America may have different meanings, interpretations, or
even be irrelevant in Kazakhstan, Uzbekistan, or Pakistan,
where religious, tribal, cultural, and ethnic identities play
a significantly greater, and sometimes dominant, role in
shaping worldview and motivation. For instance, in Paki-
stan, where, according to the US State Department report
(Country Reports on Terrorism, 2023), a significant num-
ber of terrorist groups operate with diverse, often con-
flicting ideological platforms - ranging from ethnic-sep-
aratist to radical-religious and anti-government - the
motivational profiles of militants can differ substantially.
This necessitates the development of adapted tools that
consider such nuances as the significance of “honour’,
“tribal loyalty”, or specific interpretations of religious doc-
trines. In Uzbekistan, where the government maintains
strict control over the religious sphere and has a history
of suppressing religious dissent, radicalisation often oc-
curs in underground or foreign networks, using encrypted
communications and recruitment through personal con-
nections, requiring different methods of detection than in
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countries with more open religious freedom. In Kazakh-
stan, significant attention is paid to countering foreign ter-
rorist fighters and their repatriation (Country Reports on
Terrorism, 2023; Kazakhstan Security Radar, 2025). This
creates a unique challenge related not only to the initial
risk assessment of individuals who already have combat
experience and have undergone deep ideological indoctri-
nation but also to the subsequent development of effective
programmes for their reintegration and monitoring. Here,
forensic psychological assessment must integrate factors
of post-traumatic stress, combat experience, and the re-
silience of extremist views. The UNODC report (Model
Legislative Provisions, 2022) also emphasises the need for
flexibility and adaptation of the legislative and methodo-
logical base in the fight against terrorism, which extends
to psychological approaches. Furthermore, reports point
to the emergence of new technological factors of radi-
calisation and attack planning, requiring the inclusion of
digital footprint analysis and interaction with artificial in-
telligence (AI) in psychological assessment (Pfaff, 2025).
Table 1 illustrates key aspects that must be considered
when adapting psychological tools for assessing the risk of
terrorism in the context of Central and South Asia, high-
lighting their specificities.

Table 1. Matrix for adapting western risk assessment tools (VERA-2R, ERG 22+)
for the Central Asia (CA) and South Asia (SA) region

Aspect of adaptation Problem in existing tools

Proposed modification for CA/SA

Items on social isolation do not account

Cultural sensitivit . L
y for the region’s collectivist values.

Add assessment of the role of the extended family,
clan, and tribe as a potential protective or, conversely,
criminogenic factor (pressure, obligations of honour).

Religious specificity
practices and extremist interpretations.

The general item “Ideological Commitment”
does not differentiate between traditional religious

Include monitoring of informal financial systems (e.g., Hawala),
analysis of specific online slang, and abrupt changes
in social habits (renunciation of traditional celebrations).

Behavioural indicators

Indicators of attack planning may not account
for local methods of communication and financing.

Include monitoring of informal financial systems (e.g., Hawala),
analysis of specific online slang, and abrupt changes
in social habits (renunciation of traditional celebrations).

Items on personal grievances

Psychosocial factors
and trauma are overly general.

Add specific assessment of the impact of historical conflicts,
migration experience, and combat-related post-traumatic stress
disorder in repatriated foreign fighters.

Linguistic Interview tools and protocols are primarily
and communication designed in English and do not account
barriers for local communication norms.

Develop and validate versions of tools and protocols
in key regional languages (Pashto, Dari, Uzbek, etc.)
involving linguists and cultural experts.

Tools are not integrated with national
legal frameworks, including lists
of proscribed organisations.

Legislative context

Align risk factors with legal definitions of extremism and terrorism
in the legislation of Kazakhstan, Uzbekistan, and Pakistan.

Integration
with digital analysis

Traditional tools poorly cover online radicalisation
processes, especially within closed communities.

Add a separate domain for digital footprint analysis, including
activity on encrypted messengers and interaction
with Al-propagated propaganda.

Source: developed by the authors based on Law of the Republic of Kazakhstan No. 191-IV (2009), Law of the Republic of
Kazakhstan No. 178-IV (2009), The fight against... (2019), Victims of terrorism (2020), K. Hoftler et al. (2022), Country

Reports on Terrorism (2023), C.A. Pfaft (2025), GTI (2025)

The developed approaches to adapting forensic psycho-
logical risk assessment tools for terrorism in the CA and SA
regions are based on a deep understanding of the unique
socio-cultural, religious, and behavioural characteristics of
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these countries. Instead of directly copying Western mod-
els, a comprehensive strategy is proposed that considers
specific regional dynamics. A key aspect is cultural sensitiv-
ity, which involves analysing the role of family, community,
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and tribal ties, as well as religious authorities in radicalisa-
tion processes. This avoids simplified interpretations and
the stigmatisation of religious views. Identifying religious
specificity is significant, differentiating between traditional
and moderate religious practices and extremist interpreta-
tions used by terrorist groups. These approaches also in-
clude the development of behavioural indicators relevant to
local conditions, such as abrupt changes in appearance, so-
cial habits, rejection of traditional celebrations, or activity
in closed extremist groups and informal financial support.
Attention is paid to psychosocial factors, considering the
impact of trauma, conflicts, migration experience, discrim-
ination, as well as post-traumatic stress and combat experi-
ence among repatriates, which requires assessing their level
of social support and resilience. The proposed approaches
also involve adapting linguistic and communication bar-
riers through the development of tests and interviews in
local languages, considering dialectal and cultural nuances,
as well as integrating digital footprint analysis and the use
of artificial intelligence to detect patterns of radicalisation
in the online environment, which is necessary for identify-
ing latent threats. Thus, effective implementation of foren-
sic psychological methods in the region requires not blind
copying of Western models, but their careful adaptation,
interdisciplinary validation, and localisation considering
the local social, cultural, religious, legal, and political con-
text. This entails conducting one’s own empirical research
to identify region-specific risk factors, developing relevant
indicators for their assessment, and creating regionally sen-
sitive intervention and monitoring protocols.

A systematic review conducted by A. Clesle et al. (2024)
confirms that, despite the variety of risk assessment tools
(VERA-2R, TRAP-18, ERG 22+, etc.), data on their predic-
tive validity remain scarce. This means their ability to accu-
rately predict future violence is limited and requires further
study. This is a relevant aspect for Central and South Asia,
where the lack of local validation studies makes the applica-
tion of these tools even more risky. The research by Z.A. Suk-
abdi (2021) in Indonesia is an example of the necessity for
adaptation: the development of the MIKRA tool, based on
three domains (motivation, ideology, capability) and 18 in-
dividual risk factors, is the result of a deep analysis of the
local context and the involvement of Indonesian experts.
This approach is the direct opposite of simply “importing”
Western methodologies and demonstrates a path that Ka-
zakhstan, Uzbekistan, and Pakistan could follow. The work
of J. Kenyon et al. (2025) on the updated version of ERG-R,
which considers the rise of online radicalisation, youth en-
gagement, and the fluidity of ideologies, also underscores
the need for constant adaptation of tools to the changing
terrorism landscape. The inclusion of a fourth dimension —
protective and risk-mitigating factors - is a necessary step, as
it allows for a shift from mere risk assessment to the develop-
ment of individualised intervention plans. This is needed for
working with repatriates, where identifying and strength-
ening protective factors (e.g., family support, employment
opportunities) can be key to successful reintegration.

Integrative profiling models, behavioural indicators,
and interagency synergy in countering terrorism

The application of forensic-psychological approaches for
terrorism risk assessment in Kazakhstan and neighbouring
countries necessitates the development of integrative profil-
ing models that harmonise psychometric tools with unique
regional behavioural indicators. Unlike static templates,
these models must be dynamic and multifactorial, focus-
ing on predicting potential radicalisation and propensity
for violence, rather than merely identifying already formed
terrorists. This entails the development of standardised, yet
culturally-sensitive psychometric instruments that allow for
the assessment of not only superficial ideological statements
but also deep-seated motivational attitudes, cognitive dis-
tortions (e.g., dehumanisation of the enemy, justification
of violence), affective regulation (anger control, impulsiv-
ity), and social support for extremist views. In the context
of Kazakhstan, where an official national list of terrorist
and extremist organisations exists, psychological profil-
ing must incorporate an analysis of the narratives used by
these groups for recruitment and their impact on the spe-
cific psychological characteristics of potential members. For
instance, research could focus on how the preaching of the
“caliphate” by ISK (GTI, 2025) resonates with certain per-
sonality traits or social frustrations. In Kazakhstan, where
countering terrorism is a national security priority, this
involves adapting psychometric tests that not only assess
standard psychopathological traits but also measure per-
ceptions of social injustice, the influence of group pressure,
the level of identification with extremist narratives, and
vulnerability to recruitment (The fight against..., 2019). A
priority is the consideration of behavioural indicators that
are specific to the Central Asian context, such as unusual
changes in religious practice that deviate from traditional
Islam, sudden withdrawal from family and community ties
without apparent reasons, or the emergence in speech and
digital communication of radical ideologemes character-
istic of proscribed organisations, such as “Hizb ut-Tahrir”
or “Tablighi Jamaat”, which are included in the national list
of terrorist and extremist organisations in Kazakhstan (The
fight against..., 2019). Additionally, given the activity of ISK
and its multilingual media strategy, the analysis of the digi-
tal footprint of individuals who may be under the influence
of extremist propaganda becomes a key behavioural indi-
cator requiring enhanced psychological interpretation, not
merely technical monitoring. This entails the development
of standardised protocols for assessing the psychosocial
status of individuals under suspicion and those returning
from conflict zones, integrating data from open sources,
social networks, and psychological testing adapted to the
cultural norms of the region. This will allow not only for
more accurate risk identification but also for distinguishing
sincere religious beliefs from extremist ideology, avoiding
unwarranted stigmatisation. Another critical component
is ensuring effective collaboration between law enforce-
ment, intelligence, and forensic-psychological agencies,
supported by an appropriate legal framework. Kazakhstan
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demonstrates significant progress in this direction, having
ratified fourteen universal international counter-terrorism
instruments and establishing an Anti-Terrorism Centre in
2003 to coordinate the activities of all security structures
(The fight against..., 2019). Laws such as Law of the Repub-
lic of Kazakhstan No. 191-IV (2009) and Law of the Republic
of Kazakhstan No. 178-IV (2009), regulate mechanisms for
halting the dissemination of illegal information on the In-
ternet and countering the financing of terrorism. These leg-
islative acts create a foundation for integrating forensic-psy-
chological expertise into operational activities. For example,
psychologists can be involved in developing methodologies
for identifying individuals involved in financing terrorism
through complex digital transactions, as is the case with ISK,
which uses blockchain to access $2.5 million (GTI, 2025).

Cooperation with international organisations, such as
the UN Office on Drugs and Crime (UNODC), serves as

Adilov et al.

an example. Within the framework of the UNODC Global
Programme on Passenger and Cargo Control (PCCP), the
capabilities of Kazakhstan’s border service were enhanced
through the transfer of portable TruNarc analysers for de-
tecting drugs and precursors (Kazakhstan and UNODC
reinforce cooperation..., 2025). Although this initiative is
aimed at combating drug trafficking, it demonstrates po-
tential for expansion into counter-terrorism, where sub-
stance analysis and enhanced border control capabilities
(including the modernised infrastructure of Almaty air-
port) can be integrated with psychological profiling to iden-
tify individuals transporting prohibited materials or having
terrorist intentions. Table 2 demonstrates the multi-vector
and comprehensive nature of Kazakhstan’s interagency and
international cooperation in countering terrorism, high-
lighting the potential for integrating forensic-psychological
expertise at various levels.

Table 2. Key aspects of Kazakhstan’s inter-agency and international cooperation in countering terrorism

Entity/direction
of cooperation

Description and role in the context of forensic psychological assessment

Anti-terrorist centre
of Kazakhstan

Coordinates the activities of all security agencies. Integration of psychologists
to develop joint protocols for risk identification and assessment.

UN international instruments

Ratification of 14 universal instruments. Cooperation with the UNSC CTC (Resolutions 1267, 1540). This creates
a global legal basis for data exchange, which can include psychological profiles and assessment methods.

UNODC

Global passenger and cargo control programme, transfer of TruNarc analysers. Potential for integrating
psychological profiling into border control to identify individuals with terrorist intentions (including returnees).

UNRCCA (Central Asia)

Preventive diplomacy, regional cooperation in counter-terrorism. A platform
for sharing best practices in forensic psychological risk assessment and deradicalisation.

Regional organisations
(CIS, SCO, CSTO, OSCE)

Coordination of anti-terrorism measures, joint training, information sharing. Opportunity to develop
and implement standardised psychological protocols adapted to the region. Astana OSCE Jubilee Declaration.

Kazakhstan’s legislative base

Laws “On Countering the Legalisation...”, “On Information and Communication Networks”,
“On Countering Terrorism”. Provide the legal basis for conducting psychological expert examinations
and the operational use of psychological data.

Global initiative to combat
nuclear terrorism (GICNT)

Cooperation in preventing nuclear terrorism. Psychological profiling can assist
in identifying individuals prone to involvement in such high-risk crimes.

Note: commonwealth of Independent States (CIS); Shanghai Cooperation Organisation (SCO); Collective Security Treaty
Organisation (CSTO); Organisation for Security and Co-operation in Europe (OSCE); United Nations Security Council

Counter-Terrorism Committee (UNSC CTC)

Source: developed by the authors based on Resolution of the Security Council Committee of the United Nations
No. 1267 (1999), Resolution of the Security Council Committee of the United Nations No. 1540 (2004), Law of the
Republic of Kazakhstan No. 191-IV (2009), Law of the Republic of Kazakhstan No. 178-IV (2009), Astana jubilee
declaration... (2010), The fight against... (2019), Kazakhstan and UNODC reinforce cooperation... (2025), UNRCCA

(Central Asia) (2025), The Global Initiative... (2025)

The significance of cooperation between law enforce-
ment and intelligence agencies in Central Asia is ampli-
fied by the transnational nature of the threat and the need
for rapid response. Kazakhstan actively participates in
regional cooperation, including the activities of the CIS,
the SCO Regional Anti-Terrorist Structure (RATS), and
the CSTO, which allow for the coordination of anti-ter-
rorism measures and information exchange (On Amend-
ments and..., 2009; UNRCCA (Central Asia), 2025). This
cooperation is complemented by international support,
such as the UNRCCA mission, which focuses on preven-
tive diplomacy and regional cooperation, including coun-
ter-terrorism, water management, and women and youth
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security (UNRCCA (Central Asia), 2025). A fundamental
aspect is the legal framework underpinning these efforts.
Kazakhstan has adopted key documents, such as the Law
of the Republic of Kazakhstan No. 266-1V (2010), which
establishes the principles and model of the state system
for countering terrorism (Kazakhstan on Counter-Ter-
rorism..., 2019). These laws provide the legal basis for
conducting intelligence operations, using special techni-
cal means, and performing forensic psychological exami-
nations. Furthermore, Kazakhstan maintains continuous
cooperation with the UN Security Council Counter-Ter-
rorism Committee and its committees for the implemen-
tation of Resolution No. 1267 (1999) (sanctions against
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“Al-Qaeda”) and Resolution No. 1540 (2004) (nuclear
non-proliferation), allowing for the integration of national
efforts into the global context of the fight against terror-
ism (The fight against..., 2019). The emphasis on collec-
tive action, as seen at the OSCE Conference on Preventing
Terrorism in Astana in 2010, where the Astana Declaration
was adopted (Astana jubilee declaration..., 2010), testifies
to a deep understanding that countering terrorism requires
coordinated national and international efforts, support-
ed by both legislative and psychological instruments (The
fight against..., 2019). In particular, cooperation within the
GIBATE (The Global Initiative..., 2025), where Kazakhstan
is one of the first participants and conducted relevant ex-
ercises (“Atom-Antiterror — 2008”), underscores the mul-
ti-vector nature and strategic importance of these efforts
(The fightagainst...,2019). Thus, forensic-psychological ex-
pertise, embedded within a robust legislative and interagen-
cy system, is key to effectively countering modern terrorist
threats in the region. This creates a platform for implement-
ing standardised protocols for forensic-psychological risk
assessment, based on best practices but adapted to regional
needs, with a particular emphasis on effectiveness in pre-
venting and responding to transnational threats, such as the
activities of ISK. These efforts will ensure a comprehensive
approach encompassing not only forceful confrontation but
also psychological, preventive, and rehabilitative aspects.

The results of this research, emphasising the necessity
of integrating psychological methods into legislative and
law enforcement practice, find confirmation in the work of
G.B. Zhussupova (2025), who, analysing Kazakhstan’s legal
policy, concluded that, despite the existence of a solid leg-
islative base, there are gaps in law enforcement, interagen-
cy coordination, and the ability to adapt to modern chal-
lenges, such as cyber-terrorism. The proposed integrative
profiling models and psychometric tools can serve as one
way to fill these gaps, providing law enforcement agencies
with scientifically-grounded tools for more accurate risk
assessment. The research of I. Diamant (2021) on the use
of psychological tests for assessing suicide bombers and
“lone actors” also confirms the importance of combining
different methods. His conclusion about the low validity
of self-report questionnaires and the high effectiveness of
semi-structured interviews for uncovering deep-seated
personal dynamics and traumatic experience aligns with
this thesis on the necessity of developing comprehensive,
culturally-sensitive assessment protocols. This is of para-
mount importance, as the meta-analysis by K.M. Sarma et
al. (2022) did not confirm the widespread belief that ter-
rorists have a higher level of mental disorders than the
general population. This means the focus should not be
on searching for psychopathologies but on analysing the
complex psychosocial factors that lead to radicalisation,
which is the central task of forensic-psychological risk
assessment. It should also be noted that terrorist threats
are not limited to religious extremism. The research of
E. Chan (2023) on the “incel” community in Canada and
its connection to gender-based violence demonstrates that

existing risk assessment frameworks may fail to account
for new forms of extremism. This underscores the need
for constant expansion and adaptation of risk assessment
tools to detect new ideological threats that may be relevant
for Central Asia as well. Thus, the results of this study not
only describe the current situation but also propose a path
towards building a more flexible, scientifically-grounded,
and humane system for countering terrorism, where psy-
chological expertise plays a central role in preventing vio-
lence and promoting reintegration.

Conclusions
The conducted research has identified the key features
of the evolution of terrorist threats and the necessity of
rethinking traditional methods of counter-terrorism. It
was established that the terrorist landscape of the region
is characterised by a shift from hierarchical structures to
more decentralised networks and individual actors, which
creates significant challenges for security systems. The anal-
ysis showed that South Asia, particularly Pakistan, contin-
ues to be a region with a high level of terrorist activity, as
confirmed by the increase in the number of attacks and
casualties. At the same time, Central Asian countries, such
as Kazakhstan and Uzbekistan, while demonstrating low-
er indicators, face a potential increase in risks associated
with transnational terrorist networks and the phenomenon
of foreign terrorist fighters. This dynamic requires flexible
and contextually sensitive approaches to risk assessment.

Existing Western risk assessment models, despite their
efficacy, require adaptation, as they do not always fully ac-
count for regional specificities, particularly the complex
interplay of ideological, social, and personal motivations.
In light of this, a number of adapted forensic psychological
approaches have been developed, which entail profound
cultural sensitivity, distinguishing religious specificity
from extremism, identifying regionally relevant behav-
ioural indicators, analysing psychosocial factors, adapting
to linguistic and communication barriers, considering the
legislative context, and integrating Al into digital analysis.
These approaches enable the formation of more accurate
and contextually grounded mechanisms for assessing the
risk of terrorism in CA and SA. The identified problem
underscores the necessity of moving away from universal
templates towards a more differentiated and individual-
ised analysis. In particular, the importance of considering
local dialects and cultural nuances in communication with
suspects and victims is paramount for obtaining reliable
information and establishing rapport. The integration of
artificial intelligence into big data analysis processes, in-
cluding digital footprints, will facilitate the detection of
hidden patterns and the prediction of potential threats
with greater accuracy than traditional methods. This will
also enhance the preventive potential of counter-terrorism
measures, contributing to more effective prevention of
radicalisation and recruitment.

The creation of specialised inter-agency teams, com-
prising psychologists, sociologists and/or religious studies
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scholars, and security experts, is recommended for a
comprehensive assessment of radicalisation risks. Focus
should be placed on developing rehabilitation programmes
that consider the psychological needs and ideological be-
liefs of individuals involved in terrorism, with an emphasis
on recidivism prevention. Furthermore, it is necessary to
enhance international and regional cooperation, particu-
larly the exchange of experience and best practices in the
field of forensic psychological assessment. The principal
avenues for further research involve conducting empiri-
cal studies to verify and adapt existing psychological tests
and risk assessment methodologies for target groups in
Central and South Asia. Subsequent work may include the
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Abstract. The study aimed to identify avenues for modernising the national cybersecurity system of the Republic of
Kazakhstan through a comprehensive assessment of its effectiveness and an examination of advanced practices implemented
in East Asian states. The legal analysis revealed a fragmented Kazakhstani cybersecurity framework characterised by the
absence of a single codified act and by the proliferation of regulatory documents of varying legal force. The empirical
assessment demonstrated a sustained rise in cybersecurity incidents in Kazakhstan, with an average annual growth rate of
14.5% between 2019 and 2024, reaching more than 41,000 cases in 2024. The number of recorded cybercrimes increased
thirty-six-fold, from 589 cases in 2018 to 21,479 in 2021. The study identified low enforcement effectiveness, with only
36% of registered cases reaching judicial proceedings. Financial losses incurred by citizens as a result of digital fraud
exceeded 17.5 billion tenge in 2023. A correlation analysis of the Worldwide Governance Indicators — specifically rule
of law, control of corruption, regulatory quality, and political stability — with cybercrime metrics, including the number
of registered cybercrimes and the case-clearance rate, identified a statistically significant negative association (r=-0.67,
p <0.01). Countries with negative values for control of corruption were found to have cybercrime levels 40% higher
on average. A comparative legal analysis of the cybersecurity systems of Japan, South Korea, and China demonstrated
substantive differences in procedural mechanisms, sanctioning measures, and institutional architecture. The findings
confirmed the significance of institutional quality for the effective protection of national cybersecurity and substantiate
the need for a systematic modernisation of Kazakhstan’s model through legislative codification, the establishment of a
centralised coordination centre, the strengthening of sanctioning mechanisms, and the development of human capital

Keywords: personal data; law enforcement; critical infrastructure; sanctioning mechanisms; institutional quality;
international coordination; data localisation

Introduction

The rapid development of digitalisation and information
technologies in Central and East Asian states has generated
a need to establish effective legal mechanisms for ensuring
cybersecurity and protecting personal data. As 0£2024, these
countries are experiencing an escalation of cyber threats,
reflected in the growing volume and sophistication of cy-
berattacks, rising losses from cybercrime, and increasing
vulnerabilities within critical information infrastructure.

According to the Asia Pacific Computer Emergency Re-
sponse Team (APCERT, 2024), the number of registered
cybersecurity incidents in the Asia-Pacific region rose by
23% compared with the previous year, while financial losses
from cybercrime in several states more than doubled. Geo-
political transformations, particularly in the context of com-
petition among major technological powers for influence
in Central and East Asia, further heighten the relevance of
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issues related to national cybersovereignty and cross-bor-
der data flows. The fragmented nature of existing legal re-
gimes and the absence of unified approaches to cybersecu-
rity regulation pose significant challenges for the economic
integration and digital transformation of Central and East
Asian states. The limited theoretical assessment of regional
specificities in cybersecurity regulation highlights the need
for a comprehensive examination of national legal frame-
works and their alignment with international standards.

A comprehensive regional analysis of data-protection
regimes in Central Asia was conducted by G. Greenleaf &
T. Kaldani (2025), who found that all six countries in the
region have enacted new or recently revised data-privacy
laws, with the strongest legal systems observed in Uzbek-
istan, Mongolia, and Kazakhstan. The researchers noted
that the enforcement of these laws remains at an early stage,
characterised by low penalties for violations and limited ev-
idence of compliance. The geopolitical context of regional
cyberlaw development was examined by C. Zhang (2024),
who demonstrated that Chinas privacy-protection strat-
egy, combining a comprehensive regulatory system with
government access to data, is reshaping global data-gov-
ernance paradigms and generating new geopolitical fault
lines. The author established that the Chinese approach,
which prioritises state sovereignty over individual privacy,
may serve as a potential model for governments seeking to
maintain state control over data. This approach diverges
significantly from Western models of data privacy and pro-
duces normative tensions with states that promote a more
open digital economy.

A detailed examination of Kazakhstan’s legislation on
personal data protection was conducted by E Syrlybaye-
va et al. (2024), who identified substantial deficiencies in
the country’s legal doctrine concerning the consolidation
of fundamental principles governing the collection, pro-
cessing, and storage of citizens” personal data. The authors
established that the 2024 amendments to the Law of the
Republic of Kazakhstan No. 94-V ZRK (2013), despite
improving governance, do not comply with the require-
ments of the General Data Protection Regulation (GDPR)
in several areas, including transparency and data-sub-
ject rights. A comparative legal analysis carried out by
A. Amirov et al. (2024) confirmed the fragmented char-
acter of Kazakhstan’s legislation and its partial alignment
with European Union standards, with the researchers em-
phasising the importance of increasing public awareness of
rights and obligations in the digital environment. Further
theoretical development was provided by N.B. Kubano-
va (2025), who identified significant limitations within the
existing personal data-protection system, which applies
only to specific categories of information and fails to com-
prehensively address issues related to labour relations. The
author argued for the development of specialised legislation
and highlighted the importance of improving digital litera-
cy to support the formation of a resilient digital ecosystem.

Systemic cybersecurity challenges in the region
were examined comprehensively by M. Orumbayeva &

A. Kurmangali (2022), who identified three principal obsta-
cles to strengthening cyber defence: insufficient funding and
limited access to technology, a shortage of qualified special-
ists, and a lack of transparency in digital information and
public discourse regarding the role of digitalisation in socie-
ty. The researchers established that even in Kazakhstan, one
of the most technologically advanced states in the region,
there are substantial shortcomings in antivirus equipment
and software used by central and local government insti-
tutions. Empirical confirmation of these findings was pro-
vided by N. Kubanova et al. (2024), who identified a sharp
increase in both the volume and complexity of cyberattacks
in Kazakhstan, including 4,507 malware cases in 2024, a fig-
ure more than twice that of the previous year. The authors
found that the small and medium-sized enterprise sector
was the most vulnerable, while losses in the banking sector
reached 1.5 billion tenge in the second half of 2024 alone.
The study demonstrated that approximately 70% of success-
ful intrusions were attributable to human factors, including
insufficient staff qualifications and configuration errors.

Conceptual aspects of cybersecurity regulation were
examined by Z.O. Kulzhabayeva (2024), who argued for a
statutory differentiation between the concepts of “cyberse-
curity” and “information security” within the context of in-
formatisation and proposed the introduction of definitions
such as “cybersecurity threat” and “cybersecurity incident”
She recommended expanding the powers of owners of crit-
ical information and communication infrastructure facili-
ties to improve their capacity to respond eftectively to cyber
incidents. Technological dimensions of digital transforma-
tion, viewed through the implementation of blockchain
technologies in Kazakhstan, were analysed by S. Zhambur-
bayeva & G.A. Ilsasova (2024), who identified potential ap-
plications of blockchain to enhance transparency, security,
and data reliability across various sectors. The researchers
identified the need to develop new legislative acts and to
adapt existing regulatory documents in order to create an
enabling legal environment for blockchain, emphasising the
importance of international cooperation and the exchange
of best practices in this domain. They also highlighted the
advantages of blockchain technologies, including the re-
duction of human-error-related risks, lower operational
costs, and enhanced security in data transmission.

An alternative perspective on the evolution of cyber
strategy was presented by N. Katagiri (2022) through an ex-
amination of Japan’s cybersecurity policy between 2017 and
2020. The author concluded that policy changes remained
moderate due to the resilience of existing constraints on the
use of force. The analysis demonstrated that Japan’s tradi-
tionally defensive posture continued to underpin the deter-
rent nature of its cyber strategy, evident in the legal system’s
status-quo orientation and in the country’s adherence to in-
ternational expectations regarding responsible state behav-
iour in cyberspace. The study showed that structural influ-
ences on governmental cybersecurity activity are likely to
emerge only in the long term, given Japan’s preference for a
fragmented approach to addressing persistent challenges in
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cyberspace. This conservative stance stands in marked con-
trast to the more assertive cybersecurity strategies develop-
ing in Central Asian states and illustrates the diversity of
national models for regulating cyberspace across the Asian
region. At the same time, issues concerning the harmoni-
sation of national cybersecurity legislation and the mecha-
nisms of international cooperation among states in the re-
gion to counter cross-border cyber threats have remained
insufficiently explored. This research aimed to identify ave-
nues for modernising the national cybersecurity system of
the Republic of Kazakhstan. The objectives were as follows:

1. To analyse the current state of Kazakhstan’s national
cybersecurity system, including its legal framework and the
effectiveness of law enforcement;

2. To examine cybersecurity practices in Japan, South
Korea, and China in order to identify successful elements
suitable for adaptation;

3. To develop recommendations for modernising Ka-
zakhstan’s national cybersecurity system on the basis of the
conducted analysis.

Materials and Methods

The study employed a comprehensive legal approach
grounded in the conceptual frameworks of international
law and comparative jurisprudence, supplemented by the-
oretical foundations in public administration and institu-
tional analysis. Its theoretical basis was formed by doctrinal
principles concerning the implementation of international
cybersecurity standards in national legal systems and by
concepts addressing the relationship between governance
quality and the effectiveness of national cyber-defence sys-
tems. The research materials included Kazakhstan’s regula-
tory acts on cybersecurity, official statistical data issued by
state authorities, international rankings and indices, legis-
lation of Asia-Pacific states, reports of national computer
emergency response teams, as well as analytical publica-
tions produced by international organisations and leading
law firms. The methodological framework was informed by
theories of legal transformation in post-Soviet states, which
enabled an assessment of the transition from fragmented to
comprehensive cybersecurity systems under conditions of
institutional reform.

The study was conducted in three sequential stages
in accordance with its stated objectives. The first stage in-
volved a legal analysis of Kazakhstan’s cybersecurity regu-
latory landscape using the formal-legal method to examine
the structure and content of the core legislative acts. The
analysis covered the provisions of the Law of the Republic
of Kazakhstan No. 418-V ZRK (2015), the Law of the Re-
public of Kazakhstan No. 94-V ZRK (2013) as amended in
2024, and the relevant chapters of the Criminal Code of the
Republic of Kazakhstan No. 226-V KRZ (2014). Additional
attention was given to the Code of the Republic of Kazakh-
stan No. 235-V KRK (2014) to assess administrative sanc-
tions for violations in the field of cybersecurity, and to the
Criminal Procedure Code of the Republic of Kazakhstan
No. 231-V KRZ (2014) to understand procedural aspects
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of cybercrime investigations. Strategic documents, includ-
ing Government Decree of the Republic of Kazakhstan
No. 407 (2017) and Government Decree of the Republic
of Kazakhstan No. 269 (2023), were examined. Analytical
publications from leading law firms, including AEQUITAS
Law Firm (2024) reports on doing business in Kazakhstan
and S. Akhmetova (2024) materials on state supervision of
personal data protection, were also utilised to assess en-
forcement practices and recent legislative developments.
This comprehensive analysis aimed to identify gaps in legal
regulation, evaluate the system of sanctioning mechanisms,
and determine the extent to which national legislation cor-
responds to contemporary cybersecurity challenges.

The second stage involved an empirical analysis of the
effectiveness of Kazakhstans cybersecurity system using
statistical and correlation-based methods. A quantitative
assessment of the dynamics of cyber incidents was conduct-
ed on the basis of official data from the national response
centre KZ-CERT, published by the Forum of Incident Re-
sponse and Security Teams (n.d.). Statistical materials from
the OSCE (Organization for Security and Co-operation in
Europe) M. Stickings & J. Nosal (2024) concerning coun-
tercybercrime efforts in Central Asia were also examined.
Official statistics from the State Technical Service (Cyber
attacks of 2024..., 2025) on cyberattacks recorded in 2024,
as well as judicial statistics reported by the Less than half of
criminal cases... (2025), were processed. Additional data
were drawn from the Committee for National Security of
the Republic of Kazakhstan (2021) on the prevention of cy-
berattacks and from the F. Mukhametgali (2024) on court
verdicts in cybercrime cases. A correlation analysis was
employed to identify statistically significant associations
between four key governance-quality indicators from the
Worldwide Governance Indicators — Regulatory Quality,
Rule of Law, Control of Corruption, and Political Stability
and Absence of Violence/Terrorism (Worldwide Govern-
ance Indicators, 2024) - and cybercrime metrics, including
the number of registered cybercrimes per 100,000 popula-
tion and the percentage of cases resulting in convictions.
Data from the NCSI (National Cyber Security Index, n.d.)
were used to evaluate the overall condition of the national
cybersecurity system. Official media reports on Kazakh-
stan’s position in the 2024 Global Cybersecurity Index were
examined (Abuova, 2024). The Global Cybercrime Report
2024... (2024) and ITU (International Telecommunication
Union, 2020) data on international cybersecurity indi-
cators for Asia-Pacific states were also analysed, enabling
an assessment of Kazakhstan’s standing relative to other
countries in the region in terms of cyber-threat levels. An-
alytical materials on the economic losses caused by cyber-
crime, prepared by the Eurasian Research Institute (2025)
and S. Kergroach et al. (2024), along with global statistics
from Evolve Security on the cost of cybercrime, were re-
viewed. The regional report of the Asia Pacific Computer
Emergency Response Team (APCERT, 2024) was addi-
tionally analysed to contextualise Kazakhstan’s indicators
within the broader Asia-Pacific cybersecurity landscape.
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Data from the Ministry of Education and Science of the
Republic of Kazakhstan on the number of cybersecurity
education programmes available on the Univision.kz plat-
form (n.d.a; n.d.b) as of 2024 were used to assess the state
of human-capital development in this field.

The third stage involved a comparative legal analy-
sis of national cybersecurity systems to identify key el-
ements of successful regulatory models. Japan’s legal sys-
tem was examined through an analysis of the Act of Japan
No. 104 (2014) as amended in 2019, the Act of Japan
No. 57 (2003) together with the official Guidelines of the
Personal Information Protection Commission (2022), and
the Act of Japan No. 128 (1999) to understand the crim-
inal-law mechanisms involved. Official documents of the
Government of Japan (n.d.) concerning policies for the
protection of critical infrastructure were examined. South
Korean legislation was analysed, including the Act of the
Republic of Korea No. 14080 (2016), Act of the Repub-
lic of Korea No. 14122 (2016) and Act of the Republic of
Korea No. 19234 (2023), which together form the basis
of the Data 3 Act package of 2020, with the most recent
amendments in 2024. The national cybersecurity strate-
gy of South Korea was reviewed using materials from the
South Korea’s 2024 Cyber Strategy: A Primer (2024). Chi-
nese legislation was studied through a review of key laws,
including the Cybersecurity Law of the People’s Republic
of China (Creemers et al., 2018), Data Security Law of the
People’s Republic of China No. 84 (2021), and Personal
Information Protection Law of the People’s Republic of
China No. 91 (2021), as well as regulatory documents is-
sued by the CAC (Cyberspace Administration of China)
(Regulations on the Management of Online Data..., 2021)
and relevant provisions of the Criminal Law of the People’s
Republic of China (1979) concerning criminal liability for
cyber offences. Analytical materials from international law
firms, including Baker McKenzie (2025), were utilised to
understand practical aspects of legislative implementation.
Documents from the Council of Europe (2022; 2023; 2024)
were examined to assess Kazakhstan’s status with regard
to the Budapest Convention on Cybercrime and mecha-
nisms of international legal assistance, including materials
on the network of 24-hour contact points and the Second
Additional Protocol on electronic evidence. The bilateral
agreement on mutual legal assistance between Kazakh-
stan and the United States of America was examined (In-
ternational treaty UK/Kazakhstan TS No. 25/2016, 2016).
A comparative analysis of operational models of incident
response centres was conducted through a study of the Ja-
pan Computer Emergency Response Team Coordination
Center (JPCERT, 2024) based on the organisation’s official
information and international cybersecurity indicators for
Japan (National Cyber Security Index, n.d.; Internation-
al Telecommunication Union, 2020), as well as statistical
reports from the Coordination Center. The South Korean
centre KrCERT/CC was analysed using the NATO Coop-
erative Cyber Defence Centre of Excellence (Cho, 2022)
report, alongside the activities of Kazakhstan's KZ-CERT,

drawing on materials from, which allowed for an evalua-
tion of operational capabilities, resource provision, and the
effectiveness of national incident response systems from a
comparative perspective.

Results

Legal framework and law enforcement in Kazakhstan
An analysis of current legislation in the Republic of Kazakh-
stan revealed a fragmented legal system, characterised by
the absence of a single codified act and a multiplicity of reg-
ulatory documents with varying legal force. The legal foun-
dation of Kazakhstan’s cybersecurity framework is formed
by two primary legislative acts: the Law of the Republic
of Kazakhstan No. 418-V ZRK (2015) of 24 November
2015, and the Law of the Republic of Kazakhstan No. 94-V
ZRK (2013) of 21 May 2013, as amended in 2024. The Law
of the Republic of Kazakhstan No. 418-V ZRK (2015) es-
tablishes the legal foundations for the creation, operation,
and protection of information systems. It defines the con-
cept of critical information infrastructure (CII), obliges
CII operators to register, develop and implement security
policies, and to report incidents to the authorised body.
Article 1 of the Law defines information security as the
state of protection of information and information systems
against unauthorised access, use, disclosure, destruction,
modification, or loss. Article 29 stipulates that owners of
information systems are required to ensure the protection
of information in accordance with the legal requirements
on information security and personal data. At the same
time, legal analysis reveals that the Law contains numerous
references to subordinate regulations and grants wide dis-
cretion to executive authorities regarding specific technical
standards. Notably, the text does not include provisions
on cyber incidents, procedures for their investigation, or
mechanisms for interagency coordination in responding to
cyberattacks (AEQUITAS Law Firm, 2024).

The Law of the Republic of Kazakhstan No. 94-V
ZRK (2013) establishes a regime for the localisation of per-
sonal data within Kazakhstan and introduces mechanisms
for reporting security breaches. Article 15 provides that
the personal data of citizens of the Republic of Kazakhstan
must be stored in personal data databases located on Ka-
zakhstani territory, while Article 17 permits the transfer
of personal data abroad only if the receiving state provides
an adequate level of data protection or if the data subject
has provided written consent. The 2024 amendments in-
troduced the concept of a “personal data security breach”,
obliging organisations to report leaks to the Ministry of
Digital Development and Innovations, prohibiting the
collection of physical document copies, and establishing a
33-point checklist to verify compliance with requirements
(Akhmetova, 2024). Article 191 of the Law, in its revised ver-
sion, requires personal data operators to notify the author-
ised body of a security breach within one working day of its
detection. The notification must include information on the
nature of the breach, the number of data subjects affected,
potential consequences, and measures taken to address the
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incident (AEQUITAS Law Firm, 2024). However, enforce-
ment practice reveals a lack of effective mechanisms to en-
sure compliance with localisation requirements, including
audit procedures for data centres, the maintenance of stor-
age registries, and the application of sanctions for violations.

Strategic planning in the field of cybersecurity is carried
out through the national programmes set out in Govern-
ment Decree of the Republic of Kazakhstan No. 407 (2017)
for 2017-2021 and Government Decree of the Republic of
Kazakhstan No. 269 (2023) for 2023-2029. The 2017 Cy-
ber Shield of Kazakhstan concept defines cybersecurity as
a key condition for joining the club of the most developed
nations and sets out objectives to raise public awareness,
develop domestic information and communication tech-
nology (ICT) products, improve law enforcement opera-
tions, and establish an adaptive information-security man-
agement system for critical information infrastructure.
The 2023-2029 strategy envisages the implementation of
a risk-based approach to cybersecurity management, the

Ismailova & Kadirova

development of public-private partnerships, and the har-
monisation of national legislation with international stand-
ards, including the establishment of a unified national cen-
tre for cyber-threat monitoring. The digital transformation
concept allocates responsibilities among ministries and re-
cords achievements such as near-complete internet cover-
age, growth in e-commerce, and the launch of digital farms.
However, as a government decree, it can be easily amended
and does not carry the force of law (Government Decree of
the Republic of Kazakhstan No. 269, 2023). Legal analysis
of these documents indicates a largely declarative character,
as they lack measurable performance indicators and specif-
ic mechanisms for achieving the stated objectives. Kazakh-
stan’s criminal legislation contains a dedicated Chapter 9,
“Criminal Offences in the Field of Information Technolo-
gies”, which includes Articles 205-207 of the Criminal Code
of the Republic of Kazakhstan No. 226-V KRZ (2014). The
structure of criminal and administrative liability for cyber-
crime in Kazakhstan is summarised in Table 1.

Table 1. Sanctioning provisions of Kazakhstan’s criminal and administrative legislation in the field of cybersecurity

0,25 nt

Qualification

Sanction

Typical verdicts/examples

Art. 205-1, Criminal
Code of the Republic
of Kazakhstan (2014)

Unauthorised access
to computer information
(basic form)

Fine of 200-500 monthly
calculation indices (MCI), or
corrective labour up to 1year, or
restriction of liberty up to 2 years

In 2024, 24 incidents were prosecuted under
Art. 205, nearly half carried over
from previous years

Art. 205-2, Criminal
Code of the Republic
of Kazakhstan

Unauthorised access for material
gain or by a group of persons

Fine of 500-1000 MClI, or
restriction of liberty for 2-4 years,
or detention up to 6 months

In January 2025, the Taldykorgan court fined
two individuals 300 MCI each
for unauthorised access to the Ministry
of Health information systems

Art. 205-3, Criminal
Code of the Republic
of Kazakhstan

Unauthorised access causing
significant damage or committed
against ClI

Fine of 1000-2000 MCI, or
restriction of liberty for 3-5 years,
or imprisonment up to 5 years

Specific verdicts under this provision
are not publicly available

Art. 205-4, Criminal
Code of the Republic
of Kazakhstan

Unlawful destruction or
modification of information
relating to Cll with serious

consequences

Imprisonment for 4-6 years

In 2024, 24 cases were registered under all
parts of the Art. 205, but only a portion
were brought to court

Art. 207-1, Criminal
Code of the Republic
of Kazakhstan

Violation of rules for operating
computer systems or their
networks (basic form)

Fine of 100-200 MCI, or corrective
labour up to 1year, or restriction
of liberty up to 2 years

In 2024, only five incidents
were prosecuted under Art. 207

Art. 207-2, Criminal
Code of the Republic
of Kazakhstan (2014)

Violation of system operation
causing significant damage
or affecting ClI

Fine of 200-500 MCI, or
restriction of liberty for 2-5 years,
or imprisonment up to 4 years

In December 2020, the Saryarkinsky
District Court sentenced an individual for
a coordinated distributed denialofservice

attack on the electronic public procurement

system to 2 years’ restriction of liberty and

barred him from participating in electronic
public procurement activities for 3 years

Art. 210, Criminal Code
of the Republic
of Kazakhstan No. 226-V
KRZ (2014)

Creation, use, or distribution
of malicious computer programs
or software products

Fine of 200-500 MCI, or
corrective labour up to 1year, or
restriction of liberty up to 3 years

In August 2024, the Kostanay Regional
Court sentenced a 24year-old resident for
distributing malware to 1year’s restriction
of liberty, 100 hours of compulsory labour,

a fine of 15 MCl, and confiscation
of computer equipment

Arts. 79, 641, Code
of the Republic
of Kazakhstan No. 235-V
KRK (2014)

Violation of legislation on
personal data and its protection,
including rules on the storage
and processing of personal data

Fine for individuals: 10-20 MCI;
for officials: 30-50 MCI; for
organisations: up to 2000 MCI

Statistics on the application of administrative
sanctions are limited in publicly available
sources

Note: as of 2024, 1 MCI equals 3,692 KZT (approximately 7.70 USD at the November 2024 exchange rate)

Source: compiled by the authors based on Al-Farabi Kazakh National University (n.d.), Criminal Code of the Republic
of Kazakhstan No. 226-V KRZ (2014), Criminal Procedure Code of the Republic of Kazakhstan No. 231-V KRZ (2014),
Committee for National Security of the Republic of Kazakhstan (2021), F. Mukhametgali (2024), Less than half of criminal
cases... (2025), Committee of National Security of the Republic of Kazakhstan (2025)
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Analysis of Table 1 indicates that sanctions for cyber-
crime in Kazakhstan are relatively mild compared with
the potential losses caused by such offences. Basic offences
carry fines ranging from 200 to 500 MCI (approximately
1,540 USD to 3,850 USD) or restriction of liberty for up
to two years, while harsher penalties are applied only in
the presence of aggravating circumstances. Judicial prac-
tice demonstrates a predominance of suspended sentences
and restrictions of liberty over actual imprisonment, which
diminishes the deterrent effect of criminal sanctions. For
example, even in a high-profile case involving a distributed
denial-of-service (DDoS) attack on the electronic public
procurement system, which caused economic losses by de-
laying 7,901 government procurements worth 164 billion
KZT, the offender received only two years’ restriction of
liberty without actual incarceration (Committee for Na-
tional Security of the Republic of Kazakhstan, 2021).

The institutional structure for cybersecurity is charac-
terised by a multi-level organisation with functions distrib-
uted across various state bodies, lacking a clearly defined
central coordinator. The Committee for Information Secu-
rity under the Ministry of Digital Development, Innova-
tions, and Aerospace Industry (MDDIATI) sets policy, devel-
ops standards, monitors compliance, and coordinates the
activities of the national centre KZ-CERT (National Cyber
Security Index, n.d.). The national company State Technical
Service acts as the operator of the national cyber-attack re-
sponse centre, monitoring Kazakhstans segment of the In-
ternet, analysing malicious software, and coordinating re-
sponses to cyber incidents. Within this structure, KZ-CERT
collects and analyses information on cyber incidents, pro-
vides recommendations for addressing vulnerabilities, and
conducts educational outreach among users of information
systems. The Committee for National Security is responsi-
ble for cryptographic protection and countering cyber-es-
pionage, as well as the security of facilities containing state
secrets. It conducts operational and investigative activities
and pre-trial investigations of cybercrime in accordance
with the Criminal Procedure Code of the Republic of Ka-
zakhstan No. 231-V KRZ (2014). In the field of personal
data, the authorised body is the Committee for Information
Security of the MDDIAI, which, under the Law of the Re-
public of Kazakhstan No. 94-V ZRK (2013) and the Code
of the Republic of Kazakhstan No. 235-V KRK (2014),
supervises compliance, considers complaints from data
subjects, and initiates administrative proceedings against
violators. However, Kazakhstan lacks a single, centralised
coordination centre comparable to Japan’s National Infor-
mation Security Centre (NISC) and does not have an over-
arching cybersecurity strategy. As a result, the functions
of different agencies often overlap, leading to inefficient
use of resources and slower responses to cyber incidents.

Kazakhstan is not yet a Party to the 2001 Budapest
Convention on Cybercrime: on 19 April 2023, the coun-
try was invited to accede (Council of Europe, 2023), with
the invitation valid until April 2028. As of November 2025,
the ratification instrument has not been deposited, so

Kazakhstan is not yet part of the Convention’s network of
24/7 points of contact (POC) and cannot sign the Second
Additional Protocol on Electronic Evidence (Council of
Europe, 2022). Nevertheless, the MDDIAI and the Minis-
try of Internal Affairs are cooperating with the Council of
Europe under the Octopus project to align national legisla-
tion with the Convention and to establish a national 24/7
POC (Council of Europe, 2024). For international legal
assistance (MLAT), Kazakhstan relies on regional agree-
ments within the Commonwealth of Independent States
(CIS) and bilateral treaties on mutual legal assistance, in-
cluding with the United States of America (signed 20 Feb-
ruary 2015, entered into force 6 December 2016) (Interna-
tional treaty UK/Kazakhstan TS No.25/2016, 2016), while
urgent requests are processed through the National Central
Bureau of INTERPOL and KZ-CERT channels.

Trends in cyber incidents and investigations (2019-2024)
KZ-CERT statistics demonstrate a sustained increase in the
number of cyber incidents in Kazakhstan between 2019
and 2024, with an average annual growth rate of 14.5%,
significantly outpacing the pace of the country’s digitalisa-
tion of the economy. According to the OSCE (Stickings &
Nosal, 2024), the number of registered cybercrimes in Ka-
zakhstan rose from 589 cases in 2018 to 21,479 in 2021, rep-
resenting an increase of more than 36-fold. In 2019, 20,800
incidents were recorded, of which 17,300 involved botnet
activity, 201 were DDoS attacks, and the remainder com-
prised other types of cyber threats, including phishing,
malware, and attempts at unauthorised access. Official data
from the Cyber attacks of 2024... (2025) for 2024 records
over 41,000 incidents, approximately 66% of which involved
malware infections, around 20% were phishing campaigns,
8% were DDoS attacks, and 6% consisted of other threat
types. According to the Cyber and Digital Security forum
organised by the State Technical Service in 2024, 740 mil-
lion cyberattacks were blocked, and more than 6,500 DDoS
attacks on critical information infrastructure were success-
tully repelled. Sectoral analysis shows that the most target-
ed sectors are financial services (28% of incidents), public
administration (22%), telecommunications (18%), and en-
ergy (15%) (Nguyen et al., 2021).

Financial losses from cybercrime illustrate the scale of
the problem for Kazakhstans economy. The 2025 report of
the Eurasian Research Institute provides specific figures:
in 2023, citizens lost over 17.5 billion KZT (approximately
37 million USD) due to digital fraud, and in 2024, 11,765
cases of online fraud were registered, only 152 more than in
2023, representing an increase of 1.31% (Eurasian Research
Institute, 2025). Frauds included phishing, counterfeit
banking websites, investment scams, and credential theft.
Compared with a population of approximately 20 million,
these figures may appear modest; however, experts consid-
er the actual number of incidents to be substantially higher
due to the low rate of reporting to the police. Global losses
from cybercrime exceeded 8 trillion USD in 2022 and are
projected to reach 10.5 trillion USD by 2025, reflecting an
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annual growth rate of 15% (Hernandez, n.d.). At the enter-
prise level, according to the OECD, the median cost of a
ransomware attack can reach up to 1.2 million USD, while
a data breach may incur losses of up to 1.6 million USD
(Kergroach et al., 2024).

Judicial statistics confirm systemic problems in law
enforcement and cybercrime investigation, with a low pro-
portion of cases reaching court. According to the Less than
half of criminal cases... (2025), in 2024, 99 criminal offenc-
es in the information and communication technology sec-
tor were registered in Kazakhstan; however, only 44 were
investigated, and merely 36 cases were referred to court,
representing 36% of the registered incidents. The largest
share of registered offences comprised 70 cases of infor-
mation destruction or modification, whereas only five in-
cidents were prosecuted under Article 207 of the Criminal
Code of the Republic of Kazakhstan No. 226-V KRZ (2014)
for disrupting the operation of an information system or
telecommunications network, and 24 cases under Article
205 for unauthorised access to an information system, with
nearly half of these cases carried over from previous years.
Twenty-eight cases were closed due to statute of limitations
or the inability to identify the perpetrator, highlighting dif-
ficulties in tracing offenders and collecting digital evidence.

A detailed analysis of individual court cases illustrates
characteristic issues within Kazakhstan’s criminal justice
system regarding cybercrime. In December 2020, the Sar-
yarkinsky District Court of Nur-Sultan convicted an in-
dividual for a coordinated DDoS attack on the electronic
government procurement system in May of the same year
(Committee for National Security of the Republic of Ka-
zakhstan, 2021). The cyberattack caused the goszakup.gov.
kz platform to become non-operational, resulting in the
postponement of 7,901 government procurement proce-
dures valued at 164 billion tenge due to the technical im-
possibility of conducting electronic tenders as scheduled.
The perpetrator, who sought to gain advantages in gov-
ernment procurement, was identified by the Committee
for National Security with the assistance of the Electronic
Finance Centre. Following a computer-technical examina-
tion, the defendant was found guilty under Part 2, Para-
graph 1 of Article 207 of the Criminal Code and sentenced
to two years of restricted liberty, with a three-year prohibi-
tion on engaging in activities related to electronic govern-
ment procurement (Committee for National Security of the
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Republic of Kazakhstan, 2021). Notably, even in the face of
significant economic damage, the court imposed a relative-
ly lenient sentence without actual imprisonment.

Another case occurred in the Kostanay Region in
August 2024, where a local court convicted a 24-year-old
resident for distributing malicious software online. The
perpetrator, whose activities involved spreading viruses to
harvest users’ personal data and offering paid tutorials on
creating malware, was stopped by the Department of the
Committee for National Security and the Police Depart-
ment. The court found him guilty under Part 1 of Article
210 of the Criminal Code and imposed a sentence of one
year of restricted liberty, 100 hours of compulsory labour, a
fine of fifteen MCI, and the confiscation of computer equip-
ment (Mukhametgali, 2024). This case illustrates a typical
pattern: even when guilt is established and the offender
identified, courts often impose suspended or lenient sen-
tences, which do not generate a sufficient deterrent effect.

Formally, criminal liability for unauthorised access, the
distribution of malicious software, and fraud is established
in the Criminal Code; however, the number of convictions
for cybercrimes recorded in the judicial registry remains
limited. This indicates challenges in the organisation of
investigations, the insufficiency of specialised units, and
difficulties in collecting digital evidence. Enforcement ef-
fectiveness is further undermined by the lack of specialised
training for investigators, the limited technical capacity of
expert institutions, and the complexity of international co-
operation in investigating cross-border cybercrime.

Correlation between governance quality

and cybercrime levels

Governance indicators in Kazakhstan reveal systemic de-
ficiencies in institutional capacity within the cybersecurity
sector, negatively affecting the effectiveness of measures to
combat cybercrime (Table 2). The correlation between the
number of cybercrimes and governance indicators shows
a statistically significant negative relationship (r = -0.67,
p <0.01). This suggests that countries with low rule of law
and regulatory quality scores experience higher success
rates of cyberattacks and lower effectiveness of law en-
forcement in investigating cybercrime. Countries with a
“Control of Corruption” indicator below zero exhibit, on
average, a 40% higher level of cybercrime compared with
countries displaying positive values for this indicator.

Table 2. Comparative assessment of Worldwide Governance Indicators, 2023

I(r:1 %T:;:gﬁ Regulatory Quality Rule of Law Control of Corruption & Absenzglg;c\i;‘ilosllilzgl;lyerrorism
Kazakhstan +0.07% / 53.3% (+3.3 pp) -0.45% / 36.8% (-13.2 pp) -0.27% / 47.2% (-2.8 pp) -0.27% 1 36.5% (-13.5 pp)
Japan +1.47% 1 92.5% (+42.5 pp) | +1.54%/92.5% (+42.5pp) | +1.40% /90.1% (+40.1 pp) +0.95% / 81.5% (+31.5 pp)
South Korea +112% / 84.9% (+34.9 pp) | +1.25%/85.8% (+35.8 pp) | +0.89%/79.7% (+29.7 pp) +0.61% / 68.2% (+18.2 pp)
China -0.36% / 38.7% (-11.3 pp) -0.04% / 52.8% (+2.8 pp) -0.01% / 54.2% (+4.2 pp) -0.51% / 25.1% (-24.9 pp)

Note: values are presented as Estimate (range -2.5 to +2.5) / Percentile Rank (0-100%), with deviations from the median
percentile (50%) shown in parentheses. Percentile ranks indicate the proportion of countries with lower scores; higher
values correspond to better governance quality. Deviations exceeding +25 percentile points (pp) from the global median
are analytically significant for the formulation of policy recommendations

Source: compiled by the authors based on Worldwide Governance Indicators (2024)
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A comparative analysis of the Worldwide Governance
Indicators presented in Table 2 reveals notable differences
in the quality of the institutional environment among the
countries studied, which directly correlates with the effec-
tiveness of their cybersecurity systems. Japan and South
Korea exhibit high governance quality across all dimen-
sions, creating a favourable institutional environment for
effective law enforcement and coordination between the
public and private sectors in the field of cybersecurity.
Kazakhstan, by contrast, displays predominantly negative
values for most indicators, particularly in terms of rule of
law, control of corruption, and political stability. This re-
flects structural institutional weaknesses that hinder the ef-
fective implementation of cybersecurity policy and reduce
business confidence in state initiatives. The low rule of law
indicates difficulties in ensuring legislative compliance and
the efficiency of the judicial system. China occupies an in-
termediate position, with relatively stronger institutional
quality indicators than Kazakhstan. This partly explains
the Chinese systems ability to maintain centralised control
over cyberspace, despite limitations in political stability.

International cybersecurity rankings place Kazakh-
stan at an average level, indicating scope for significant
improvement. According to the 2024 Global Cybersecurity
Index compiled by the International Telecommunication
Union (ITU), Kazakhstan scored 94.04 out of a possible
100 points, placing it in the second group of “emerging
countries”. The country achieved full marks of 20 for legal
and cooperative measures, 19.38 for technical measures,
18.3 for organisational measures, and 16.36 for capacity de-
velopment (Abuova, 2024). This outcome indicates that the
state has invested in building a regulatory and coordination
framework, but requires strengthening of human resourc-
es, as the lowest score was recorded in capacity develop-
ment. According to the NCSI, Kazakhstan ranks 38" with a
score of 73.33, below the East Asian countries: South Korea
ranks 22" with 83.33 points, while China is 53" with 60.00
points (National Cyber Security Index, n.d.). For Japan, the
International Telecommunication Union (2020) places the
country 7" in the Global Cybersecurity Index with a score
of 97.82. NCSI reports a score of 63.64 for Japan, corre-
sponding to 52" in the global ranking. The MixMode an-
alytical report, based on a comprehensive analysis of four
indices, indicates Japan’s cyber resilience index at 82.29
and an overall cybersecurity score of 88.77, reflecting the
country’s strong technical and organisational base (Global
Cybercrime Report 2024..., 2024).

Sociological research on public awareness in Kazakh-
stan indicates relatively high levels of citizen knowledge
about cyber threats, albeit with a notable gap between
knowledge and behaviour. A 2023 government survey found
that 80.4% of respondents were aware of the existence of cy-
ber threats, 74.64% could identify phishing messages, and
90.52% possessed skills to protect personal data on social
networks (Eurasian Research Institute, 2025). In 2024, the
Ministry of Digital Development launched an interactive
platform, Cyberlabyrinth, where schoolchildren and uni-

versity students learn the basics of cyber hygiene through
gamified activities and receive certificates. The programme
has become popular and contributed to growing interest in
information technology careers. Cybersecurity weeks are
also actively conducted, involving banks, telecom opera-
tors, and civil society organisations. However, high aware-
ness does not necessarily translate into behavioural change,
as many citizens continue to use weak passwords, install pi-
rated software, and connect to unsecured Wi-Fi networks.
According to the Ministry of Education and Science (Uni-
vision.kz, n.d.a, n.d.b), by 2024, Kazakhstan offered only
12 undergraduate and eight postgraduate programmes in
information security, which does not meet labour market
demand. At the same time, there were approximately 1,500
certified cybersecurity specialists, an insufficient number
to meet the needs of both the public and private sectors.

Comparative legal analysis of the cybersecurity systems
of Kazakhstan, Japan, South Korea, and China

The Japanese cybersecurity model is founded on compre-
hensive legislation with centralised coordination and prin-
ciples of shared responsibility. Act of Japan No. 104 (2014),
as amended in 2019, establishes the fundamental principles
and identifies responsible entities, emphasising the pro-
tection of citizens’ lives and rights, economic prosperity,
and national security, while promoting the free and secure
flow of information. Between 2020 and 2022, the Act on
the Protection of Personal Information (APPI) was signif-
icantly updated. Amendments effective from 1 April 2022
expanded obligations regarding data breach notifications,
tightened requirements for cross-border transfers of per-
sonal information, and substantially increased the max-
imum fines for legal entities (up to 100 million JPY) for
non-compliance with directives issued by the Personal
Information Protection Commission (PPC). Article 1 of
the Act establishes the aim of ensuring a safe and peaceful
society through comprehensive and effective cybersecurity
measures, while Article 2 defines cybersecurity as the pre-
vention of leaks, loss, destruction, and other incidents con-
cerning electronic information and information systems,
as well as the maintenance of stable system operations and
their effective utilisation. The law allocates responsibilities
among the national government, local authorities, opera-
tors of critical information infrastructure, enterprises, and
citizens, delineating the role of each. It also mandates the
development of a national cybersecurity strategy and es-
tablishes a Cybersecurity Headquarters under the Cabinet
of Ministers. In practice, these functions are carried out
by the National Centre of Incident Response and Strategic
Coordination (NISC), which coordinates policy, develops
standards for government systems, conducts audits, and
manages the government network monitoring centre (Gov-
ernment of Japan, n.d.). In 2024, the Japanese government
updated the Critical Infrastructure Protection Policy, add-
ing ports and harbours to the list of critical sectors, thereby
expanding the scope of responsibility for logistics service
providers. According to JPCERT/CC (Japan Computer
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Emergency Response Team Coordination Center), in 2023
alone, the organisation received 65,669 reports of compu-
terrelated incidents from Japan and abroad, reflecting both
the scale of cyberattacks and the key role of the national
Computer Security Incident Response Team (CSIRT) in
the practical implementation of state cybersecurity policy
(JPCERT Coordination Center, 2024).

The South Korean system is characterised by compre-
hensive regulatory governance through a combination of
specialised laws, mandatory standards, and active inter-
national cooperation. The legal framework is centred on
three principal data laws: the Personal Information Pro-
tection Act (PIPA), including Act of the Republic of Korea
No. 19234 (2023); the Information and Communications
Network Act (Network Act), with one of the key versions
being Act of the Republic of Korea No. 14080 (2016); and
the Credit Information Use and Protection Act (Act of
the Republic of Korea No. 14122, 2016). The 2020 amend-
ments to these three acts, known collectively as the Data
3 Act package, centralised regulatory authority over pri-
vacy by transferring the previously fragmented functions
of the Ministry of the Interior and the Korea Commu-
nications Commission to the unified Personal Informa-
tion Protection Commission (PIPC), elevating its status
as the central supervisory body for personal information
protection. The PIPA serves as the foundational privacy
law, establishing principles of data minimisation, legality,
and transparency, as well as requirements for obtaining
consent from data subjects. The Network Act, in turn,
regulates the activities of telecommunications service
providers, obliging them to implement measures to pre-
vent data leaks, combat spam, follow incident reporting
procedures, and granting authorities the power to issue
orders to rectify violations (Baker McKenzie, 2025). Fol-
lowing the amendments to the Network Act, network op-
erators and online service providers are required to notify
affected users immediately in the event of a personal data
breach and submit an initial report to the Korea Commu-
nications Commission or the Korea Internet & Security
Agency within 24 hours of detecting the incident. Under
the general PIPA framework, a report must be submitted
to the PIPC and data subjects informed no later than 72
hours after the breach is discovered. Article 44-7 of the
Information and Communications Network Act (ICNA)
prohibits the dissemination of unlawful information that
harms minors or infringes the rights of third parties,
granting the Korea Communications Commission the au-
thority to issue orders for its removal. Article 45 establish-
es obligations for information and communications ser-
vice providers to implement technical and administrative
measures to protect users’ personal information (Ander-
son et al., 2015). In 2024, amendments to the Network Act
strengthened measures against illegal spam, simplified the
certification process for the Information Security Man-
agement System (ISMS), and granted authorities the pow-
er to issue orders to rectify violations and impose fines
on non-compliant operators. The same year, the National
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Cybersecurity Strategy 2024 was adopted, explicitly iden-
tifying North Korea as a primary threat and emphasising
the zero-trust principle. The strategy introduces a classi-
fication of incidents by severity and obliges organisations
to report breaches within prescribed timeframes (South
Korea’s 2024 Cyber Strategy: A Primer, 2024).

The Chinese cybersecurity model is characterised by
a centralised regulatory approach to cyberspace, under-
pinned by a comprehensive legislative framework that
includes the Cybersecurity Law of the People’s Republic
of China (Creemers et al., 2018), the Law of the People’s
Republic of China No. 84 (2021), and the Personal Infor-
mation Protection Law of the People’s Republic of China
No. 91 (2021). The central coordinator of Chinas cyber-
security framework is the CAC, which holds extensive
authority over oversight, certification, and enforcement of
sanctions. The Chinese model imposes stringent data lo-
calisation requirements: operators of critical information
infrastructure must store personal data and “important
information” collected within the territory of the Peo-
ple’s Republic of China on servers located domestically.
Cross-border data transfers are permitted only after under-
going a state security assessment, creating additional barri-
ers and costs for international companies providing digital
services to Chinese users. These restrictions are directly
linked to the doctrine of “cyber sovereignty” enshrined
in the Cybersecurity Law, under which the state asserts
full sovereignty over its national cyberspace and uses data
flow regulation as a tool to protect national security and
establish domestic rules for the global digital order. The
Multi-Level Protection Scheme (MLPS 2.0) establishes a
graduated classification of information systems across five
levels of criticality, with corresponding requirements for
certification, technical protection, and regular inspections
(Regulations on the Management of Online Data..., 2021).
A comparative analysis of procedural and sanctioning
mechanisms in the cybersecurity legal frameworks of the
countries studied is summarised in Table 3. The compara-
tive analysis of procedural mechanisms in Table 3 reveals
fundamental differences in approaches to ensuring cyber-
security and their alignment with the maturity of legal
systems. The South Korean and Chinese systems are the
most structured, featuring clear procedural frameworks
with specific deadlines and enforcement mechanisms. The
Chinese model additionally relies on data localisation re-
quirements and the principle of cyber sovereignty, which
significantly affect the ability of international companies
to transfer user data abroad. The Japanese model is char-
acterised by greater flexibility and an emphasis on volun-
tary cooperation, reflecting a high level of trust between
the state and the private sector. Kazakhstan’s system exhib-
its the greatest fragmentation in procedural mechanisms,
with reporting deadlines limited solely to the sphere of
personal data and lacking comprehensive requirements for
CII. A pronounced disparity exists between the potential
scale of damage from cyber incidents and the sanctioning
mechanisms in Kazakhstan: the maximum administrative
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fine is only 15,200 USD, whereas in South Korea and Chi-
na, fines may reach millions of dollars or a percentage of a
company’s global turnover. This underscores the need for a

fundamental overhaul of approaches to deterring cyber-
crime and ensuring operator accountability for compliance
with cybersecurity requirements.

Table 3. Comparative analysis of procedural and sanctioning mechanisms in cybersecurity legal frameworks

= . Maximum L Personal data .
] Mandatory incident o - criminal penalty - Central coordinator/
5 P 5 administrative fine for R localisation Sources
<} notification period o for unauthorised R S regulator
e 9 access q
Arts. 19-1, 15 Law of the
Up to 2,000 monthly Information Security Republic of Kazakhstan
= 1 working dav to the calculation indices — Yes; storage Committee of the No. 94-V ZRK (2013);
2 Ministrgof %I)i ital approximately Imprisonment u restricted to Ministry of Digital Arts. 79, 641 Code of the
% Develo mgnt Inr?ovation 7.3 million KZT pto 7 vears P the territory of Development, Republic of Kazakhstan
8 | and Agos e Industr (= 15,200 USD) y the Republic of Innovation and No. 235-V KRK (2014);
> P Y for serious personal Kazakhstan Aerospace Industry + | Art. 205(4) Criminal Code of
data violations KZCERT the Republic of Kazakhstan
No. 226-V KRZ (2014)
Guidelines of the Personal
Information Protection
Up to 3 vears’ No: crossborder Cybersecurity Commission for the Act on
Preliminary notification: 100 million JPY irr? risor¥ment tran,sfers allowed Strategic the Protection of Personal
s 3-5 days; final ~ pris . Headquarters of the | Information (2022); Art. 832
= I (~ 660,000 USD) or afine of up with consent ] )
= notification: up to 30 for corporations to 1 million JPY and recipient Cabinet + Personal | Act of Japan No. 57 (2003);
days (= 6,600 USD) obliaations Information Protection Art. 11 Act of Japan
’ 9 Commission No. 128 (1999); Act of Japan
No. 104 (2014); Government
of Japan (n.d.)
Immediate to users; No general
© within 24 hourg to jche o Up to 5 years’ requirement; Arts. 64-2, 71 Act of
© | Korea Communications Up to 3% of global I :
5] - - imprisonment consent of the the Republic of Korea
N Commission / Korea turnover or 3 hillion ) . Korea Internet &
= | - S or a fine of 50 data subject and - No. 14080 (2016, amended
E] ntemet & Security KRW (= 2 million USD) million KRW specific contractual Security Agency / PIPC 2024); Act of the Republic
& | Agency (Network Act);  for serious violations | 35900 ysp) guarantees are of Korea No. 19234 (2023)
within 72 hours to the required
PIPA g
Regulations on the
Management of Online
Yes: for critical Data... (2021); Art. 40,
in%ormation 66 Personal Information
g Initi — - Up to 50 million 5-7 years’ infrastructure — Protectl’on Law o_f the
nitial notification within o L e People’s Republic of
=5 . .| CNY or 5% of annual imprisonment storage within - .
o | 8 hours; full report within . - - CAC China No. 91(2021);
c 5 working davs turnover for serious China and prior Art. 286 Criminal Law of
S g day (=7 million USD) cyberattacks state security h. People’s Republi
assessment for the eople s Republic
export of China (1979); Art. 37
P Cybersecurity Law of the
People’s Republic of China
(Creemers et al., 2018)

Note: maximum sanctions listed relate to the basic offence of “unauthorised access” and may increase under aggravating
circumstances. The Act on the Protection of Personal Information refers to the Japanese law on the protection of personal

information
Source: compiled by the authors

Functional analysis of incident response centres
highlights significant differences in operational capacity,
resource allocation, and overall effectiveness compared
with Kazakhstan’s KZ-CERT. Japan’s JPCERT/CC, estab-
lished in 1996, was the country’s first Computer Security
Incident Response Team (CSIRT) and effectively func-
tions as a national “CSIRT centre”. It coordinates inter-
action among network service providers, software devel-
opers, government agencies, and industry associations
and played a key role in forming the Asia Pacific Com-
puter Emergency Response Team (APCERT) network.
The organisation receives information on incidents and

malware from global partners, conducts technical and
threat analyses, rapidly disseminates relevant data to
stakeholders, and coordinates responses with nation-
al and international CSIRTs. JPCERT/CC operates as a
neutral and independent entity, free from governmental
control (Japan Computer Emergency Response Team Co-
ordination Center, n.d.). Its statistics demonstrate the ef-
fectiveness of Japan’s system: in 2023, the centre received
65,690 incident reports and handled 19,720 coordination
cases, reflecting a highquality filtering and response pro-
cess with a 30% handling rate (JPCERT Coordination
Center, 2024).
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South Korea’s KrCERT/CC (Korea Computer Emer-
gency Response Team Coordination Center), operating
under the Korea Internet & Security Agency (KISA), of-
fers a wide range of services. It provides consultation and
receives reports on vulnerabilities and incidents, issues
timely recommendations for vulnerability remediation
to the private sector, assists with inspections of personal
computers and Internet of Things (IoT) devices, supports
small and medium-sized enterprises, strengthens website
security, organises cyber training, and shares threat intel-
ligence with private companies and academic institutions
(Cho, 2022). KrCERT also monitors malware infections
on over four million Korean websites and employs an au-
tomated Cyber Threat Analysis System (C-TAS) for data
sharing. By comparison, Kazakhstan’s KZ-CERT holds na-
tional and governmental authority and is responsible for
every host or subnet connected to the Kazakh segment of
the Internet (Forum of Incident Response and Security
Teams, n.d.). However, it suffers from limited human and
financial resources, lacks its own earlywarning system, and
publishes insufficient information on incidents.

Recommendations for modernising
Kazakhstan’snational cybersecurity system

The results of the comparative analysis allow the identifi-
cation of key elements of successful cybersecurity systems
in East Asian countries and inform concrete recommen-
dations for Kazakhstan. All three countries demonstrate
the presence of comprehensive framework laws or inter-
connected legislative acts covering both cybersecurity and
personal data protection. Japan and China have enacted
separate statutes that define core principles and establish
coordinating authorities, whereas South Korea relies on
several specialised laws complemented by a national strat-
egy. The central role of a specialised coordinating body
is evident in the functioning of Japan’s NISC for strategic
planning and coordination, the Cybersecurity Council un-
der the President in South Korea, and CAC, all of which
have the authority to issue binding directives, conduct au-
dits, and allocate resources. Mandatory certification and
standardisation systems are characterised by differing ap-
proaches: South Korea has implemented compulsory ISMS
certification for network operators, China has introduced
the MLPS, and Japan sets standards for government sys-
tems. Based on these observed patterns and the identified
differences between national cybersecurity regulatory
models, the following priority directions are proposed for
modernising Kazakhstan’s system.

The foremost task in modernising the national cyber-
security system is the codification of legislation to eliminate
fragmented regulation and establish a unified legal frame-
work. By the end of 2026, it is advisable to draft and submit
to Parliament a single foundational law, On Cybersecurity,
which integrates provisions of the current Law of the Re-
public of Kazakhstan No. 418-V ZRK (2015) and Law of
the Republic of Kazakhstan No. 94-V ZRK (2013), supple-
mented with specific provisions on cyber-incident response
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procedures, interagency coordination mechanisms, and re-
quirements for operators of CII. The proposed legislation
should set clear deadlines for reporting different types of
incidents, specifically no more than 24 hours for CII and 72
hours for other sectors, alongside a graduated classification
system for incidents based on severity and corresponding
response procedures. The anticipated outcome of this cod-
ification is the creation of a unified legal framework that
addresses gaps and overlaps, enhances the predictability of
regulation, and simplifies compliance for economic actors.

A second critical area of modernisation is the establish-
ment of an effective institutional architecture to coordinate
the efforts of different agencies in the field of cybersecurity.
By mid-2026, it will be necessary to establish a National
Cybersecurity Headquarters within the Office of the Prime
Minister, with authority for strategic planning, coordinat-
ing the activities of all agencies in cybersecurity, approv-
ing mandatory standards for CII, and allocating budgetary
resources. The proposed structure should include repre-
sentatives from the MDDIAI, the Committee for National
Security, the Ministry of Internal Affairs, the Ministry of
Defence, and the private sector, thereby ensuring intera-
gency coordination and public-private partnership, follow-
ing the model of Japans NISC. Concurrently, KZ-CERT
should be reorganised into a fully-fledged national incident
response centre with expanded powers, an increased staff
of up to 100 specialists by 2028, and a budget sufficient to
implement early threat detection systems and automated
analysis. This approach would eliminate the duplication of
functions across agencies, increase the speed of response to
cyber incidents by 40%, and improve coordination between
the public and private sectors.

A third priority is the strengthening of sanctions mech-
anisms and the introduction of an objective system for
monitoring the effectiveness of law enforcement activities
in combating cybercrime. By 2027, amendments should be
made to the Criminal Code of the Republic of Kazakhstan
No. 226-V KRZ (2014), raising maximum penalties for cy-
bercrimes to levels commensurate with the potential losses
arising from such offences. The proposed amendments en-
visage the introduction of fines for organisations of up to
10,000 MCI or 3% of annual turnover, whichever is higher,
custodial sentences of up to seven years for basic offences,
and up to 12 years for aggravated offences involving CII,
thereby aligning Kazakhstan’s legislation more closely with
the standards of South Korea and China. Simultaneously, it
is necessary to establish mandatory KPIs for law enforce-
ment agencies, including a target of 50% for the proportion
of cybercrimes solved by 2028, an average time from detec-
tion to suspect apprehension of 30 days for internal affairs
cases, and a target of 60% for cases brought to a guilty ver-
dict by 2028. To achieve these targets, specialised cyber-po-
lice units should be established in each regional directorate
of the Ministry of Internal Affairs, staffed with a minimum
of 15 certified specialists who have completed internation-
al training in digital forensics. Implementing this package
of measures will enhance the preventive effect of criminal
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sanctions, increase the proportion of solved cybercrimes
from the current 36% to 50%, and strengthen citizen and
business confidence in the effectiveness of the law enforce-
ment system.

A fourth strategic priority is the systematic develop-
ment of human capital in cybersecurity, identified as the
weakest link in Kazakhstan’s system according to interna-
tional rankings. By 2027, the Ministry of Education and
Science should increase the number of cybersecurity and
related programmes to 25 undergraduate and 15 postgrad-
uate courses in leading national universities, representing
more than a twofold increase from the current level. In par-
allel with the expansion of formal education, it is advisable
to introduce a state programme for the training and cer-
tification of cybersecurity specialists, targeting 5,000 cer-
tified professionals by 2028. This would more than triple
the current number of approximately 1,500 specialists. To
support continuous professional development, a national
centre for advanced training should be established for civil
servants and employees of CII, with mandatory cyberse-
curity courses every two years. An additional incentive to
attract young talent to the cybersecurity field could be the
introduction of scholarship programmes for students in
relevant disciplines, with a compulsory service period of at
least three years in government bodies or at CII facilities.
Comprehensive implementation of these measures will en-
sure the labour market has sufficient qualified personnel,
reduce dependence on foreign consultants, and raise the
overall level of cybersecurity awareness across society.

The proposed measures can be applied by the MDDIAI
and the State Technical Service to draft a unified cyberse-
curity law and establish a centralised coordination centre.
Strengthening the training of investigators and specialised
cyber-police units will contribute to an increased rate of
accountability for cybercrime and enhance the overall ef-
fectiveness of law enforcement. The findings of this study
may also serve as a reference for private-sector entities in
developing corporate cybersecurity strategies and provide
a model for other Central Asian countries currently mod-
ernising their cybersecurity systems.

Discussion

The identified fragmentation of Kazakhstan’s cybersecuri-
ty legal framework is corroborated by global trends ana-
lysed by international researchers. A. Marotta & S. Mad-
nick (2025) examined over 170 cybersecurity regulations
across different world regions and identified inconsisten-
cies between national approaches to cyberspace govern-
ance. Their study revealed that organisations operating
in international environments face a complex web of in-
ternational, national, and local regulations, complicating
compliance due to variations in scope, stringency, and en-
forcement. These findings align with the situation in Ka-
zakhstan, where the absence of a single codified law and
the coexistence of multiple regulatory instruments of vary-
ing legal authority reflect similar challenges. Moreover, the
study demonstrates that regulatory fragmentation is not

limited to transitional economies but is also characteristic
of developed jurisdictions, indicating that this is a systemic
global challenge.

The observed rise in cyber incidents in Kazakhstan,
with an average annual growth rate of 14.5%, mirrors the
global escalation of cyber threats, as confirmed by Europe-
an studies. N. Vandezande (2024) analysed European Un-
ion statistics and found that the proportion of enterprises
affected by cyber incidents increased from 12% in 2018 to
22% in 2021, reflecting a similar trend in threat growth.
The research also recorded a 41% increase in ransomware
attacks in 2022 and a 48% rise in email-based attacks,
correlating with Kazakhstani data showing the predom-
inance of malware (66% of incidents) and phishing cam-
paigns (20% of incidents). R. Pellreddy (2025) highlights
the growing vulnerability of CII to cyber threats, corrob-
orating Kazakhstani data that identify the most frequently
targeted sectors: financial services, public administration,
telecommunications, and energy. D. Markopoulou & V. Pa-
pakonstantinou (2021) analysed the concept of CII in the
context of cyber threats and found that the increasing de-
pendence of CII on ICT for operational functionality cre-
ates complex challenges for both infrastructure operators
and policymakers. This convergence of findings indicates
that cybersecurity challenges are universal, irrespective of a
country’s level of economic development.

The low effectiveness of law enforcement in Kazakh-
stan, with only 36% of cases reaching prosecution, finds
parallels in studies of incident response systems in other
jurisdictions. S. Busetti & EM. Scanni (2025) examined the
operation of incident reporting systems in Italy and identi-
fied mixed outcomes in their effectiveness. The researchers
noted difficulties in detecting and reporting incidents due
to organisational capacity constraints, reluctance to report
breaches, and limited ability to respond to complex inci-
dents. At the same time, the study shows that even with
improvements in reporting system design, from NISI to
NIS2, the connection between incident reporting and the
learning process remains weak due to inertia at both cen-
tral and local levels. These conclusions align closely with
Kazakhstani challenges in pre-trial investigation, the insuf-
ficiency of specialised units, and difficulties in identifying
perpetrators and collecting digital evidence.

The statistically negative correlation identified between
governance quality indicators and the level of cybercrime
in Kazakhstan is supported by studies of corporate cyber-
security governance in other countries. W. Tan et al. (2025)
examined the relationship between corporate cybersecuri-
ty governance and the market value of Chinese companies,
finding that effective cybersecurity governance enhanc-
es trust among investors and suppliers through a reputa-
tion-building mechanism. The researchers noted that the
reputational effect is particularly pronounced in compa-
nies with non-myopic management, stronger protection of
trade secrets, and greater media attention to environmen-
tal, social, and corporate governance issues. These findings
underscore the importance of institutional quality not only
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at the state level but also within corporations to ensure ef-
fective cybersecurity. E. McCoy (2025) analysed the regu-
latory landscape of the financial sector in the United States
of America, the United Kingdom, and the European Union,
highlighting challenges arising from policy inconsistencies
across governance levels, which complicate the effective
regulation of cybersecurity.

A comparative analysis of the Kazakhstani system
against Asian practices revealed fundamental differences
in procedural mechanisms and institutional architecture,
corroborated by research on the evolution of regional cy-
bersecurity approaches. K. Komiyama (2025) examined
Japan’s proactive cyber defence reforms and identified the
complexities involved in transitioning from a traditionally
defensive stance to proactive cybersecurity strategies. The
Japanese experience illustrates the critical role of legislative
reform in expanding the authority of cybersecurity bodies
and establishing centralised coordination among multiple
government agencies. D.H. Kim & D.H. Park (2024) com-
pared South Korea’s PIPA with the European General Data
Protection Regulation and identified shortcomings in the
protection of fundamental rights within certain aspects
of Korean legislation, reflecting a broader challenge faced
by countries harmonising national laws with international
standards. J.A. Tagud et al. (2024) conducted a comparative
analysis of the cybersecurity landscape in Asian countries
and revealed disparities in cyber threat preparedness, not-
ing that the Philippines faces challenges similar to Kazakh-
stan, with moderate cyber vulnerabilities despite legislative
improvements.

The identified features of personal data localisation in
Kazakhstan contrast with research findings on the risks
of rigid localisation for effective cybersecurity. P. Swire et
al. (2024) analysed the impact of data localisation on the
techniques, tactics, and procedures of both cyber threat
actors and defenders, establishing that localisation require-
ments create obstacles to effective cyber defence. The re-
searchers found that halving the number of IP addresses
available to defenders more than doubles the time required
to detect new attacks, calling into question the effective-
ness of Kazakhstan’s approach to localisation without cor-
responding mechanisms for international coordination.
R. Su & D. Zhang (2025) examined the evolution of China’s
transnational data governance strategy, demonstrating that
China has developed a multi-level and flexible legal frame-
work that balances sovereign claims with selective open-
ness, reflecting a pragmatic response to domestic needs and
international pressures. This approach contrasts sharply
with Kazakhstan’s fragmented system, which lacks a clear
strategic orientation on data localisation.

The analysis of the diversity of national approaches to
cybersecurity regulation is supported by studies comparing
legal systems across different regions of the world. S. Lim
& J. Oh (2025) conducted a comprehensive comparative
analysis of privacy legislation in five major regions and
identified divergent approaches shaped by unique histor-
ical, political, and cultural contexts. They found that the
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European GDPR emphasises individual rights in response
to historical abuses of personal information, the California
Consumer Privacy Act (CCPA) prioritises consumer rights
within a self-regulatory framework, Chinas PIPL prioritis-
es national security, Japan’s APPI balances individual priva-
cy with societal norms, and South Korea’s PIPA combines
individual autonomy with a sense of communal responsi-
bility. O.M.T. Kam (2025) compared the European GDPR
with China’s PIPL, highlighting the importance of clearly
defining regulatory powers and noting that the ambiguous
authority of China’s CAC creates unpredictability in regu-
latory actions.

The institutional coordination challenges identified in
Kazakhstan are echoed in studies of other countries fac-
ing similar difficulties in organising effective cybersecu-
rity governance. C. Lotter (2025) analysed South African
legislation in comparison with Australian practices and
identified deficiencies in national measures without active
international coordination. The study highlighted three key
lessons from the Australian experience: the establishment
of a proactive federal expert group, the criminalisation of
ransom payments, and restrictions on the storage of sen-
sitive personal data. M.G. Ali (2025) examined cyberse-
curity management in higher education institutions and
emphasised the need for a comprehensive approach that
integrates policy, technology, and organisational culture, a
finding that aligns with Kazakhstan’s challenges regarding
the gap between knowledge and behaviour in cybersecuri-
ty. G. Kennedy et al. (2025) analysed recent developments
in the telecommunications sector in Asian countries and
highlighted proactive efforts to strengthen cybersecurity
regulation in critical sectors, contrasting with the relative
stagnation of Kazakhstan’s system.

The findings underscore the importance of adapting
international experience to national contexts and reveal
the particularities of developing cybersecurity systems in
countries with transitional economies. Observed patterns
demonstrate the role of institutional quality in effectively
ensuring cybersecurity and the necessity of a holistic ap-
proach to modernising national cyber defence systems.
Comparative analysis with international practices indicates
potential avenues for improving Kazakhstan’s system by
adopting successful elements from Asian models while re-
taining national regulatory specificities.

Conclusions

This study focused on a comprehensive analysis of Kazakh-
stan’s cybersecurity system through the lens of its legal and
regulatory landscape, institutional mechanisms, and em-
pirical performance indicators in comparison with leading
practices in East Asia. The multi-faceted analysis identified
systemic issues within the national cybersecurity frame-
work and highlighted key areas for modernisation based
on international experience. Legal examination of current
Kazakhstani legislation revealed a fragmented regulatory
system lacking a unified codified act, with the legal foun-
dation comprising two primary legislative acts that do not
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include specific provisions for cyber incidents or interagen-
cy coordination mechanisms. An analysis of empirical per-
formance indicators revealed a sustained increase in cyber
incidents, with an average annual growth rate of 14.5%, a
thirty-sixfold rise in registered cybercrimes between 2018
and 2021, and low enforcement effectiveness, with only
36% of registered cases resulting in convictions. A compar-
ative legal analysis of the cybersecurity systems in Japan,
South Korea, and China identified key elements of success-
ful national strategies, including the presence of compre-
hensive framework legislation, the operation of specialised
coordinating bodies, mandatory certification systems, and
a graduated approach to data protection.

A statistically significant negative correlation was ob-
served between governance quality indicators and levels
of cybercrime. Countries with low control-of-corruption
scores exhibited, on average, 40% higher cybercrime rates
compared with countries with positive scores, indicating
a direct relationship between institutional quality and the
effectiveness of cyber defence. The study also highlighted
fundamental differences in procedural mechanisms, sanc-
tioning measures, and institutional architecture between
Kazakhstan’s system and leading Asian cybersecurity prac-
tices, particularly regarding incident reporting timelines,
the magnitude of penalties, and the level of centralisation
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Abstract. This research aimed to assess the peculiarities of integrating the artificial intelligence technology into the
criminal justice systems of the Republic of Kazakhstan and Japan. The goal was accomplished through the use of such
data collection tools as comparative legal analysis, SWOT analysis, and case study. The comparative legal analysis
revealed that Japan has adopted a more internationally aligned data privacy regime, while Kazakhstan has created a state-
centred approach with data-localisation requirements. Based on the SWOT analysis, both countries are focused on video
surveillance as a part of their crime investigation and prevention strategy, with the Republic of Kazakhstan having 3.1
million cameras around the country, and Japan creating the database of 10 million visual profiles of potential offenders.
The cases of creating the video surveillance network in Kazakhstan largest cities of Almaty and Astana, as well as the Tokyo
Olympic preparations revealed that the use of artificial intelligence is helpful in detecting offenders and missing people
and is 50% more effective in crime prevention than traditional tools. Several recommendations were provided to facilitate
the integration of artificial intelligence into criminal investigation, including the enhancement of institutional and legal
frameworks, provision of an independent audit of the artificial intelligence deployment efforts, revision of existing technical
safeguards, cross-sector cooperation in the use of artificial intelligence-based solutions, and training of the criminal justice
system’s agents to use novel tools in a responsible and ethical manner. The findings can be used to enhance the effectiveness
and efliciency of integrating artificial intelligence into the national criminal justice system

Keywords: criminal justice; technology; integration; video surveillance; offender; missing person; deployment

Introduction

The use of artificial intelligence (AI) has become an inte-  involves a repertoire of tools that can boost the effective-
gral part of criminal investigation in countries around the  ness of the investigation process, enhance its efficiency, and
world, including Kazakhstan and Japan. The notion of AI ~ promote justice. Considering these potential benefits, the
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topic of using computational intelligence in criminal justice
is considered relevant, and has already been examined in
academic research.

E. Parkkavi & K. Yadharthana (2024) in their sys-
tematic review of literature asserted that the use of smart
technology tools has become a breakthrough in criminal
justice. The experts further admitted that AI might be used
to accomplish various tasks related to evidence processing,
predictive policing, and automated legal advice. Similar
idea was voiced by N.P. Thao (2023) who overviewed the
use of intelligent system tools by Vietnamese police. As
explained by the mentioned author, integration of Al has
become an effective way to solve criminal cases provided
that the nature of the technology is fully understood, and
the basic principles of using it are adhered.

Yu. Mulyana & S. Subarsyah (2024) confirmed the con-
nection between the use of cognitive computing and pros-
ecution effectiveness. According to Yu. Mulyana & S. Sub-
arsyah, prosecution’s effectiveness can be partly attributed
to the variety of Al-based tools, including facial recogni-
tion, natural language processing, and social network anal-
ysis. S.M.T. Situmeang et al. (2024) further stressed that
intelligent automation tools might be effective not only
in criminal investigation but also in crime prediction and
prevention. The researchers emphasised that Al algorithms
have become the foundation for predictive policing models
which are used to identify crime hotspots, allocate resourc-
es, and analyse large volumes of legal documents and evi-
dence in a relatively short time.

Benefits of using Al instruments in criminal investi-
gation were also discussed by other researchers, including
C.-E. Tolbaru (2025) whose mixed-methods methodo-
logical approach provided a holistic description of Al in
criminal justice. In contrast to the above-mentioned re-
searchers, C.-E. Tolbaru paid her attention to the growing
rates of cybercrimes that are becoming more sophisticat-
ed with the development of various digital tools. Consid-
ering the increased number of crimes involving the use
of cybercrimes, C.-E. Tolbaru argued that algorithmic
decision-making tools might be used to detect and pre-
vent illegal activities, as well as to ensure justice for all.
O. Alakayleh (2025) in his research acknowledged the
effectiveness of such smart technology instruments as
data and voice analysis, facial recognition, and video sur-
veillance. The cited researcher stressed that these analyt-
ical tools had proven their effectiveness in criminal case
management. K. Goswami & M. Murali (2024) analysed
a repertoire of cases where the use of computational in-
struments enhanced the effectiveness of crime investiga-
tion or prediction and prevention. One case involved the
use of PredPol, which is the system using historical crime
data to predict where crimes might occur. K. Goswami
& M. Murali further stressed that intelligent automation
utilised in a particular country, including American Chi-
cago’s Strategic Subject List (SSL), can be adapted to other
contexts, thus facilitating knowledge exchange regardless
of borders.
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In spite of the mentioned benefits, the use of AI-rooted
instruments in criminal investigation also involves some
challenges, as mentioned by I. Konini & I. Rokaj (2023).
The researchers stressed that Al algorithms rely on data,
which means that biased data might produce discrimina-
tory outcomes. Data security risks and algorithmic bias
were also emphasised by V. Tiwari et al. (2025) who ex-
amined the use of such smart technology tools as machine
learning, deep learning, and natural language processing.
The experts indicated the need to balance between the ac-
tive and responsible use of Al tools in criminal investiga-
tion. Ethical challenges of using AI were also examined by
M.A. Coltri et al. (2025) who analysed privacy concerns
and adherence to universally accepted standards as inal-
ienable elements of integrating Al into criminal investi-
gation. The researchers stressed algorithms resting on
biased data marginalises some population groups, which
might enhance social stress. M.M. Matic Boskovic (2024)
asserted that existing ethical challenges can be partly ad-
dressed at the state level, where Al regulation for criminal
justice is being introduced. As explained by M.M. Matic
Boskovic, such regulation aims at setting universal stand-
ards that can be used as a framework in solving criminal
cases that involve an interplay of factors.

Despite a large body of research, insufficient attention
has been paid to comparing strategies and approaches to
using Al in criminal investigation across national contexts.
Considering the detected gap, this research aimed to study
the integration of Al into criminal justice in the Republic
of Kazakhstan and Japan. This aim involves accomplish-
ing the following objectives: to compare the peculiarities
of integrating Al into criminal investigation in both coun-
tries; to detect challenges of using automated reasoning in
the selected countries; and to suggest strategies to address
the detected barriers to enhance the effectiveness of Al in
criminal investigation.

Materials and Methods

This research study utilised a combination of data col-
lection methods, including comparative legal analy-
sis, SWOT (strengths, weaknesses, opportunities, and
threats) analysis, and case study method. The compar-
ative legal analysis was utilised to gain an in-depth un-
derstanding of the legal provisions of integrating Al into
criminal investigation in the Republic of Kazakhstan and
Japan. The comparison involved the study of the following
documents: Act of Japan No. 57 “Act on the Protection
of Personal Information” (2003) (APPI) and the Law of
the Republic of Kazakhstan No. 94-V (2013). The selected
legislative documents were compared across the follow-
ing criteria: general scope and background, data subject
rights, consent and legal grounds, enforcement and over-
sight, international integration, and relevance for expert
systems in criminal investigations. The comparative le-
gal analysis also helped to detect the extent to which the
integration of Al into criminal justice is regulated at the
national level.
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SWOT analysis was further carried out to compare the
effectiveness and efficiency of integrating Al into criminal
investigation in Kazakhstan and Japan (Yadav et al., 2023;
Dolidze, 2024; Bachurin et al., 2025). The analysis involved
an examination and comparison in terms of internal, such
as strengths and weaknesses, as well as external — oppor-
tunities and threats - factors shaping the use of cognitive
computing tools in the national criminal investigation.
In addition to the mentioned data collection tools, the
research also utilised case studies illustrating specific in-
stances of integrating Al into the national criminal justice
system (Daubassova et al., 2025; Mabiev et al., 2025). The
following cases were taken into consideration: the launch
of Al-powered video monitoring in Astana and Almaty (Al
Facial Recognition..., 2024), the Kazakhstan-wide use of
AT cameras to detect fugitives as part of targeted operations
(Kazakhstan deploys Al..., 2024), Japan-wide facial anal-
ysis rollout by police launched in 2020 (Center for Al and

Digital Policy, 2020), and the use of predictive policing as
a part of the Tokyo Olympic preparation (Surveillance and
predictive..., 2025). The selected cases were analysed in
terms of the smart systems instruments used to investigate
and/or prevent crimes, progress achieved, and challenges
encountered. The obtained insights were used to develop
the recommendations to facilitate the integration, ethical
deployment, and effective use of Al-based tools in criminal
investigation, regardless of the national context.

Results

Considering a trend of integrating cognitive computing
tools into criminal investigation, neither country has a
specific law to regulate the process. Hence, the analysis
involved comparing Act of Japan No. 57 (2003) and Law
of the Republic of Kazakhstan No. 94-V (2013). The re-
sults obtained through comparative analysis are shown in
the Table 1.

Table 1. Comparative analysis of national laws regulating the integration of Al into criminal investigation

Kazakhstan - “On Personal Data and

Key practical differences/

and cross-border rules.

Some enforcement powers rest with
Prosecutor’s Office / Ministry.

Criterion Japan - APPI, with the 2021 amendments Thei . R
eir Protection implications
Governs collection/processing in
Nationwide data protection law for private Kazakhstan; defines biometric data Japan is DPA-led (regulatory;
General & (increasingly) public handling; PPC is and creates operator/owner roles; compliance/guidance heavy)y‘
scope and dedicated regulator; modernised in 2020/21 contains explicit state-oriented clauses Kazakhstan is more state-cent;ic
background to add pseudonymisation, breach reporting (local storage, authorised body).

with stronger territorial controls.

Data-subject
rights

Clear statutory rights: disclosure, correction,
cease-use/deletion, objection in certain
contexts; duties to notify purpose; breach
reporting rules to PPC.

Rights to access, change/supplement,

block/destruct; written consent model;

withdrawal of consent allowed except
where prohibited by law.

Rights exist in both, but APPI
includes more elaborate
administrative-DPA remedies
and guidance mechanisms;
Kazakhstan’s rights are tied tightly
to consent and state exceptions.

Consent &
legal grounds

Notification / purpose limitation required;
third-party transfers normally require consent
but APPI allows specific exceptions (public
interest, legal obligations, cooperation with
government); cross-border transfers now
regulated (consent or recognised equivalent
measures/adequacy).

Consent (usually written, including via
state/non-state services) is primary legal
basis; cross-border transfers/diffusion
require consent; data localisation
requirement (storage in Kazakhstan).

Japan provides more flexible/
extraterritorial transfer
mechanisms (and EU adequacy).
Kazakhstan emphasises territorial
control and written consent for
transfers.

Enforcement
& Oversight

PPC (independent commission) — can require
reporting, inspections, issue orders, revoke
accreditations; criminal/administrative
sanctions exist for certain wrongful acts and
for violating PPC orders (post-amendment
penalties are stiffer).

Statutory supervision named to
Prosecutor’s Office (supreme supervision)
and/or authorised central executive body

(Ministry for Digital Development) —
inspections, compliance checks; sectoral/
state review powers and criminal/
procedural enforcement by state bodies.

APPI uses a dedicated DPA model
and growing administrative
enforcement tools; Kazakhstan
relies more on general state
authorities and localised
enforcement.

International
integration

Japan has an EU adequacy decision and
explicit APPI mechanisms for cross-border
transfer (PPC can recognise equivalence;

businesses may adopt “equivalent
measures”).

Strong data localisation and transfers
generally subject to consent; no EU
adequacy; cross-border flows more

constrained.

Japan is integration-friendly
(adequacy, model clauses),
Kazakhstan is more restrictive
(localisation/consent).

Relevance for
Al'in criminal
investigation

APPI regulates personal data (applies to
Al when personal data are processed).
Law-enforcement uses are often handled
under separate rules/exceptions; PPC has
published reports/guidance (e.g., camera/
face recognition). APPI introduced rules on
pseudonymised/anonymised info relevant to
ML training and research.

The law expressly excludes intelligence/
operational/search activity from its scope;
biometric data explicitly recognised and
confidentiality required; state oversight
+ data localisation strongly shape law-
enforcement Al use, but no detailed
Al-specific criminal-justice rules in this
statute.

Note: DPA - Data Protection Authority; EU - European Union; PPC - Personal Information Protection Commission
Source: compiled by the author based on Act of Japan No. 57 (2003), Law of the Republic of Kazakhstan No. 94-V (2013),
H. Miyashita (2020), S. Akhmetova et al. (2025), K.K. Nurmukhambetova & Sh.A. Ismoilov (2025)
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The comparison shows that Japan's APPI represents
a mature, internationally aligned privacy regime, centred
on the PPC as an independent data-protection authori-
ty. It grants individuals broad rights, including access,
correction, deletion, and cessation of use, sets clear con-
ditions for consent and third-party transfers, and incor-
porates modern tools such as pseudonymisation, breach
reporting and cross-border transfer mechanisms backed
by Japan’s EU adequacy decision. This DPA-driven model
gives Japan a more flexible but also more structured envi-
ronment for Al developers and criminal-justice agencies
handling personal data, with the PPC issuing guidance on
emerging technologies like facial recognition.

By contrast, Kazakhstan’s Law on Personal Data and
Their Protection follows a state-centred, consent-driv-
en approach with strict data-localisation requirements,
limited international interoperability and supervisory

Cela et al.

powers vested in general state bodies rather than an inde-
pendent DPA. Although it recognises biometric data and
imposes confidentiality and consent rules, it explicitly
excludes intelligence and operational activities, meaning
law-enforcement Al systems sit largely outside the stat-
ute’s reach. As a result, Japans framework is better po-
sitioned to integrate privacy oversight into Al-integrat-
ed criminal justice tools, while Kazakhstans framework
gives the state more control but provides fewer Al-specific
safeguards at the statutory level. The contextual analysis
was rooted in the assumption that artificial intelligence
strategies and instruments emerge and evolve under the
impact of numerous factors. Similar, the integration of
artificial intelligence tools into criminal investigation in
Kazakhstan and Japan is shaped by a repertoire of inter-
nal and external factors, the key of which are reflected in
Table 2 below.

Table 2. Integration of Al tools into criminal investigation in Kazakhstan and Japan

Dimension Kazakhstan Japan
Ri?\pAK:t;onILOLaJLngAILZ?;b(liee(rjwt\:gjliizgubrx)enqleatrr]iie Strong personal data protection under APPI and oversight by Personal
S 7 S Information Protection Commission. Advanced predictive analytics
strengths authgntlca’tlon'system improves data accessibility (“Crime Nabi” and similar tools) for crime hotspot forecasting.
for |nvest.|g.at|ons. Stro.ng ;tate support through Integration with broader smart-city and tech innovation strategies.
digital modernisation programs.
Limited oversight and weak data-protection
frameworks risk misuse of biometric data. Relatively cautious pace of adoption slows potential benefits. High
Weaknesses Dependence on centralised databases increases operational costs for advanced Al systems. Integration challenges
vulnerability. Skills gap in Al use among law between Al tools and existing police workflows.
enforcement personnel.
Pu:i';éf{i':stigti r;;z:stzl';f;gesr:;zzgégﬁzizzcggécal Leadership role jn shaping globql Al governance s.tandards.
Opportunities align with.“DigitaI Kazakhstan” goals. Regional Collaboration with tech companies to refine explainable Al.
; . B - Opportunities for preventive policing and social trust-building through
cooperation with Central Asian neighbours on transparent systems
cybercrime/terrorism threats. ’
e e, | PUDICORCKBS gt et polig o suolance (s
Threats High cybersécurity risks to centralised biometrié if linked to discrimination. Legal liability for false positives could
; - - undermine trust in police. Overdependence on Al may reduce human
databases. Potential public backlash if wrongful judgment in investigations
identifications occur. ’

Note: APPI - Act on Protection of Personal Information

Source: created by the author of the study based on S. Yadav et al. (2023), T. Dolidze (2024), S. Bachurin et al. (2025),

Sh.S. Daubassova et al. (2025), Y. Mabiev et al. (2025)

The table demonstrates that both Kazakhstan and Japan
are actively integrating artificial intelligence into criminal
investigation, but their approaches reflect different insti-
tutional contexts. Kazakhstan has pursued rapid deploy-
ment of Al-enabled surveillance and centralised biometric
authentication as part of its broader digital modernisation
agenda. Al is used to monitor urban spaces, process facial
recognition, and link national databases for investigative
purposes. Japan, in contrast, has introduced AI more cau-
tiously, with projects focusing on predictive policing, crime
hotspot forecasting, and investigative support tools. While
both countries recognise AT’s potential to improve efficiency,
accelerate evidence analysis, and enhance crime prevention,
their speed of adoption and governance priorities diverge.

A key similarity lies in the emphasis on Al for sur-
veillance and predictive functions. Both countries use fa-
cial recognition and video analytics, while also exploring
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predictive systems to anticipate criminal activity. However,
Japan’s integration is shaped by the APPI, which establish-
es strict rules on sensitive data and cross-border transfers,
alongside oversight by the Personal Information Protection
Commission. Kazakhstan’s frameworks are less mature:
legal protections for biometric and personal data are de-
veloping, but oversight mechanisms remain weaker, raising
concerns about state overreach and civil liberties. This con-
trast highlights how legal infrastructure strongly influences
the risks and safeguards of AI adoption.

The lessons learned from these experiences suggest
that efficiency gains must be balanced with governance ca-
pacity. Kazakhstan illustrates the risks of deploying Al rap-
idly without robust data protection, as centralised biomet-
ric systems raise cybersecurity and human rights concerns.
Japan shows that a slower, regulation-driven approach
can help build public trust, but may delay innovation and



Artificial intelligence in criminal investigation...

increase costs. Taken together, the cases underline the im-
portance of transparent governance, independent oversight,
and clear accountability mechanisms when integrating Al
into criminal justice. For countries considering similar
adoption, blending Kazakhstan’s ambition with Japan’s reg-
ulatory safeguards could provide a more sustainable path.
The integration of machine learning tools into criminal
investigation across national contexts was also examined
through case studies, including the launch of AI-powered
video monitoring systems in two of Kazakhstan’s largest
cities — Astana and Almaty. The case involved installing
video cameras and connecting them to operational control
centres and police duty systems so to launch an integrated
surveillance system (AI Facial Recognition..., 2024). The
video cameras were mainly located at critical sites, such as
railway stations, airports, hotels, and shopping malls. The
described facial recognition system proved to be effective
as it helped to detain 46 wanted individuals in Astana and
30 in Almaty. Considering the progress achieved in specific
areas, it was decided to expand the national video surveil-
lance system. As of 2024, the system included 3.1 million
video cameras, 310,000 of which could be used for investi-
gation purposes, since they were connected to operational
control centres and police duty stations. The case further
suggested that despite sufficient effectiveness in crime in-
vestigation or prevention, the use of Al technologies still
has opponents voicing public concerns and drawing public
attention to the misuse of surveillance technology issues. A
deeper inspection of the case facilitated an understanding
of the peculiarities of integrating Al strategies into crimi-
nal investigation. It was discovered that rapid deployment
of tens of thousands of cameras and a unified biometric
backbone has improved efficiency for public safety, e-gov-
ernment and banking services, yet it also concentrates risk,
raising privacy, security and human-rights concerns. The
case suggests that secure technical design, involving pseu-
donymisation, encrypted tokens, and federated matching,
as well as legal guardrails, taking the form of purpose limi-
tation, retention rules, judicial approvals for sensitive uses,
must be mandated by policy rather than left to practice.
Another Kazakhstan-specific case involved deploying
AT cameras to detect fugitive criminals across the country
(Kazakhstan deploys Al..., 2024). The launch of the coun-
try-wide video surveillance system was preconditioned by
the fact that as of 2024, there were 9,000 people of wanted,
of which 2,200 were criminals and 2,000 were missing per-
sons. While reporting on the progress achieved, the Pros-
ecutor General of the Republic of Kazakhstan Berik Assy-
lov stressed that 53 fugitives had been detected since the
launch of the video surveillance system. The case suggests
that Kazakhstan’s pilot project adds an advanced comput-
er-vision and facial-recognition layer to existing closed-cir-
cuit television (CCTV) networks, enabling functions such
as tracking individuals even as their appearance changes,
detecting unattended objects, identifying vehicle make,
model and colour, and automatically recording incidents.
This initiative fits into a broader national strategy in which

the government, through the National Information Tech-
nologies Enterprise Corporation (NITEC) and BT'S Digital,
is building a centralised biometric authentication backbone
and expanding “smart-city” surveillance. Together, these
measures integrate thousands of cameras into central com-
mand centres and make it technically possible to match live
video feeds with biometric identifications (IDs) and link
them to public and private databases, greatly expanding the
scope and power of identity tracking across multiple sec-
tors. Kazakhstan’s deployment of Al-enabled CCTV and a
centralised biometric authentication system demonstrates
that rapid technological scale does not automatically en-
sure robust governance. While the system enables efficient
identification of fugitives and integration across public and
private sectors, it also concentrates risks related to privacy,
security, and potential misuse. Key lessons from the ana-
lysed case include the necessity of embedding strong legal
and institutional safeguards, such as independent oversight,
clear purpose limitations, retention rules, and judicial or
administrative approvals for sensitive uses, before scaling;
implementing technical privacy-by-design measures like
pseudonymisation, encryption, and federated matching;
ensuring operational transparency with published accura-
cy metrics and audit reports; and providing clear redress
mechanisms for misidentifications. The case highlights that
political support and rapid rollout can outpace civil-liber-
ties protections, making governance, transparency, and ac-
countability essential alongside technical deployment.

In Japan, the integration of Al technology into crim-
inal investigation has also become a common practice,
as illustrated by the country-wide facial analysis rollout
launched in 2020. Based on the Center for Al and Digital
Policy (2020) report, the country has succeeded in creat-
ing an extended video surveillance system whose database
contains 10 million images of criminal suspects. The sys-
tem was developed and implemented through cooperation
with major technology companies. For example, Nippon
Electric Company (NEC), Fujitsu, and Sony are leading
the development and deployment of facial recognition
systems in Japan. These systems are increasingly utilised
in public transportation, retail, and security applications.
For instance, Narita International Airport has implement-
ed facial recognition technology to streamline passenger
check-in and boarding processes. Similar to Kazakhstan,
the increasing frequency of using neural network tools for
investigation purposes has raised major concerns in Japan;
as stated by the Center for Al and Digital Policy, video sur-
veillance system is being criticised for its potential ability to
transform Japan into a surveillance society. To avoid such
a scenario, the National Police Agency ensures that the
collected data are only utilised for investigation purposes,
while facial images unrelated to cases are being discard-
ed. Japan’s experience with facial recognition technology
highlights the importance of balancing rapid technological
adoption with robust privacy and governance safeguards.
The country has deployed systems across law enforce-
ment, airports, transportation, and retail, driven by major
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technology companies such as NEC, Fujitsu, and Sony, and
supported by a growing market projected to reach USD 3.14
billion by 2035. Lessons learned from the analysed case in-
clude the necessity of clear legal frameworks like the APPI
and oversight by the PPC to regulate the collection and use
of biometric data, even as certain law-enforcement exemp-
tions exist. Japan demonstrates the value of public-private
collaboration for technological innovation, while also em-
phasising privacy-by-design, transparency, and data pro-
tection measures to maintain public trust and mitigate risks
of misuse, function creep, and bias in Al systems.

In addition to the mentioned cases, the study exam-
ined the use of predictive policing as a part of Tokyo Olym-
pic preparation (Surveillance and predictive..., 2025).
While getting ready for the Tokyo 2020 Olympics, Japan
implemented Al-driven predictive policing systems to en-
hance public safety and security. The Kanagawa Prefectural
Police pioneered this initiative by deploying an AI system
capable of analysing crime data to predict potential crim-
inal activities and identify high-risk areas. This system
utilised deep learning algorithms to process vast amounts
of data, including historical crime records and social me-
dia activity, to forecast criminal behaviour and optimise
police resource allocation. Simulations indicated that this
approach was over 50% more effective than traditional po-
licing methods in identifying high-risk areas. Furthermore,
facial recognition technologies were employed to monitor
crowds and identify potential threats during the Games;
and these technologies were integrated with existing sur-
veillance systems to provide real-time analysis and enhance
situational awareness. Japan’s use of Al-driven predictive
policing for the Tokyo Olympics demonstrates that while
such technologies can significantly improve law enforce-
ment efficiency by identifying high-risk areas, optimising
resource allocation, and integrating with facial recognition
to enhance real-time situational awareness; and they also
raise critical ethical and governance challenges. Lessons
learned include the importance of implementing robust
legal and oversight frameworks to protect privacy, ensure
data security, and mitigate algorithmic bias, as well as the
need for transparency and public engagement to maintain
trust. The case highlights that technological effectiveness
must be balanced with ethical safeguards, clear accounta-
bility, and careful management of citizen rights to ensure
that predictive policing delivers public-safety benefits with-
out compromising civil liberties.

Based on the experiences of Kazakhstan and Japan,
integrating deep learning into criminal investigations
presents significant opportunities for enhancing law en-
forcement effectiveness, but it also underscores the need
for careful attention to governance, legal frameworks,
and ethical safeguards. In Kazakhstan, the deployment of
Al-enabled CCTV systems and a centralised biometric au-
thentication backbone had allowed authorities to rapidly
identify fugitives and missing persons, link cross-sector
databases, and improved investigative efficiency (Al Fa-
cial Recognition..., 2024; Kazakhstan deploys AlI..., 2024).
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Similarly, Japan’s predictive policing systems, implemented
in preparation for the Tokyo Olympics, demonstrated that
algorithmic decision-making can improve resource alloca-
tion by forecasting high-risk areas and anticipating poten-
tial criminal activities, allowing law enforcement agencies
to act proactively rather than reactively (Center for Al and
Digital Policy, 2020; Surveillance and predictive..., 2025).
These cases collectively highlight that AI tools can provide
law enforcement with unprecedented situational aware-
ness, speed up investigative processes, and reduce reliance
on manual monitoring. However, they also reveal that the
rapid rollout of such technologies without accompanying
safeguards can result in serious privacy concerns, function
creep, and potential bias in algorithmic decision-making.

To ensure that automated reasoning is integrated re-
sponsibly and effectively, it is essential to strengthen both
legal and institutional frameworks. Clear statutory limits
should govern the collection, storage, and cross-sector use
of personal data, specifying retention periods and purposes
of use. In sensitive applications, such as real-time identi-
fication or predictive policing, approvals from judicial or
administrative authorities should be required to prevent
misuse or overreach. Independent oversight bodies should
monitor Al deployment and operations, conduct regular
audits, and evaluate algorithmic performance to detect er-
rors, false positives, and discriminatory patterns. Technical
safeguards are equally critical: pseudonymisation, encryp-
tion, and federated matching should be standard practices
to prevent unauthorised access, minimise risks associated
with centralised biometric databases, and reduce the likeli-
hood of misuse. By combining strong legal structures with
secure technical design, authorities can maximise the utility
of machine learning tools while protecting individual rights.

Operational transparency and public engagement are
additional elements that must be emphasised. Law enforce-
ment agencies should publish non-technical summaries ex-
plaining how Al systems are used, report accuracy metrics,
and provide accessible mechanisms for individuals to chal-
lenge or appeal misidentifications. Training programs for
police and investigative personnel should include ethical
guidelines, human oversight requirements, and accounta-
bility measures to ensure that cognitive computing com-
plements rather than replaces human judgment. Further-
more, pilot projects should be carefully designed with clear
evaluation criteria and sunset clauses, allowing authorities
to assess performance, identify potential risks, and refine
implementation strategies before wider deployment. Fol-
lowing these recommendations, Al can be integrated into
criminal investigations in a manner that enhances investi-
gative efficiency, strengthens public safety, and safeguards
democratic principles, balancing technological innovation
with privacy, fairness, and transparency.

Discussion

The key idea introduced in this research suggests that the
use of automated reasoning instruments enhances the effec-
tiveness of criminal investigation. This idea was examined
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in the context of installing video surveillance system in
Astana and Almaty due to which dozens of criminals and
missing people were detected. The expediency of integrat-
ing Al technologies into criminal investigation was also
confirmed in previous studies, including M.R.M. Elsho-
bake & A. Sakka (2024) who examined the use of deep
learning in a repertoire of criminal cases. The experts men-
tioned that the emerging technology has facilitated crimi-
nal investigation through expanded data storage capacity.
Al-based tools provide law enforcement agents with access
to large amounts of data whose instant processing facili-
tates decision making. The effectiveness of the emerging
technology was also confirmed by V. Shepitko et al. (2023)
who studied the opportunities of cognitive computing in-
struments in the investigation of war crimes committed by
the Russian Federation against Ukraine. As explained by
V. Shepitko et al., the technology can be used to promptly
collect and process evidence of war crimes and to subse-
quently enhance the effectiveness of criminal investigations
and law enforcement operations. Despite the detected simi-
larities, the work of V. Shepitko et al. is considerably difter-
ent from the present research in terms of its scope, which
is Ukraine, and focus that is war crimes investigation. The
detected differences should be considered when planning
the integration of previously accumulated knowledge into
boosting the effectiveness of the criminal investigation and
law enforcement systems.

This work also attributed the effectiveness of integrat-
ing the new technology into criminal investigation to the
variety of machine learning strategies. This variety was em-
phasised in the systematic review of literature and in the
analysis of Japanese and Kazakh surveillance systems that
help to collect and store both video and audio data. While
examining the Tokyo Olympic Preparation, this research
argued that the combination of deep learning approaches
was 50% more effective than the use of traditional crime in-
vestigation and prevention methods. The benefit of a mul-
ti-aspect portfolio of Al-grounded instruments was also
confirmed by previous studies, including H. Himanshi &
S. Thakur (2024) who focused their attention on facial rec-
ognition and predictive policing techniques. As explained
by H. Himanshi & S. Thakur, combining several intelli-
gent systems tools enhances the effectiveness of criminal
investigation; however, such combinations should be used
cautiously considering the instances of misuse in State v.
Loomis and other cases. Hence, the consistency between
this research and the work of H. Himanshi & S. Thakur is
evident in emphasising a balanced approach to combining
Al-based instruments in criminal investigation. Similarly,
C. Dement & M. Inglis (2024) conducted interviews with
23 justice professionals and concluded that a repertoire of
cognitive computing strategies, including large language
models (MLM), might be used to streamline the criminal
investigation and reporting process. The parallel between
this research study and the study of C. Dement & M. Inglis
was seen in the recommendation to utilise Al instruments
in line with accepted standards. However, the difference

was in the fact that this study mainly focused on video
surveillance, while C. Dement & M. Inglis took a deeper
look into MLM.

This research further argued that despite existing ad-
vantages, Al-based approaches cannot completely replace
traditional criminal investigation methods. This assump-
tion was, for example, tested in the context of Japanese
video surveillance system containing up to 10 million of
images of suspects. The analysis further revealed that in-
dividual images were processed manually and removed
from the database provided they were not relevant to the
case. The idea that machine learning tools cannot be used
instead of trained criminal investigation and law enforce-
ment actors was also found in earlier works, including
S. Matuliene et al. (2022). While using Ukrainian justice
system as a context, S. Matuliene et al. argued that though
deep learning instruments optimise the work of law en-
forcement agents, the latter possess the knowledge and ex-
perience required for unbiased decision making. Similar-
ly, B.L. Garrett & C. Rudin (2024) stressed the risk of bias
while using AI-grounded tools, which they described as the
“black box” AL The idea behind this notion is that AI-sup-
ported algorithms cannot be fully understood, while some
decisions based on these algorithms may be non-interpret-
able. Considering the detected deficiencies, B.L. Garrett
& C. Rudin suggested that cognitive computing decisions
should be cross-checked by competent law enforcement
agents. The suggestion is consistent with this work’s recom-
mendation regarding the provision of relevant training to
criminal investigation and law enforcement agents. An idea
that was detected throughout all of the above cited research
studies suggests that criminal investigation agents should
be encouraged to use smart technology tools responsibly.

As explained in this study, responsible use implies
compliance with major ethical standards, including the
ones of privacy, confidentiality, and impartiality. This
idea was, for example, examined in the context of Japa-
nese APPI setting clear conditions for consent, third-party
transfers, pseudonymisation, and other approaches to eth-
ical investigation and law enforcement. The adherence to
universal ethical requirements was also emphasised in the
recommendations to provide relevant training to criminal
investigation and law enforcement agents. The feasibility of
this recommendation was confirmed through the study of
previous research, including H.S. Flora et al. (2024) who
examined a repertoire of case studies in terms of ethi-
cal challenges in criminal investigation. As explained by
H.S. Flora et al., the key hindrances to ethical investigation
are associated with the algorithmic bias and lack of trans-
parency, which is consistent with the conclusions reached
in this study. The latter, for example, pointed out that ma-
chine learning instruments can be used for marginalisation
of specific population groups, which constitutes a ma-
jor challenge in criminal investigation. In addition to the
mentioned challenges, K. Mohsin & V. Sharma (2024) also
emphasised insufficient accountability as a hindrance to
ethical criminal investigation. The consistency between the
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study of K. Mohsin & V. Sharma and this research was noted
in the recommendation to regulate the cross-sector use of
data as a way to facilitate accountable investigation process.
The feasibility of regulating the cross-sector data sharing
was also confirmed by R.K. Bharati (2024) whose frame-
work emphasised regular audits of deep learning systems.
The author stressed that such audits enhance transparency
by ensuring the compliance of Al-supported investigation
with universal ethical standards. Furthermore, the signifi-
cance of ethics in criminal investigation was confirmed in
the work of V. Kumar (2024) who stressed the relationship
between compliance with universal standards and human
rights protection. The consistency was noticed in the fact
that similar to V. Kumar, this study sought to examine the
cases of integrating Al into criminal investigation through
the effects it might have on individuals and community.

Hence, consistencies noted between this study and
previous works confirmed the relevance of the topic and
approaches used to investigate it. In the contrast to the
above cited studies with a wider research focus, this re-
search focused on comparing the integration of Al-based
tools into criminal investigation of Japan and the Republic
of Kazakhstan. Considering this unique focus, it is possi-
ble to assert that this study has contributed to the current
discourse about the use of Al in criminal justice and law
enforcement.

Conclusions

The study confirmed that the integration of cognitive com-
puting tools can enhance the effectiveness and efficiency of
criminal investigation and law enforcement due to a rep-
ertoire of tools used to instantly collect and process large
data volumes. Although both the Republic of Kazakhstan
and Japan have made Al an integral part of their criminal
justice system, their approaches to accomplishing the goal
differ. The comparison of Japanese APPI and Kazakh law
“On Personal Data and Their Protection” revealed that Ja-
pan has created an internationally aligned data privacy re-
gime whose major provisions are safeguarded by the PPC
as an independent data-protection authority. In contrast,
Kazakhstan has designed a state-centered approach with
data-localisation requirements, which makes it challenging
to integrate the national criminal investigation system into
the global criminal justice domain.

The SWOT analysis also revealed the peculiarities of
integrating Al into the criminal investigation systems of
Kazakhstan and Japan. It was discovered that Kazakhstan
has focused on the rapid deployment of video surveillance
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and now has 3.1 million cameras installed across the coun-
try, of which 310,000 are used for investigation purposes.
Similar to Kazakhstan, Japan has also invested heavily in
launching the country-wide video surveillance system cur-
rently containing up to 10 million photo and video records
of potential criminals. Despite this similarity, Japan was
discovered to demonstrate a more cautious attitude toward
introducing Al-integrating solutions, focusing mainly on
predictive policing and crime hotspot forecasting. The case
of the Tokyo Olympic preparation revealed that the use of
smart solutions tools is 50% more effective in crime detec-
tion and prevention than traditional surveillance tools.

Nevertheless, it was discovered that the integration of
AT technologies into criminal justice involves addressing a
repertoire of challenges, including privacy, confidentiality,
transparency, and accountability concerns. Considering
the detected issues, the following strategies were recom-
mended: to enhance institutional and legal frameworks as
currently countries do not have specific laws regulating the
use of Al in criminal investigation; provide independent
oversight of Al deployment and operations through reg-
ular audits; revise existing technical safeguards; facilitate
cross-sector cooperation and ensure training of criminal
justice agents to ensure the ethical use of Al-based tools.
The research has several limitations, including a relative-
ly small sample of two countries selected for comparative
analysis. In future studies, this sample can be extended to
include Central Asian and European countries.
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Abstract. The aim of this study was to assess the conditions for applying algorithmic systems in the activities of law
enforcement and judicial oversight bodies in Singapore, in order to determine the boundaries of their admissibility with
regard to the guarantees of due process. The methodology was based on normative-analytical, risk-oriented, structural-
logical modelling, analytical synthesis, and case-study methods. It has been established that Artificial Intelligence
automates cognitive tasks (classification, prediction); however, the results of machine learning are probabilistic and
require regular quality testing and monitoring. In practice, Al analytics primarily generate “candidate” signals (anomalies,
risk rankings) that require independent confirmation. The evidentiary status of digital traces arises after the provenance
is recorded, and the integrity and verifiability of the materials are ensured. In financial crimes, technologies scale up both
investigations and prevention, but automation creates a “risk paradox”: errors in data or settings scale as rapidly as the
positive effects of the system. It was found that Singapore’s courts permit the use of Generative Artificial Intelligence only
as an ancillary tool, placing full responsibility on the user for the accuracy and correctness of the submitted materials.
The use of the Scam Analysis and Tactical Intervention System Plus enabled the triage of 7,200 monikers and the issuance
of 3,700 directions under the Online Criminal Harms Act. Concurrently, the implementation of the Automation of
Scam-fighting Tactics & Reaching Out ensured the automation of SMS alert dissemination, which helped prevent
losses amounting to $420.41 million. At the same time, judicial practice indicates that operational effectiveness is not
synonymous with evidentiary admissibility, as the authenticity of data requires a separate justification of the algorithmic
output’s reliability. To minimise procedural risks, it is advisable to apply standardised mechanisms for logging, model
version control, error documentation, and independent verification. The practical significance lies in the application of
the results by law enforcement agencies, prosecutors, courts, and the defence in Singapore when evaluating and using
algorithmic results in criminal proceedings

Keywords: reliability; algorithm; reproducibility; data; verification; triage

Introduction

Artificial Intelligence (AI) is used in criminal law en-
forcement as a tool for processing digital data, identify-
ing patterns in large volumes of information, supporting
cybercrime investigations, and applying biometric iden-
tification. In Singapore, such applications are developing
against a backdrop of high public sector digitalisation and
the establishment of national approaches to Al govern-
ance, which intensifies the requirements for procedural

safeguards in criminal proceedings. In this context, the
central issue is the legal-procedural admissibility of Al
decisions: the ability to ensure the verifiability and repro-
ducibility of results, the possibility of independent review
and appeal, as well as compliance with the principles of
proportionality and non-discrimination in cases where
potential errors can affect the scope of an individual’s
rights and freedoms.
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The academic literature presents a heterogeneous body
of knowledge concerning these challenges in the Singapo-
rean context. In the work of J.G. Allen et al. (2025), Sin-
gapore’s Al governance is conceptualised as a multi-level
regulatory architecture combining guiding principles, in-
stitutional mechanisms, and tools to enhance trust in AL
This helped outline criteria for assessing the legitimacy
of Al applications in criminal justice, particularly the rel-
evance of accountability, standardisation, and control for
law enforcement practices where the consequences of er-
rors carry heightened procedural significance. The research
by N.E-Z. Lim & K.S. Tan (2025) systematised the legal
environment for Al regulation in Singapore and demon-
strated how risk-oriented approaches are combined with
pro-innovation policies. This enabled the formulation
of criteria by which legal requirements for AI decisions
should be strengthened in high-risk domains (criminal
investigations and evidence analysis), serving as a norma-
tive basis for justifying the boundaries of permissible Al
use and control requirements. S.S. Lim & G. Chng (2024)
examined Singaporean Al-assurance practice through the
lens of verification tools and substantiated its role in ensur-
ing the transparency and manageability of Al systems. The
formalisation of checks and standardised assessment pro-
cedures can reduce technical uncertainty and increase trust
in system outputs. This provided grounds to link technical
“verifiability” with procedural requirements for evidentiary
information and to justify the need for independent evalua-
tion of Al-generated conclusions in criminal cases.

The evidentiary issues are addressed in the work of
D. Seng & S. Mason (2021), which examined the implica-
tions of using Al for generating evidentiary information
and assessing its reliability. The authors showed that for
“machine” conclusions, the ability to provide an explana-
tion, access to data on the system’s functioning, and proce-
dural controllability of error risks are critical. This laid the
foundation for countering the manipulation of digital ma-
terials, which has direct significance for modern 21%-cen-
tury forensic science. The socio-legal consequences of tech-
nological surveillance were documented by G. Beltrao et
al. (2025). The authors investigated the conditions of trust
in facial recognition systems within the context of mass
surveillance, demonstrating the dependence of such sys-
tems’ acceptability on perceptions of legitimacy and social
justifiability. This suggests that the application of biometric
tools for identification and suspect location must consid-
er public trust as a factor influencing the legitimacy of the
relevant practices. Using the digital tool TraceTogether as a
case study, research by T. Lee & H. Lee (2020) and H. Lee
& T. Lee (2022) analysed the mechanisms of normalising
surveillance and rationalising data use in public adminis-
tration. Although these studies are not exclusively focused
on Al, they demonstrate how digital infrastructures create
conditions for the cross-sectoral transfer of data into law
enforcement practices. This indicates that technological
solutions can alter the balance between efficiency and pri-
vacy guarantees.
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The work of A.A. Khan (2024) examined Singapore-
an approaches to combating cybercrime, emphasising the
growing role of digital traces and analytical tools in polic-
ing. The author’s conclusions are relevant for understand-
ing the operational needs and limitations of investigations,
as well as for posing the question of the conditions under
which analytical findings can be integrated into procedur-
al decisions without lowering standards of justification.
In a study by J. Chase et al. (2021), it was established that
the GRAND-VISION system can generate operationally
viable daily patrol deployment plans based on predicting
spatio-temporal demand, considering personnel and time
constraints. This demonstration of a real-world AI appli-
cation scenario within the Singapore Police outlined legal
risks for criminal law enforcement (dependency of deci-
sions on the quality of historical data and the potential re-
production of previous patrolling practices), necessitating
accountability and proportionality control. The compara-
tive perspective in the work of H. Alibasi¢ (2025) allowed
for an observation of how Singapore’s Al policy relates to
other jurisdictions and international influences. This pro-
vides a basis for determining which elements of governance
are context-dependent and which can be transferred in the
form of general standards.

The existing body of scientific literature describes Al
governance, issues of trust, and the risks of surveillance.
However, there is a lack of systematic comparison of these
aspects with the requirements of criminal procedure con-
cerning evidence and procedural fairness, particularly in
Singapore. Therefore, the aim of this study was to assess
the use of artificial intelligence in criminal investigations
in Singapore, specifically in evidence analysis. To achieve
this aim, the following tasks were set: to systematise the
areas of Al application relevant to criminal investigations,
to identify risks and potential benefits based on real-world
cases of digital technology application by law enforcement
in Singapore, and to formulate criteria for the responsible
use of Al systems.

Materials and Methods

This study integrated normative-analytical and risk-orient-
ed approaches, structural-logical modelling, analytical syn-
thesis, and case-study methods, applied to the analysis of
electronic and algorithmically generated data in the crim-
inal process of Singapore. The Singaporean context was
utilised as an illustrative example of the balance between
technological innovation and procedural safeguards, there-
by ensuring the practical orientation of the research. This
approach enabled the identification of key control vectors
and the translation of ethical principles into formalised pa-
rameters to ensure the contestability of outcomes in court.
The normative-analytical analysis method was employed
to examine approaches to regulating AI and Generative
AT (GenAlI) within Singapore’s legal framework across the
following dimensions: evidentiary admissibility, algorith-
mic transparency, and personal data protection. The anal-
ysis was conducted based on the framework document
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(guidelines) issued by the Personal Data Protection Com-
mission (2020) of Singapore, the proposed framework by the
Al Verify Foundation (2024), and a press release from the
Infocomm Media Development Authority (2024). The se-
lection of sources was determined by their complementari-
ty: they simultaneously provide a regulatory framework for
the responsible use of Al, a diagnostic assessment of the risks
of “hallucinations’, and global standards for AI assurance.

The structural-logical modelling method was used to
develop and describe the architecture of a criminal justice
ecosystem that links technological data processing with
the procedural outcome: data > processing > forensics,
through the chain “> procedural verification”. Two funda-
mental operational modes of the systems were described:
the alert-triage mode for identifying suspicious objects and
the operational-intervention mode for scaled response.
This allowed for a distinction to be made between the tech-
nical authenticity of a digital record and the reliability of its
algorithmic interpretation, yielding a quantitatively inter-
pretable result regarding operational efficiency and eviden-
tiary admissibility. Through analytical synthesis, manageri-
al controls (logging, version control, “human-in-the-loop”
verification) were systematically and methodically linked
with indicators of procedural reliability to formulate an
applied implementation framework. The Evidence Act of
the Republic of Singapore (1997) and the judicial guideline
Guide on the Use... (2024) were utilised. Furthermore, the
report from the Singapore Courts (2024) and the official
description of the technical capabilities of the government
agency, the Home Team Science and Technology Agency
(HTX) (2025), were analysed. The selection of these re-
sources was justified by their capacity to provide compa-
rable indicators of transparency and the investment-pro-
ject feasibility of solutions in digital justice. This approach
facilitated the development of an applied framework that
translates Al system outputs into a system of measurable
evidentiary indicators and data provenance verification
scenarios, thereby ensuring the legitimacy of technology
use in criminal proceedings.

To assess the real-world impact of technologies on in-
vestigations, a case-study method was applied to five key
technological systems. These systems are officially integrat-
ed into the operations of the Singapore Police Force (SPF)
and financial intelligence units, represent various automa-
tion modalities (AI/Machine Learning (ML), Robotic Pro-
cess Automation (RPA), video analytics, sensor systems),
and generate digital artefacts potentially relevant to the
evidentiary framework. The following were analysed: SA-
TIS+ (Commercial Affairs Department (CAD)/ Anti-Scam
Command (ASCom)): a platform for streamlining the de-
tection of elements that facilitate scams; Project Automa-
tion of Scam-fighting Tactics & Reaching Out (A.S.T.R.O.)
(CAD/ASCom): RPA automation for data exchange and
mass Short Message Service (SMS) alerts (Singapore Po-
lice Force, 2024a); and the Scam Analytics and Tactical
Intervention System (SATIS): AI/ML triage and disruption
of fraudulent web resources (SPF + partners) (Singapore

Police Force, 2024b). Also utilised were the detection of
stolen vehicles via Automated Number Plate Recognition
(ANPR) in the Next-Generation Fast Response Car (NG-
FRC), and Q-Crowd Counter (SPF + HTX): Al video an-
alytics for crowd counting from drones (Singapore Police
Force, 2024b). The technologies were analysed according to
three universal criteria for legal assessment: reproducibili-
ty, auditability, and explainability, with an additional exam-
ination of the output type (candidate signal vs. evidentiary
impact) and the presence of control artefacts (logs, ver-
sioning, data integrity, provenance/verification for GenAlI).
This was undertaken to operationalise the legal assessment
of algorithmic systems by identifying their digital artefacts
and the threshold of procedural guarantees depending on
the output’s status (signal or evidentiary impact).

The normative-analytical analysis method was em-
ployed to systematise the logic for evaluating electronic
data, which distinguishes between the technical admissibil-
ity of evidence in a case and algorithmically generated re-
sults in Singapore’s criminal process. This was based on the
trial court judgment Magistrate’s Appeal No. 9043 (2024)
and the appellate court judgment Court of Appeal
No. 42 (2025). The selection of these judgments was deter-
mined by the fact that, together (first instance and appeal),
they crystallise the doctrinal logic for evaluating electronic
data. For each source, the object of regulation/context, key
procedural function, minimum conditions for use in evi-
dence, and significance for AI/ML outputs were identified.
This enabled the determination of criteria for the proce-
dural admissibility of algorithmic results and the require-
ments for the explainability of the method by which they
were generated.

Based on the foregoing, a risk-oriented normative-an-
alytical approach was applied, aimed at formalising the
minimum procedural requirements for the use of algorith-
mic outputs in the criminal process of Singapore. To iden-
tify relevant risk categories, the official report in the case
of Originating Claim No. 125 (2025) was used as a meth-
odological guide, allowing for the modelling of potential
procedural consequences arising from the use of unverified
algorithmic materials. The selection of this specific case
was determined by its representativeness concerning the
consequences of submitting GenAlI-assisted materials con-
taining unverified or false citations. This facilitated a com-
parison of the identified risks with Singapore’s regulatory
and institutional benchmarks and the operationalisation of
the derived requirements into a list of control procedures
to ensure contestability, verifiability, and procedural good
faith. A limitation of this study is the reliance on open re-
ports and public descriptions of systems, which typically
do not include full technical model metrics, detailed vali-
dation protocols, or internal technical audits. Due to lim-
ited access to source code and proprietary algorithms, the
technical reliability of the systems was analysed primarily
through the lens of governance logic and the requirements
of procedural verifiability, rather than through a compre-
hensive set of empirical performance indicators.

Asian Journal of Criminal Justice and Forensic Studies Vol. 1, No. 1



Results

Architecture and applied use of algorithmic systems

in criminal law enforcement

Al automates cognitive tasks (classification, prediction,
pattern detection), and ML, as a subset of A, derives rules
from data; consequently, its results are probabilistic and ne-
cessitate quality testing, drift monitoring, and documenta-
tion of limitations. For legal assessment, the key factors are
not technology “labels”, but the reproducibility, auditability,
and explainability of outcomes. Although RPA is determin-
istic, its scalability also requires logging, access control, and
error management. GenAl generates novel content and
carries specific risks (hallucinations, provenance issues);
therefore, in criminal investigations, it should be used only
in a supporting capacity and with enhanced verification
(Personal Data Protection Commission, 2020). In practice,
Al-driven analytics produce “candidate” signals (anoma-
lies, risk rankings, potential links) that require independent
confirmation. When an algorithmic result is used as evi-
dence or influences an evidentiary construct, the require-
ments for verifiability/reproducibility, explainability, error
characterisation, and procedural audit (versions, logs, data
integrity) are heightened (Personal Data Protection Com-
mission, 2020).

For GenAl, additional critical requirements are estab-
lished, including enhanced verification of materials prior
to submission to court, the prevention of misleading the
court, and an emphasis on ensuring provenance, transpar-
ency, and incident management as necessary conditions
for building a trustworthy ecosystem (Al Verify Founda-
tion, 2024). The implementation of these standards entails:
enhanced verification - the user’s obligation to personally
verify each output for factual errors and “hallucinations’,
as the probabilistic nature of the technology does not guar-
antee automatic accuracy; procedural good faith - the
mandatory disclosure of Al application and a guarantee
that the generated content is not presented as authentic pri-
mary data, to avoid misleading the court; provenance and
transparency - the implementation of methods to identify
content sources (digital watermarks, metadata), allowing
for traceability of the method and conditions of material
creation; incident management - the existence of clear pro-
tocols for responding to instances where the system pro-
duces incorrect or harmful results, which is a prerequisite
for the stability of the legal framework (Infocomm Media
Development Authority, 2024).

In the criminal justice context of Singapore, the ap-
plication of Al and analytics is best described as a chain:
“data > processing > forensics - procedural verification”
The SPF should be regarded as the primary operator with-
in the system: the police initiate the collection/processing
of large (streaming) datasets, utilise analytics to support
operational decisions, and generate primary digital arte-
facts — records, event logs, automated calculations, alerts,
and other machine-generated results (Singapore Police
Force, 2024a). From an evidentiary perspective, the very
fact of technological advancement increases the volume
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and significance of digital traces in a case, but does not au-
tomatically render them evidence. Their procedural status
only emerges after proper documentation of provenance,
ensuring integrity, and enabling verifiability - following
the “translation” of an operational product into evidentially
admissible material, which depends on subsequent links in
the chain (forensics/judicial standards).

Within Singapore’s criminal justice ecosystem, the Ev-
idence Act of the Republic of Singapore (1997) serves as
the fundamental regulator, transforming “raw” digital trac-
es into evidentially admissible material. Analysis of the Act
reveals three critical mechanisms in this transformation.
The Act establishes legal presumptions that streamline the
prosecution’s burden of proof. The court presumes that a
device or process which ordinarily produces an electronic
record was functioning correctly, unless proven otherwise.
This is crucial for automated recognition systems, as it
allows their primary records (photos/video) to be admit-
ted automatically without a technical audit of every single
camera on each occasion. For an AT’s operational output to
attain the status of evidence, it must undergo identification
and authentication procedures. According to the Evidence
Act of the Republic of Singapore (1997), the critical condi-
tions are: documenting provenance (clearly recording the
source of the record and the conditions of its acquisition),
ensuring integrity (demonstrating that the data was not
distorted during transmission or algorithmic processing),
and correctness of reproduction (confirming that the ma-
terial presented to the court is identical to the original ma-
chine record). The distinction between the admissibility of
a record and the reliability of its interpretation is the most
critical aspect of the Act concerning Al technologies. The
Evidence Act primarily addresses the question of admissi-
bility - the very fact of an electronic record’s “entry” into
a court case. The mere existence of a record (for example,
a “match” generated by a facial recognition system) and its
authenticity do not automatically imply the reliability of its
substantive conclusion. The Act only provides “procedur-
al entry”, whereas the reliability of interpretation (whether
this “match” is indeed accurate) requires separate justifica-
tion through the stability of the method and a description
of the algorithm’s error rates. The Evidence Act transforms
the operational output of an Al system into evidentiary
material through a rigorous “translation” procedure, where
the technical output is supplemented by event logs, meta-
data, and a description of the processing method. This
ensures that automated conclusions are not accepted by
the court unconditionally, but are subject to independent
verification and challenge (Evidence Act of the Republic of
Singapore, 1997).

The Commercial Affairs Department (CAD) is insti-
tutionally the most “natural” environment for analytics
and automation, as financial crimes and fraud typically
possess a networked and transactional structure (chains
of transfers, linked accounts/identifiers, digital com-
munication channels) where manual analysis becomes
a bottleneck. Therefore, the CAD logic of technological
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adoption reduces to two complementary modes: the ana-
lytical mode - data integration and advanced analytics to
identify patterns, connections, and prioritise subjects of in-
terest, where algorithmic results generally constitute “can-
didate” hypotheses (to be investigated further) rather than
final conclusions; and the operational-automated mode
(RPA/scaling interventions) — automating response/pre-
vention procedures, where the effect is achieved through
scale and speed (Magistrate’s Appeal No. 9043, 2024). This
implies that within CAD, technologies simultaneously en-
hance the investigative function (more quickly finding rel-
evant connections) and bolster the preventive/operational
function (scaling interventions). At the same time, this is
where the risk-paradox of automation is most evident: in-
correct configurations, data errors, or methodological limi-
tations scale just as rapidly as the positive effects. Hence the
practical demand for accountability: logging, reproducibil-
ity, and the ability to explain why the system highlighted a
particular object and what the margins of error are (Per-
sonal Data Protection Commission, 2020).

The HTX performs not merely a supporting role, but
a structural one: the agency ensures the design, imple-
mentation, support, and development of technological
solutions for the Home Team, including Al and analytical
capabilities. For the topic of evidence, the key point is not
that HTX “creates tools’, but that it determines the tech-
nical characteristics of the artefacts which subsequently
circulate in the criminal process: what exactly is logged,
how versions are recorded, how processing procedures are
described, whether auditing is possible, and how integrity
is ensured. Within the Digital & Information Forensics do-
main, (Home Team Science and Technology Agency, 2025)
transforms “raw” digital data into practically usable results
for institutional application. It is here that typical procedur-
al risks concentrate: version control of tools, reproducibil-
ity of procedures, data integrity control, documenting the

chain of processing, and methodological limitations. HTX
should be interpreted as a link that can either enhance ev-
identiary reliability (through standardisation and audit) or
create a “black box” if control mechanisms are insufficient
(Guide on the Use..., 2024).

The judicial system acts as a procedural filter; even
with active technological adoption by police/agencies, the
integration of results into the judicial framework is only
possible within the standards of fairness and verifiabili-
ty. On one hand, the digitalisation of court services and
procedures creates an environment where electronic ma-
terials are the norm. On the other hand, courts explicitly
delineate the boundaries for using Generative AI (GenAl):
it is permitted as an assistive tool, but the user bears re-
sponsibility for the accuracy, relevance, and correctness
of the submitted material; enhanced scrutiny is expected,
and misleading the court is unacceptable. Courts effective-
ly enshrine the principle that technology may support the
preparation of materials but cannot substitute procedur-
al safeguards (verification, transparency, accountability)
(Guide on the Use..., 2024). The institutional landscape of
Singapore’s criminal justice ecosystem appears as follows:
SPF/CAD generate demand and produce digital artefacts
(operational and analytical), HTX determines their tech-
nical quality and forensic suitability, and the Singapore
Courts set the threshold for procedural admissibility (par-
ticularly for GenAlI content). This multi-layered structure
explains why, in criminal investigations, the key factors
become not only the accuracy of the algorithm but also
the distribution of responsibility among institutions, the
auditability and reproducibility of the data processing
chain, and the possibility of procedural challenge and veri-
fication of results. Furthermore, this ensures a comparable
description of scenarios and establishes the conditions for
verifiability, reproducibility, and procedural accountabili-
ty, summarised in Table 1.

Table 1. Applied scenarios of Al/analytics utilisation in Singapore’s criminal investigations

Technology

Data (Input)

System Output

Characteristics

Risks/Vulnerabilities

Stolen Vehicle Detection
via ANPR in NGFRC (SPF)

Number plate images/
video feed + database
of “target” technical
specifications
(matching logic)

Automatic “number
match” alert » subsequent
procedural actions leading
to arrest and prosecution

for vehicle theft

Accelerated object
identification, reduced
reliance on random
“human” observation,
increased likelihood
of prompt apprehension

False positives (reading
errors, character ambiguity),
risk of “tunnel vision” after
the alert, reproducibility
issues (algorithm settings/
version, thresholds)

SATIS: AI/ML Triage
and “Disruption”
of Fraudulent Web
Resources (SPF +
partners)

Indicators/signals of
suspicious websites
(domains/content/
complaints/patterns)

Systematic triage/
assessment = swift
blocking/neutralisation,
outcomes reported as mass
“disruptions” of channels/
websites

Scaled preventative
response, reduced
time between resource
emergence and
intervention, prioritisation
of objects for investigative
actions

Risk of misclassification,
complexity in explaining
criteria, potential impact
on third-party rights,
evidentiary vulnerability
without validation/audit
protocols

SATIS+ (CAD/
ASCom): Platform for
“Streamlining” Detection
of Fraud-Facilitating
Elements

Online monikers,
phone numbers, bank
accounts, e-wallets/
virtual accounts, crypto
addresses

Triage » managerial/
legal actions; over 7,200
monikers triaged and over
3,700 directives issued
under the Online Criminal
Harms Act (OCHA)

Single collection point
for consolidating signals,
faster scaling of response

and linking entities

(account — account —

number — address)

False “linking”
of entities, automated error
propagation across sources,
opacity of triage rules
for third-party verification
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Continued Table 1

Technology

Data (Input)

System Output

Characteristics

Risks/Vulnerabilities

Project AST.R.O. (CAD/
ASCom): RPA Automation
for Data Exchange and
Mass SMS Alerts

Data from banks/
suspicious transactions/
accounts (information
exchange), lists of
potential victims,
information processing
and dissemination
workflows

Automated account

referrals + SMS alerts; 8,580

accounts and 777,170 SMS

sent to 55,609 individuals;

potential prevention of

losses amounting to $420.41

million

Drastic acceleration of
intervention, scalability
without proportional
increase in human
resources, “harm

prevention” effect through

early notification

Data quality risks (false
suspicions), automation/
routing errors, questions

regarding legal basis

for processing/sharing

and proportionality of
intervention

Q-Crowd Counter (SPF +

HTX): Al Video Analytics

for Crowd Counting from
Drones

Real-time video stream
from UAVs

Crowd size estimation for
situational management
during an event

Real-time environmental
analytics, enhanced

situational awareness, tool

for response planning

Risks of inaccurate
estimations in complex
conditions (angles/
occlusion), privacy
and proportionality of

surveillance

Note: UAV - Unmanned Aerial Vehicle

Source: compiled by the author based on Singapore Police Force (2024a; 2024b)

The application of Al/analytics in Singapore’s crim-
inal investigations is primarily implemented in two
functional modes: an alert-triage mode, where systems
generate signals about potentially relevant objects or re-
sources (ANPR/NGFRC, SATIS, SATIS+); and an oper-
ational-intervention mode, where automation supports
scalable response actions or harm prevention (Project
A.S.T.R.O,, blocking/neutralisation in SATIS) (Singapore
Police Force, 2024a; 2024b). Regardless of the specific
technology, the system “output” takes the form of a de-
cision-support suggestion or a management tool, rather
than self-sufficient evidence. Consequently, the proce-
dural relevance of such results depends on the ability to
document and verify their origin and the parameters of
their generation. Common vulnerabilities recur across
cases: risks of false positives/classifications, opacity of cri-
teria, errors in integration and entity “linking”, as well as
the amplification of consequences through automation.
Accordingly, to minimise procedural risks, standardised
mechanisms for logging, version control, documenting
thresholds/settings, describing errors, and ensuring in-
dependent verification are critical, taking into account
specific requirements of proportionality and privacy for
surveillance-based solutions (video analytics).

During the commissioning of the NGFRC, the ANPR
function in June 2024 facilitated the detection of a stolen
vehicle during patrol, leading to the arrest and subsequent
prosecution of the driver (Singapore Police Force, 2024b).
From an evidentiary perspective, the ANPR alert serves as
the basis for subsequent procedural actions, whereas the
potentially relevant evidentiary materials are the primary
number plate images/video, metadata (time, location, cam-
era/platform identifier), as well as event logs concerning
the generation of the “match” and subsequent actions (Ev-
idence Act of the Republic of Singapore, 1997). Procedur-
al admissibility here is determined not by the fact of the
“match” itself, but by the ability to reconstruct the chain:
input data > algorithmic operation > human verification/
decision > action, with the typical point of challenge being
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the reliability of identification (image quality, reading er-
rors, thresholds/version of the tool).

SATIS (Singapore Police Force, 2024b) is presented
as an AI/ML-based tool for triage and supporting meas-
ures to neutralise scam-related web resources. Within the
evidentiary framework, the most relevant are the primary
digital traces upon which the assessment is based (domain/
hosting attributes, content artefacts, records of reports/
complaints, technical logs), whereas the algorithmic triage
typically performs the function of analytical justification
for initiating actions. If triage is used to support actions
(blocking/disruption), its procedural role is contextual.
However, if it is used to confirm the “nature” of a resource,
the need arises to disclose the evaluation parameters, er-
rors, and validation procedures; otherwise, the result pos-
sesses limited verifiability as an electronic record (Evidence
Act of the Republic of Singapore, 1997).

SATIS+ (Singapore Police Force, 2024a) is described
as a platform to support the identification/neutralisation of
fraud-facilitating elements (online monikers, phone num-
bers, accounts, alternative payment instruments, and cryp-
to addresses). Procedurally relevant are the primary records
from sources substantiating the links between entities (in-
cluding documented traces concerning accounts/transac-
tions/identifiers), as well as a reproducible chain of data
provenance and the conditions of their processing. In con-
trast, the triage output is an analytical result, and the direc-
tive is an act of regulatory response, which may be relevant
for the chronology and grounds of intervention but does
not substitute for proving the elements of a criminal offence
with primary evidence (Evidence Act of the Republic of Sin-
gapore, 1997). The key procedural vulnerability of SATIS+
is associated with entity “linking”; therefore, the minimum
requirements for verification are documented sources
for each attribute, linking rules, and the ability to recon-
struct which specific data led to a particular link/directive.

Project A.S.T.R.O. (Singapore Police Force, 2024a)
utilises RPA to automate information-sharing, informa-
tion-processing, and the mass dissemination of SMS alerts.
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In criminal proceedings, such materials are significant for
confirming the fact, time, and sequence of actions per-
formed (message dispatch, script execution, information
exchanges). Potential evidentiary materials include mes-
sage dispatch/delivery logs, referral records, and internal
logs of automation script execution (Evidence Act of the
Republic of Singapore, 1997). Since RPA is rule-based, pro-
cedural verification focuses on reconstructing the rules and
execution logs (which rule was triggered, on what data, and
when), as well as on the legal bases for processing/sharing
and the proportionality of intervention; without this, scala-
bility complicates the individual verification of correctness.

Q-Crowd Counter (Singapore Police Force, 2024b) - is
an Al tool for real-time video data processing from UAVs,
used for estimating crowd size within the operational man-
agement of mass events. From an evidentiary perspective,
the automated estimation of the number of people has
limited independent significance, whereas the potentially
relevant evidence could be the primary video recording
(subject to metadata, integrity, and a documented chain of
custody) (Evidence Act of the Republic of Singapore, 1997).
If the count result is used in a case, it must be procedurally
linked to the primary video (with identification of the seg-
ment, time, processing parameters) and be subject to veri-
fication of the margin of error under the specific recording
conditions; otherwise, only the primary recording remains
suitable for verification.

The described cases indicate that Al/analytics and au-
tomation in Singapore are applied primarily for detection,
prioritisation, and rapid response. Their connection to
evidence is largely indirect: the algorithmic output forms
the basis for action and directs the line of inquiry, whereas
within the judicial framework, the primary digital records,
metadata/logs, and the chain of custody are determinative.

The more a party’s position relies on an algorithmic infer-
ence, the higher the requirements become for explainabili-
ty, logging, reproducibility, and the accessibility of materi-
als for independent verification and challenge. Empirically
(according to Singapore Police Force reports, 2024a;
2024b), the application of Al/analytics is concentrated in
two areas: operational detection and situational response
support (ANPR, video analytics) and scalable anti-scam/
financial analytics and automation. The evidentiary vec-
tor in these cases is typical - Al/analytics generates trig-
gers/leads/prioritisation, whereas the primary evidentiary
weight is carried by primary digital records (video, logs,
transactional and telecom data) along with a properly doc-
umented chain of custody. The ‘Al output” acquires proce-
dural significance only under conditions of its verifiability
and contestability. For electronically or machine-generat-
ed materials, the decisive factor is not merely the existence
of a record, but the substantiation of the reliability of its
interpretation, the context of its creation, the method/set-
tings, limitations, event logs, and the possibility of repro-
ducing the result.

Procedural relevance and normative regulation

of algorithmic results

To transition from the operational use of Al/analytics to
their procedural relevance, it is necessary to distinguish be-
tween the conditions for introducing an electronic record
into the evidentiary basis (authenticity/origin/correctness
of reproduction) and the conditions under which an in-
ference derived from this data can be considered reliable
for proving a specific fact. It is precisely this distinction,
between the admissibility of a record and the reliability of
its interpretation, that structures the normative and judicial
guidelines presented in Table 2.

Table 2. Normative and judicial guidelines for assessing electronic
and algorithmically generated data in Singapore’s criminal

Judicial
Guideline

Subject
of Regulation / Context

Key

Procedural Function

Significance
for Al/ML Outputs
and Algorithmic Results

Minimum Conditions
for Use in Evidence

Electronic records and data:

Defines the conditions

Evidence Act
(Cap. 97) (including
presumptions
regarding electronic
records) (Statute)

establishing authenticity,
origin, correctness of
reproduction/transmission,
presumptions regarding
the operation of the device
or the process of creating/
transmitting records

Provides procedural
mechanisms for introducing
electronic materials into
the evidentiary basis
(identification of electronic
record, authentication,
origin, correctness
of reproduction)

Proper documentation of the
record’s source, conditions
of acquisition/storage,
connection to the relevant
device/process, and the
possibility of reproduction/
verification within the
proceedings

for the admissibility and
authenticity of electronic
materials, but does not
automatically establish the
reliability of substantive
inferences drawn from
algorithmic data processing

SGHC 287 (2024)
(Case Law)
(First Instance)

Use of data from a wearable
device (smartwatch)
to corroborate factual
circumstances

Distinguishes between
the procedural admission/
identification of electronic
data and the assessment

of its suitability
to substantiate a specific
fact

Beyond confirming the
existence and origin of the
record, it is necessary to
substantiate the technical/
methodological suitability
of the data for the relevant
inference (conditions
of formation, limits
of applicability, margin
of error, stability)

Algorithmically generated
measurements/
classifications require
separate substantiation
of reliability as a basis for
factual conclusions
SGCA 21(2025)
(Case Law (Appeal))
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Continued Table 2

Judicial
Guideline

Subject
of Regulation / Context

Key
Procedural Function

Minimum Conditions
for Use in Evidence

Significance
for Al/ML Outputs
and Algorithmic Results

SGCA 21(2025)
(Case Law (Appeal))

General approach to
assessing electronic data in
evidence, using data from
a wearable device as an
example

Articulates a fundamental
distinction: the authenticity
of an electronic record
and the correctness of
its acquisition are not
equivalent to the reliability
of its interpretation for
proving a fact

For the evidentiary use of
an inference derived from
electronic/algorithmic data,
grounds for trusting the
method are necessary: an
explanation of how the
result was generated, its
limitations, potential errors,
reproducibility, and the

Establishes the requirement:
the greater the evidentiary
reliance on algorithmic
output (match/score/triage),
the greater must be the
transparency of parameters,
version control, logging, and
the possibility of verification

possibility of independent
verification/challenge

Source: compiled by the author based on Evidence Act of the Republic of Singapore (1997), Magistrate’s Appeal

No. 9043 (2024), Court of Appeal No. 42 (2025)

Table 2 summarises the two-tiered logic for evaluating
electronic and algorithmically generated data in Singapore’s
criminal procedure. At the statutory level, the Evidence Act
ensures the procedural ‘entry’ of electronic records into the
evidentiary basis through mechanisms of authentication,
presumptions regarding origin, and correctness of repro-
duction; that is, it primarily addresses the issues of identi-
fication and admissibility of the record. At the level of case
law Magistrate’s Appeal No. 9043 (2024), Court of Appeal
No. 42 (2025), the focus shifts to the substantive suita-
bility of the data for proving a specific fact: even with an
authentic electronic record, a party must substantiate the
reliability of the interpretation (the method of acquisition/
classification, conditions of application, margin of error,
limitations, and reproducibility), as well as ensure the pos-
sibility of independent verification and challenge. In prac-
tical terms, this means that AI/ML outputs (match/score/
triage) cannot function as self-sufficient evidence solely on
the basis of their documented existence: their evidentiary
weight depends on the transparency of parameters, version
control, logging, and the presentation of the method’s limi-
tations, enabling the court to assess not only the authentic-
ity of the material but also the soundness of the inference
drawn from it.

Al/analytics and automation are used in the law en-
forcement context primarily for operational support (detec-
tion, prioritisation, accelerating response times, processing
large datasets). However, in criminal procedure, such op-
erational effectiveness is not synonymous with evidentiary
admissibility. The approach under the GIL requires a sepa-
rate justification for the reliability of interpreting electronic/
algorithmic data to prove a fact. Technical risks encompass
false positive/ false negative results and the sensitivity of
system outputs to data quality and structure (images/video;
transactions; the evolution of criminal patterns over time).
For triage/scoring approaches, data drift is significant, ne-
cessitating regular testing, monitoring, and documentation
of application limitations. As public reports typically do not
contain error metrics or complete validation protocols, the
role of internal assurance procedures and the recording of
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parameters/versions becomes crucial (Personal Data Pro-
tection Commission, 2020). Governance risks arise from
the organisational environment in which systems oper-
ate: multi-user access, integration with external sources,
and updates to rules/scripts and configurations. For tools
generating alerts/triage/lists/directives/referrals, critical
elements include activity logging, change and version con-
trol, access differentiation, and traceability of incidents and
corrections (Personal Data Protection Commission, 2020).
In digital forensics, the governance component pertains to
the procedural discipline of seizing, processing, preserving,
and documenting digital artefacts, which determines the
reproducibility and verifiability of results (Home Team Sci-
ence and Technology Agency, 2025).

Legal/procedural risks materialise when an algorith-
mic outcome is used as a basis for establishing a fact. The
approach under the GIL emphasises that the authenticity
of an electronic record does not negate the need to prove
the reliability of its interpretation. In practical terms, this
entails three requirements: procedural rebuttability - the
opposing party’s ability to verify and contest the conclu-
sion; disclosure of information - the availability of param-
eters, logs, versions, and methodological boundaries; and
expert knowledge — the need for specialised knowledge
to explain to the court the possibilities and limitations of
the result. This is relevant for both ML/AI and rule-based
automation if it influences procedurally significant steps
(Evidence Act of the Republic of Singapore, 1997). Data
and privacy risks are associated with processing large vol-
umes of transactional, identification, and communication
data, and their exchange, which increases the likelihood
of unauthorised access, breaches, and function creep.
Within governance logic, this aligns with requirements
for data management, access control, data minimisation,
and accountability throughout the systemss lifecycle (Per-
sonal Data Protection Commission, 2020). Generative Al
risks lie in the potential to generate formally correct but
factually inaccurate content (including incorrect or fabri-
cated citations), which is procedurally sensitive in court
submissions. Guidelines for the responsible use of GenAl
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have been established by the Singapore Courts (Guide on
the Use..., 2024) and are encapsulated in the principle that
using GenAl does not absolve a party from responsibility
for the accuracy of filed materials and the duty of proper
verification prior to submission.

Case law further affirms the procedural significance
of this standard: in instances where GenAl-assisted docu-
ment preparation leads to the submission of unverified or
erroneous citations, this may result in procedural conse-
quences for the party or their representative. The broader
context of the digitalisation of court services does not alter
these requirements but rather underscores the necessity of
maintaining standards of honest submission of materials
in a digital environment (Singapore Courts, 2024). The
case of Originating Claim No. 125 (2025) serves as a key
judicial reference, crystallising the position of the Singa-
pore judiciary regarding the risks of generative artificial
intelligence “hallucinations” The court’s decision estab-
lishes a fundamental principle: technological assistance
does not negate individual procedural responsibility. The
court meticulously analysed the issue of the probabilistic
nature of GenAl tools, which are capable of generating
linguistically coherent but factually incorrect citations to
precedents. It was established in this case that submitting
documents with non-existent citations undermines the
duty of candour owed to the court. The legal authenticity
of a submission rests upon the verifiability of its sources,
not merely the formal persuasiveness of the text. A crit-
ical aspect of the ruling is the affirmation that the legal
counsel or party to the proceedings serves as the “final
filter”. The court emphasised that AI is not a legal entity
and cannot bear responsibility for errors; delegating le-
gal research to an algorithm without subsequent human
verification (human-in-the-loop) constitutes professional
negligence, and the use of Al is not considered a mitigat-
ing factor in the event of misleading the court. The case of
Originating Claim No. 125 (2025) established a clear list of
consequences for the improper use of GenAl: procedur-
al disqualification of materials (the court has the right to
disregard or strike out submissions containing unverified
data); financial penalties (imposing on a party the obliga-
tion to cover costs incurred by the court and the opposing
party due to the need to verify “fake” citations); and disci-
plinary oversight (referral to relevant regulatory bodies for
breaches of professional ethics standards). This precedent
elevates the Singapore Courts (2024) guidelines from the
realm of recommendation to that of mandatory require-
ment. This means that every statement prepared with the
assistance of AI must be traceable to a primary source ver-
ified by a human. Law firms and law enforcement agencies
are obliged to implement internal verification protocols
(cross-checking) before submitting any Al-assisted mate-
rials. The case of Originating Claim No. 125 (2025) stim-
ulates the requirement for open declaration of GenAl use
in procedural actions to enable proper risk assessment by
the court. This demands that system operators and legal
professionals ensure not only the technical functionality

of the tool but also complete transparency regarding the
method of verifying its outputs.

Therefore, it is advisable to ensure comprehensive log-
ging and audit trails (audit logs), including the recording
of user actions and system events (creation/export of re-
sults, views, configuration changes, integration exchang-
es). This facilitates, if necessary, the reconstruction of the
chain “data > algorithmic output > procedural decision/
action” and ensures the verifiability of the origin and in-
tegrity of materials. The implementation of version control
for models, rules, scripts, and configurations is necessary
to establish which specific version of the tool (including
thresholds and parameters) was operative at the time a par-
ticular match/triage/referral was generated, as well as who
made changes and when. Control points for human veri-
fication (human-in-the-loop) should be distinctly defined
for cases where algorithmic output may lead to significant
procedural consequences, accompanied by standardised
documentation of who performed the verification, based
on what data, and what decision was reached. To mitigate
the risks of technical degradation of results, it is advisable
to mandate regular quality testing, validity assurance, and
data drift monitoring, including the documentation of ap-
plication boundaries and typical errors. A coherent policy
on data governance, access controls, and security must be
established, particularly concerning data minimisation, re-
tention periods, incident response procedures, and require-
ments for inter-agency data exchange. These elements are
fundamental in determining the stability and evidentiary
admissibility of digital artefacts in subsequent proceedings.

In using GenAlI in legal work, it is advisable to pro-
ceed from the presumption that the tool is assistive, and
that responsibility for the content and correctness of sub-
missions remains entirely with the participant in the pro-
ceedings; therefore, any material prepared with the use of
GenAl must undergo mandatory verification of facts, ci-
tations, and references before submission to the court. In
practice, this should be supplemented by internal controls
that prevent the inclusion of unverified or erroneous ref-
erences to precedents or sources, as case law demonstrates
that submitting such materials may entail procedural con-
sequences for the party or their representative. Confiden-
tiality requires separate attention: inputting sensitive or
procedurally significant data into GenAlI tools is justified
only if there are clear guarantees regarding the processing
and storage of information, consistent with general data
management requirements and judicial guidelines on the
responsible use of GenAl. To ensure the procedural verifi-
ability of algorithmic outputs, it is recommended to retain
primary records and metadata (video/photo, transactional
data, telecom logs, system journals) along with document-
ed data provenance and the chain of custody/transmission.
Furthermore, it is necessary to document the description of
the method and the limits of application: what exactly the
system does, under which conditions the result is correct,
what typical errors and limitations are known, and how
these are accounted for in practical use.
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Discussion

The research findings demonstrated that within Singapore’s
law enforcement system, artificial intelligence is transform-
ing from a tool for automating routine tasks into a mul-
ti-layered architecture for operational triage and decision
support. The formation of functional modes (alert-triage
and operational-intervention) enables law enforcement
agencies to scale response measures, particularly in the
fight against fraud, where algorithmic systems ensure the
prioritisation of subjects of attention. This approach aligns
with the conclusions of N. Lettieri et al. (2023), who the-
oretically substantiated the human-machine collaboration
strategy as a means of overcoming AI’s “blind spots”, where
the algorithm acts as an analytical filter, while the final
procedural decision rests with the human. Concurrent-
ly, the emphasis on the need for independent verification
and contestability of algorithmic conclusions, identified in
this study, correlates with the concept of “contestable AI”
in the work of F. Maoro & M. Geierhos (2025), where the
transparency of semantic modelling is considered a key
condition for making informed decisions in criminal in-
telligence. The transformation of Al into a multi-layered
decision-support architecture confirms the shift towards a
human-machine strategy, where the effectiveness of scaling
response measures is combined with the critical necessity
of transparency and human control to ensure the contesta-
bility and validity of procedural conclusions.

Research by T. Greene et al. (2022) showed that a key
vulnerability of algorithmic risk assessment tools is their
predictive inconsistency, arising from model sensitivity to
the structure of input data. This confirms the “risk paradox”
of automation identified in the current study: incorrect
settings or data errors in systems such as ANPR or SATIS
scale as rapidly as the positive effect of their implementa-
tion. The authors also emphasised the risks of “tunnel vi-
sion” when using predictive systems, which corresponds
to the results of the analysis of Singaporean cases regard-
ing potential bias and the need to account for errors when
generating “match” signals. In this context, the conclusions
of A.S. Almasoud & J.A. Idowu (2024) regarding algorith-
mic fairness in predictive policing reinforce the thesis that
without regular monitoring of data drift and auditing of
model parameters, operational efficiency may conflict with
the principles of non-discrimination.

The work of T. Douglas et al. (2021) revealed that a fun-
damental condition for the effectiveness of algorithmic risk
assessment tools in criminal justice is not only the math-
ematical sophistication of the models but also the quality
and representativeness of the input data. The authors noted
that a deficit of reliable data leads to systemic errors that are
subsequently difficult to identify in “machine” conclusions.
This correlates with the current study’s findings on the
functioning of ANPR and SATIS systems (Singapore Police
Force, 2024b), where the “risk paradox” of automation was
identified: incorrect settings or methodological limitations
based on historical data scale as rapidly as the operation-
al benefit of the system. Parallels between these studies
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indicate that the identified problems of decision depend-
ence on data structure necessitate systemic audit and reg-
ular monitoring of data drift. Concurrently, R.A. Berk et
al. (2022) proposed methods for improving the fairness
of algorithmic assessments through conformal prediction,
which aligns with the current study’s conclusions on the
need to transition from probabilistic AI “candidate” sig-
nals to independent human confirmation of each result
(human-in-the-loop). The “risk paradox” of automation
necessitates systemic audit and data monitoring to prevent
the scaling of errors and guarantee algorithmic fairness.

Research by M.-P. Sandoval et al. (2024) and
S.M. Qureshi et al. (2024) demonstrated that systemic
threats from deepfakes to criminal justice arise from the
difficulty of identifying manipulations in multimodal data.
This correlates with the current study, which identified
specific risks of Generative Al (hallucinations, provenance
issues) that necessitate mandatory enhanced verification
of digital materials before their submission to court. The
authors also emphasised that the technical sophistication of
deepfakes can undermine trust in digital evidence overall,
which corresponds to the results of the analysis of Singapo-
rean guidelines: GenAlI technology may support the prepa-
ration of materials, but responsibility for their accuracy and
correctness invariably rests with the user. Parallels between
the results and the Singaporean case indicate that the use
of unverified algorithmic results or fabricated precedents
leads to real procedural consequences for parties and their
representatives. This further substantiates the need for the
evolution of the control system towards a model of institu-
tionally formalised oversight over the entire data process-
ing cycle, from the primary artefact to the court submis-
sion, as the sole condition for maintaining trust in digital
justice. Ensuring institutional control over the data lifecy-
cle, combined with the personal responsibility of the user,
is a critical prerequisite for the legitimate use of Generative
Al in criminal justice.

The findings established that, unlike purely operational
systems, the evidentiary framework in Singapore is based
on the structuring role of the HTX agency, which embeds
control elements directly into the technical architecture of
forensic instruments. The technical properties of artefacts
(logging standardisation, model version control, and doc-
umentation of the processing chain) are determined at the
design stage, enabling the transformation of “raw” digital
data into procedurally admissible materials with guaran-
teed integrity. This approach correlates with the conclusions
of D. Dunsin et al. (2024), who demonstrated that the inte-
gration of Al and ML in contemporary 21*-century digital
forensics requires new standards of transparency and inci-
dent audit to maintain trust in investigation outcomes. Fur-
thermore, the emphasis identified in this study on the ne-
cessity of content provenance traceability corresponds with
the position of J. Loovens & H. Tinmaz (2025), who noted
that amidst the growing threat from deepfakes, only system-
atic verification and transparency of processing methods
allow for the preservation of the evidentiary value of digital
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materials. The implementation of explainable Al and the
standardisation of forensic procedures enable the transfor-
mation of the algorithmic “black box” into a transparent ev-
identiary tool, ensuring the procedural reliability of justice.

The research by D. Purves (2022) documented that the
expansion of algorithmic policing carries ambiguous impli-
cations for the fairness of justice. On one hand, automation
allows for the processing of vast information arrays; on the
other hand, without robust accountability mechanisms, it
can exacerbate discriminatory practices. This corresponds
with the current study’s findings regarding the alert-triage
mode of operation of the SPF and CAD, where the scal-
ing of anti-scam interventions (as in the A.S.T.R.O. project
(Singapore Police Force, 2024a)) is accompanied by risks of
misclassification and potential impact on the rights of third
parties. The author also emphasised the need for transpar-
ency in selection criteria, which aligns with the require-
ments identified in the study for the explainability of algo-
rithmic outputs and access to event logs for independent
verification. Thus, the transformation of Al in Singapore
into a multi-level decision-support architecture allows for
the critical scaling of law enforcement measures; however,
its safety depends on the implementation of a “human-in-
the-loop” strategy and the prevention of the “risk paradox”
of automation through systematic audit and control of data
bias. The procedural reliability of algorithmic results is
achieved through the introduction of explainable AI and
institutional control over the complete data lifecycle, en-
abling the court to distinguish between the technical au-
thenticity of a digital record and the validity of its intellec-
tual interpretation.

Conclusions

The research findings established that RPA technologies,
despite their deterministic nature, require equally strict
logging and access control as Al, due to the risks of large-
scale error propagation. The Singapore Police Force (SPF)
acts as the primary operator of the ecosystem, initiating the
“data > processing” chain and producing primary digital
artefacts for investigations. The networked and transac-
tional nature of contemporary 21*-century financial crime
makes automation within CAD an indispensable tool for
overcoming the limitations of manual analysis. The logic of
technologisation in financial crime fighting units is based
on distinguishing between the analytical mode of hypoth-
esis generation and the operational-automated mode of
rapid interventions. The HTX agency performs a structur-
ing role, determining the technical properties of evidence
(model versions, logging parameters) already at the design
stage of law enforcement systems. Within the realm of dig-
ital forensics, HTX ensures the critical transformation of
“raw” data into procedurally admissible results, ready for
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judicial use. The judicial system functions as a “procedur-
al filter”, admitting technological results only on condition
that they meet standards of integrity and verifiability. Nor-
mative regulation (Evidence Act) provides only the “entry”
of electronic records into the evidentiary base, but does not
guarantee the reliability of substantive conclusions drawn
by algorithms. Judicial practice formulates the requirement
for the prosecution to substantiate the technical suitability
and stability of the data acquisition method, not merely the
fact of its existence.

The practical effectiveness of algorithmic solutions is
confirmed by the successful use of ANPR systems for re-
al-time detection of stolen vehicles and the large-scale ap-
plication of SATIS and SATIS+ tools, through which over
7,200 suspicious objects were triaged. At the same time,
judicial precedents, notably the case of Tajudin bin Gulam
Rasul and Mohamed Ghouse v. Suriaya bte Haja Mohideen,
demonstrate the real procedural risks of improper use of
generative Al, leading to the submission of unverified
materials and corresponding sanctions for the parties in-
volved. These examples underscore that high operational
effectiveness in Singapore is invariably accompanied by
strict requirements for the verification of each automated
inference. The contestability of an algorithmic inference in
criminal proceedings directly depends on the disclosure of
the system’s parameters, event logs, and the limits of the ap-
plied analytical methodology. “Human-in-the-loop” man-
dates the documentation of the verifier’s identity, the list
of data used by them, and the justification for the decision
made based on the Al To enable independent verification,
law enforcement agencies are obliged to preserve prima-
ry records and metadata alongside a detailed description
of the method of their processing. Future research should
usefully focus on developing standardised protocols for the
judicial audit of algorithmic results and improving mecha-
nisms for the traceability of digital material provenance to
ensure the contestability and reproducibility of evidence in
criminal justice, particularly in Singapore.
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Digital forensics in combating cryptocurrency-related crimes...

Introduction

With the increase in the volume of cryptocurrency transac-
tions globally, the number of crimes involving digital assets
is also growing. The challenges of investigating such crimes
are becoming increasingly relevant for law enforcement
agencies, as cryptocurrencies are used for money laun-
dering, terrorist financing and fraud. Countries that are
actively developing digital technologies and financial inno-
vations, such as the Republic of Korea and Kazakhstan, are
faced with the need to improve legal mechanisms and tech-
nical tools to combat cryptocurrency crime. This requires
the development of specialised approaches to the collection
and analysis of digital evidence, as well as the improvement
of international cooperation in the field of cryptocurrency
investigations.

The technological aspects of digital forensics have un-
dergone significant development thanks to the research of
N. Apsimet et al. (2024), who found a 40-60% increase in
the accuracy of processing digital traces when using artifi-
cial intelligence compared with traditional methods. Their
results confirmed the critical role of automated analysis of
network traffic in identifying the sources of cyber-attacks
and reducing human error in processing large data sets.
A practical contribution to the development of crypto-
currency forensics was made by A. Park et al. (2023), who
developed the first systematised three-phase methodology
for examining cryptocurrency wallets, capable of ensuring
effective investigation even in the absence of prior infor-
mation on addresses or private keys. Experimental testing
demonstrated a 35-50% reduction in the time required to
identify cryptocurrency assets and an increase in the reli-
ability of analytical results. Advances in automated fraud
detection were demonstrated by U. Agarwal et al. (2023),
whose system achieved the highest accuracy among exist-
ing solutions, at 97.5% when using a random forest algo-
rithm, processing more than 10,000 transactions per min-
ute with minimal false positives.

Structural problems in the sector were identified in
the studies of S. Dudani et al. (2023), who found that 87%
of academic works focus exclusively on Bitcoin, while the
analysis of alternative cryptocurrencies remains underde-
veloped. A review of 156 publications revealed critical gaps
in inter-agency coordination and a lag of 3-5 years in the
technological provision of forensic units compared with
the pace of development of cryptocurrency technologies.
The forensic features of specific categories of crime were
examined by S. Choi et al. (2024), who identified eleven
key scenarios of criminal activity in cryptocurrency Ponzi
schemes and established that 73% of victims are persons
over the age of 55 with limited knowledge of digital tech-
nologies. The results of their study showed that early de-
tection of indicators of Ponzi schemes can prevent losses
of up to 2.3 billion US dollars annually on a global scale.
The issue of online fraud in the context of national security
was addressed by A. Kaliyev (2024), who identified a crit-
ical correlation between the level of digital literacy in the
population and the effectiveness of countering cybercrime,

establishing that 65% of victims do not possess basic cyber
security skills. The author demonstrated that a systemic ap-
proach to personnel training can increase the clearance rate
of online crimes by 40-50% within five years.

The national context of the development of digital fo-
rensics in Kazakhstan has been studied by several research
groups from different methodological standpoints. The le-
gal foundations of coordination between public and private
actors engaged in forensic activity were substantiated by
Y. Alimkulov et al. (2023), whose findings formed the basis
for the draft Law “On Private Detective Activity in the Re-
public of Kazakhstan”. The state of development of the sec-
tor was assessed by Y. Saniyazova et al. (2024), who record-
ed a 15-fold increase in the number of cybercrimes over the
past five years alongside a decline in clearance rates to 23%,
due to a critical shortage of qualified experts and technical
equipment. The prospects for technological modernisation
of the criminal justice system were analysed by A. Abuo-
va et al. (2025), whose forecasts suggest a reduction in the
duration of criminal proceedings by 20-25% and an in-
crease in the accuracy of evidence analysis to 90% with the
implementation of a national platform for the management
of digital evidence using artificial intelligence. Despite the
broad range of existing studies, the practical implementa-
tion of cross-border cooperation between Kazakhstan and
South Korea in the field of cryptocurrency investigations
remains insufficiently explored.

The purpose of this study was to identify the specific
features of national approaches to the use of digital foren-
sics in the investigation of cryptocurrency-related crimes
in the Republic of Kazakhstan and the Republic of Korea.
The research objectives were as follows:

1. To examine the regulatory and legal foundations and
mechanisms that constitute the legal basis for the function-
ing of digital forensics in the field of cryptocurrency-relat-
ed crimes in both jurisdictions;

2. To analyse the practical approaches, institutional
capacities and results of the application of digital forensic
methods by the law enforcement agencies of kazakhstan
and the republic of korea in the investigation of cryptocur-
rency-related offences;

3. To systematise existing mechanisms of international
cooperation between the countries under study and to de-
termine the prospects for the development of bilateral co-
operation in countering cross-border cryptocurrency-re-
lated crime.

Materials and Methods

The methodological framework consisted of the interna-
tional standards of the Financial Action Task Force (2025)
(FATF) on the regulation of virtual asset service provid-
ers (VASP), in particular Recommendation 15 on new
technologies and the Updated Guidance for a Risk-Based
Approach to Virtual Assets and Virtual Asset Service Pro-
viders (Financial Action Task Force, 2021), which sets out
the definition of VASP as entities that conduct exchange
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between virtual assets and fiat currencies, transfer, safekeep-
ing or administration of virtual assets. This provided uni-
fied criteria for assessing national approaches to countering
cryptocurrency-related crime. The theoretical framework
was formed by the conceptual foundations of digital foren-
sics in the cryptocurrency sphere, based on comprehensive
analysis of blockchain data, including address clustering for
grouping wallets, heuristic algorithms for identifying be-
havioural patterns, analysis of time stamps and correlation
analysis for detecting links between different addresses and
services (Kubanova et al., 2025).

The comparative legal method was used to systemat-
ically compare the regulatory approaches of the Repub-
lic of Kazakhstan and the Republic of Korea through an
analysis of national legislative acts forming the legal ba-
sis for the functioning of digital forensics in the field of
virtual assets, including the Act of the Republic of Korea
No. 14839 (2017), the Law of the Republic of Kazakhstan
No. 193-VII ZRK (2023), and the Act of the Republic of
Korea No. 19563 (2024) as well as subordinate legislation
and regulatory documents governing special legal regimes,
in particular the Rules and Mechanisms of Cooperation of
Unbacked Digital Asset Exchanges with Second-Tier Banks
of the Republic of Kazakhstan issued by the AIFC - As-
tana International Financial Centre (2023), and regulatory
acts of the financial authorities of the Republic of Korea
issued by the FSC - Financial Services Commission of Ko-
rea (2023; 2024a; 2024b) and the KoFIU - Korea Financial
Intelligence Unit (n.d.). Structural and functional analysis
was used to identify interconnections between different
elements of national law enforcement systems, including
coordination between regulatory authorities, financial in-
telligence units and law enforcement structures in both ju-
risdictions, with a view to identifying the specific features
of organisational models for countering cryptocurren-
cy-related crime and assessing promising areas for bilateral
cooperation in this sphere.

Statistical analysis was applied to process quantitative
indicators of the effectiveness of law enforcement activ-
ities, using analytical reports from the international plat-
form Chainalysis (2024; 2025) on the volume of illegal
cryptocurrency transactions, data from the Agency of the
Republic of Kazakhstan for Financial Monitoring (2025a)
on the dismantling of money laundering structures oper-
ating through cryptocurrency in 2024, and statistics from
the State Revenue Committee... (2025) on the regulation
of digital mining, as well as statistical indicators of the ac-
tivities of the specialised investigative task force for cryp-
tocurrency-related crimes in the Republic of Korea for
2023-2024 from the Seoul Southern District Prosecutors’
Office (2024). The method of systematisation was used to
create structured tables of regulatory requirements and
mechanisms of international cooperation, which provided
a clear representation of complex regulatory constructs and
made it possible to identify a gradation from basic financial
monitoring standards to specialised supervisory regimes
for virtual assets. This facilitated systematic comparison of
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practices and the identification of specific features of na-
tional models for countering cryptocurrency-related crime.

The case-study method was used to examine instanc-
es in which national courts in the Republic of Kazakhstan
recognised digital evidence obtained through blockchain
analysis in criminal cases concerning the unlawful circu-
lation of digital assets. The materials for analysis were of-
ficial communications from the Agency of the Republic
of Kazakhstan for Financial Monitoring (2025b) on court
verdicts in cases of illegal cryptocurrency exchange in the
cities of Astana and Almaty for the period 2024-2025, and
an official communication from the Prosecutor’s Office of
Astana (2024) on the outcomes of court proceedings in
cases relating to cryptocurrency-related crimes. This meth-
od made it possible to identify the courts’ approaches to
assessing the admissibility and reliability of electronic evi-
dence in cases involving virtual assets and to establish prac-
tical evidential standards in cryptocurrency cases.

The international legal framework consisted of bilateral
treaties on extradition and mutual legal assistance between
Kazakhstan and the Republic of Korea concluded by the
Ministry of Foreign Affairs of the Republic of Korea (2003),
which establish a formal mechanism for the surrender of
offenders and the exchange of evidential information in
criminal matters. The analytical basis consisted of reports
from international organisations, including materials from
the INTERPOL (2023; 2024a; 2024b; 2025) HAECHI se-
ries of operations targeting online fraud and cryptocur-
rency scams, and the capacity-building programmes of the
OSCE - Organisation for Security and Co-operation in
Europe (2023; 2025) in the field of combating cybercrime,
which together provided a comprehensive understanding
of institutional mechanisms and practical outcomes of in-
ternational cooperation in countering cryptocurrency-re-
lated crime.

Results

The growth in the volume of cryptocurrency transactions
on a global scale is accompanied by a parallel increase in
criminal offences involving the use of digital assets. As of
2024, law enforcement agencies in various countries are
facing new challenges in investigating crimes in which
cryptocurrencies are used as an instrument for launder-
ing criminal proceeds, financing terrorism and conducting
fraudulent schemes. In the Republic of Korea, a specialised
investigative task force on cryptocurrency-related crimes,
in the course of its activities in 2024, initiated more than
30 criminal cases, brought charges against 41 individuals
and confiscated assets totalling 846 billion Korean won, of
which 564 billion were virtual assets (Seoul Southern Dis-
trict Prosecutors’ Office, 2024). In Kazakhstan, tax audits
conducted during 2024 revealed violations in the field of
cryptocurrency mining, which led to additional tax assess-
ments amounting to 4.9 billion tenge, and also established
cases of under-reporting income from the sale of crypto-
currency with additional assessments of personal income
tax totalling 4.3 billion tenge, demonstrating the scale of
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tax evasion in the cryptocurrency sector (State Revenue
Committee..., 2025). The effectiveness of combating such
offences directly depends on the capacity of law enforce-
ment systems to adapt to technological change and to im-
plement modern methods of digital forensics.

Regulatory and legal framework and the context of
the problem of digital forensics. The global growth of crime
in the field of cryptocurrencies is creating new challeng-
es for law enforcement agencies in national jurisdictions,
requiring the development of specialised methodological
approaches and institutional mechanisms. According to
analytical data from the specialised platform Chainaly-
sis (2024; 2025), the volume of detected illegal cryptocur-
rency transactions worldwide in 2024 amounted to 40.9 bil-
lion US dollars under current metrics for identifying illicit
addresses; however, taking into account historical trends in
retrospective recalculation, this figure may reach 51 billion
dollars after further identification of additional illicit ad-
dresses over the following year. For comparison, the initial
estimate for 2023 amounted to 24.2 billion dollars at the
time of publication of the preliminary report, but one year
later, after additional identification of illicit addresses, this
figure rose to 46.1 billion dollars, which demonstrates the
need to take account of methodological particularities in
the assessment of cryptocurrency-related crime. The share
of criminal operations in 2024 was 0.14% of the total vol-
ume of cryptocurrency transactions, reflecting a decrease
compared with 0.61% in 2023; however, this share is also
expected to increase after retrospective recalculation. These
statistical indicators confirm the need for the development
of specialised approaches to countering cryptocurrency-re-
lated crime at the national level. An additional challenge
in 2024 was the shift in the structure of cryptocurrency
assets used in criminal activity: stablecoins accounted for
63% of all illicit transactions, reflecting a broader eco-
system-wide trend towards increased use of stablecoins,
with the volume of operations involving them rising by
77% compared with the previous year (Chainalysis, 2025).

The dynamics of the development of cryptocurren-
cy-related crime demonstrate a trend towards the compli-
cation and diversification of criminal schemes, evolving
from early forms of investment fraud to complex multi-lay-
ered money laundering operations through decentralised
finance protocols and transaction mixing services. Tradi-
tional categories of cryptocurrency crime include theft from
centralised exchanges, fraudulent investment schemes and
pyramids, ransomware demanding payment in cryptocur-
rencies, drug trafficking and other illicit goods on darknet
platforms, as well as the use of crypto-assets to finance ter-
rorism and circumvent international sanctions. Alongside
traditional forms of criminality, new forms of offences spe-
cific to the decentralised financial ecosystem are emerging,
including manipulation of decentralised exchanges, fraud
involving non-fungible tokens, abuses within decentral-
ised autonomous organisations and the exploitation of
smart contract vulnerabilities for the unlawful appropri-
ation of assets. This evolution of criminality requires law

enforcement agencies to continuously adapt to new forms
of criminalisation of the digital space and to develop appro-
priate methodological tools for counteraction.

The response to these challenges is the development of
digital forensics in the field of cryptocurrencies, an inter-
disciplinary domain that integrates methods from informa-
tion security, cryptography, financial analysis and criminal
procedure law in order to identify, document and interpret
electronic traces of criminal activity in blockchain ecosys-
tems. The methodology of digital forensics in the cryp-
tocurrency sphere is based on comprehensive analysis of
blockchain data, including address clustering to group wal-
lets belonging to a single user, heuristic algorithms to iden-
tify behavioural patterns, time-stamp analysis to establish
the sequence of events and correlation analysis to detect
links between different addresses and services (Kubano-
va et al., 2025). The technical basis of these methods con-
sists of specialised tools such as Chainalysis Reactor, Elliptic
Investigator and CipherTrace Inspector, which enable law
enforcement agencies to visualise cryptocurrency flows,
identify high-risk addresses and services, and automate
the tracking of funds through complex money-laundering
schemes. The practical application of these methodological
approaches depends to a large extent on the existence of
an appropriate regulatory and legal framework and institu-
tional mechanisms in national jurisdictions.

In the context of creating such a legal framework, the
Republic of Kazakhstan, in response to the development of
the crypto industry and the potential risks of money laun-
dering, adopted the comprehensive Law of the Republic of
Kazakhstan No. 193-VII ZRK (2023), which entered into
force on 1 April 2023 and created the legal basis for regu-
lating all aspects of activity in the field of virtual assets. For
the first time at the national level, this legislative act defined
the concept of a digital asset as a digital expression of val-
ue or contractual rights that can be transferred and stored
in electronic form using distributed ledger technology or
similar technology. Structurally, the Law establishes a dis-
tinction between backed digital assets, which comply with
established regulatory requirements and are backed by real
assets or issued on licensed platforms, and unbacked digital
assets, which encompass all other virtual assets.

The institutional mechanism for implementing Ka-
zakhstan’s legislation provides for the creation of a system
of inter-agency coordination under the leadership of an au-
thorised body that is responsible for licensing activity in the
field of digital mining and monitoring compliance with the
legislation. In accordance with Article 4 of the Law of the
Republic of Kazakhstan No. 193-VII ZRK (2023), the au-
thorised body carries out state control in the field of digital
assets, including supervision of compliance by entities en-
gaged in the issuance and circulation of digital assets with
legislation in the sphere of anti-money laundering (AML)
and countering the financing of terrorism. In addition, the
legislation creates a special legal regime within the Astana
International Financial Centre (2023), where licensed cryp-
tocurrency exchanges operate under the supervision of the
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Astana Financial Services Authority (AFSA), providing an
additional level of control and oversight over the activities
of market participants. The practical implementation of
the regulatory model provides for mandatory licensing of
mining activity, the use exclusively of accredited national
mining pools, the obligation to sell part of mined crypto-
currency via Kazakhstani exchanges in the amount of 50%
in 2024 with a subsequent increase to 75% from 2025, and
the payment of tax at a rate of 15% on income (Crypto li-
cense in Kazakhstan, n.d.; Greshnikov, 2025).

In contrast to the Kazakhstani approach, the Republic
of Korea has developed a phased approach to regulating the
cryptocurrency market, characterised by systematic and
consistent implementation of regulatory measures. The
first stage was the reform in March 2021 of the Act of the
Republic of Korea No. 14839 (2017), as amended in 2024,
which introduced mandatory registration of VASP with the
financial regulator and implemented the Financial Action
Task Force travel rule for the transmission of information
on the sender and recipient in cryptocurrency transfers
exceeding 1 million won in order to prevent money laun-
dering (Financial Services Commission of Korea, 2024a).
As a result of these measures, more than 60 small crypto-
currency exchanges that failed to meet the enhanced com-
pliance requirements, including mandatory partnerships
with banks for the safekeeping of clients’ fiat deposits, were
closed, leading to market concentration around a small
number of large licensed platforms with the corresponding
supervisory and control infrastructure.

The current culmination of the development of the reg-
ulatory system was the adoption on 18 July 2023 by the Na-
tional Assembly of the Republic of Korea of the Act of the
Republic of Korea No. 19563 (2024), which consolidated
provisions from 19 different bills and entered into force on
19 July 2024 after a one-year transition period for industry
adaptation. This legislative act establishes a comprehensive
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supervisory regime aimed at ensuring user protection and
creating an orderly virtual asset market through four key
regulatory blocks: measures to protect client assets, prohi-
bitions and sanctions against unfair trading, the granting
of supervisory and sanctioning powers to financial regu-
lators in respect of VASP, and mechanisms for cooperation
between financial regulators and law enforcement agencies
in investigating crimes on the virtual asset market. The
regulatory component of the Act obliges VASP to ensure
the segregation of clients’ fiat funds and cryptocurrencies
in banking institutions, to accrue interest for users on fiat
deposits, and to maintain full (100%) reserves of crypto-
currencies belonging to clients (Financial Services Com-
mission of Korea, 2024a).

The sanctions component of Korean legislation in-
cludes a wide range of supervisory and enforcement mech-
anisms that ensure effective law enforcement in the field of
virtual assets. The Financial Supervisory Service (FSS) has
been granted the right to conduct inspections and audits
of compliance with user protection requirements, while
the FSC ssion may impose administrative penalties, in-
cluding orders to remedy violations, fines of up to 5 billion
won for corporations, suspension of activities and revoca-
tion of registration (Financial Services Commission of Ko-
rea, 2024b). Criminal liability of up to five years’ imprison-
ment is provided for in cases of systematic or particularly
serious offences. Both jurisdictions, despite different em-
phases in their regulatory approaches, adhere to interna-
tional Financial Action Task Force standards and imple-
ment regulatory mechanisms to ensure the transparency
of cryptocurrency operations, recognising the necessity
of coordinating global efforts to combat cybercrime and
cryptocurrency-related offences (Kubanova et al., 2025).
The systematisation of regulatory requirements that con-
stitute the legal basis for digital forensics in both countries
is presented in Table 1.

Table 1. Regulatory requirements directly strengthening digital forensics

since 19.07.2024) + drafts/detailed
rules of the FSC

the FSS of indicators of market manipulation/insider

trading; enhanced inspections and sanctions by the

FSC/FSS - together forming a complete evidentiary
“trail” (logs, records, inspection reports)

Jurisdiction Instrument Key obligations of VASPs/exchanges relevant Supervisory
(year / status) to forensics (data, access, control) authority
No éivvuc();dglgtlézl 8‘258552023. Requirement to comply with AML/CFT: KYC, STR, state Authorised body of the
in force' amendgd 05 0;3 2624) ~ control over issuance/circulation; consolidation of the Republic of Kazakhstan
Kazakhstan defines d17 ital assets iniroduces state | Powers of the authorised body for supervision and | in the field of digital assets;
control ar?d coordina;tion of AML/CFT inter-agency coordination — legal basis for obtaining cooperation with the
in the field of digital assets transactional data and logs from market participants financial intelligence unit
AIFC/AFSA: “Rules and mechanisms of . .
cooperation of Unbacked Digital Asset Operational mechanisms for data exchange between
Kazakhstan | Exchanges ... with second-tier banks of cryptocurrency exchanges/operators of digital assets AFSA
) " » and second-tier banks: facilitates tracing of fiat on/
(AIFC regime) | the Republic of Kazakhstan” (current ff - d ds of fund (AIFC regulator)
version, PDF) — requlates interaction off-ramps, retention and access to records of fun
betvs;een exchanges and banks movements (bank logs plus on-chain references)
Segregation of clients’ fiat funds in banks; 100%
reserve of clients’ crypto-assets; mandatory insurance/
Virtual Asset User Protection Act reserve fund for compensation of losses; continuous
South Korea (VAUPA) (adopted 18.07.2023; in force | transaction monitoring and immediate reporting to FSC / FSS / KoFIU
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Continued Table 1

Jurisdiction Instrument Key obligations of VASPs/exchanges relevant Supervisory
(year / status) to forensics (data, access, control) authority
Rulg[t)rlﬁ(r;:]enht a;:)(;:'?uo; :Eg :Aliiglrz\ﬁlon Formalises KYC/CDD and inter-institutional data

South Korea 1rough & €SP . exchange on senders/recipients;

financial information (2021); - - . KoFIU
(AML / Travel ; o ensures the availability of named information ) - .

CDD for certain transactions; ) . ; . (financial intelligence unit)

Rule) . for rapid forensic analysis and ML screening
1 million KRW threshold for transfers
) ) of transfers through threshold-based procedures
(wire transfers) in the AML system

Note: CFT - Combating the Financing of Terrorism; KYC - Know Your Customer; CDD - Customer Due Diligence;
STR - Suspicious Transaction Reports; Travel Rule — the rule on the transfer of information on transaction participants

Source: compiled by the authors on the basis of the Korea Financial Intelligence Unit (n.d.), Law of the Republic of
Kazakhstan No. 193-VII ZRK (2023), Astana International Financial Centre (2023), Financial Services Commission of

Korea (2023), Financial Action Task Force (2021; 2025)

Table 1 systematises regulatory requirements that di-
rectly affect the effectiveness of digital forensics in both ju-
risdictions, demonstrating an evolution from basic AML/
CFT standards to comprehensive supervisory mechanisms
for virtual assets. Comparative analysis of the regulatory
instruments presented reveals a gradation from general
financial monitoring requirements in Kazakhstan’s core
legislation to the specialised regimes of the AIFC and the
Korean system for protecting virtual asset users. The Ko-
rean model integrates preventive mechanisms for trans-
action monitoring and immediate reporting of suspicious
operations directly into the obligations of service provid-
ers, whereas the Kazakhstani approach focuses on ensuring
the basic infrastructure for the collection and exchange of
information between regulatory bodies. Travel Rule mech-
anisms in both jurisdictions create the technical basis for
international data exchange on cryptocurrency transfers,
which is critically important for cross-border investiga-
tions, while the difference in threshold values reflects dif-
fering approaches to balancing user privacy and law en-
forcement needs.

Application of digital forensics: Investigation of
cryptocurrency-related crimes in Kazakhstan and Ko-
rea. The practical implementation of the theoretical foun-
dations of digital forensics depends on the capacity of law
enforcement agencies to apply methods of tracing block-
chain transactions and de-anonymising offenders, which
requires the creation of specialised institutional structures
and the development of appropriate technical competenc-
es. In both jurisdictions, specialised institutional capacities
for conducting such investigations are being formed; how-
ever, their scale and organisational structure differ in line
with national particularities of the cryptocurrency market
and the law enforcement system. Kazakhstan demonstrates
an initial stage of systematic implementation of digital fo-
rensics, receiving expert support from international organ-
isations in building national capacities through specialised
training programmes and the exchange of best practices. A
concrete example of such cooperation was the joint train-
ing course held in Astana in June 2023 by the Organisa-
tion for Security and Co-operation in Europe (2023) and
the United Nations Office on Drugs and Crime (UNODC)

for Kazakhstani law enforcement officers, devoted to the
investigation of crimes involving cryptocurrencies and the
functioning of the darknet.

The structure of the training programme covered a
wide range of theoretical and practical aspects of digital
forensics, creating the necessary foundation for effective
investigation of cryptocurrency-related crimes. Approxi-
mately 20 representatives of the Ministry of Internal Affairs,
the Academy of the Ministry of Internal Affairs and the
Academy of Law Enforcement Agencies under the Prose-
cutor General’s Office took part in the programme, while
international experts from Germany and Ukraine provid-
ed instruction on modern methodological approaches to
cryptocurrency forensics. The practical component of the
programme included key concepts of blockchain technol-
ogies and the functioning of cryptocurrencies, practical
methods for profiling users, techniques for tracing trans-
actions and procedures for seising crypto-assets, with par-
ticipants practising practical skills in clustering cryptocur-
rency wallets, identifying linked addresses and analysing
anomalies in transaction sequences (Organisation for Se-
curity and Co-operation in Europe, 2023). In addition, the
programme included a demonstration by a representative
of the cryptocurrency exchange Binance of the possibilities
for cooperation between exchanges and law enforcement
agencies in tracking transactions and disclosing informa-
tion on suspects, as well as the study of anonymisation tech-
nologies, including the Tor network and Darknet platforms.

The technical component of digital forensics requires
specialised knowledge and procedural skills, including the
seizure of hardware devices storing private keys, the cre-
ation of forensic images of electronic data carriers, analy-
sis of network activity logs and reconstruction of transac-
tion chains in blockchain networks. In response to these
requirements, Kazakhstani law enforcement agencies are
introducing specialised protocols for preserving the integ-
rity of digital evidence, including the use of cryptographic
hash functions to confirm the immutability of data and the
application of chain-of-custody procedures to document
all stages of work with evidence (Kubanova et al., 2025).
The results of the practical application of the knowledge
acquired by Kazakhstani law enforcement agencies are
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confirmed by concrete outcomes in 2024 and the creation
of judicial precedents for the use of digital evidence. Ac-
cording to the Agency of the Republic of Kazakhstan for
Financial Monitoring (2025a), during 2024 the activities of
36 illegal cryptocurrency exchanges were detected and ter-
minated, with a total turnover of approximately 60 billion
tenge, equivalent to more than 110 million US dollars.

The characteristics of the offences uncovered indicate
the systemic nature of the illegal activity and the need for
a comprehensive approach to counteraction. These illegal
exchanges operated without the necessary licences and
outside the legal framework; some of them functioned as
online services masquerading as peer-to-peer exchanges,
did not carry out client identification procedures and, as
investigations established, were widely used by organised
criminal groups for laundering proceeds from cyber fraud
and drug trafficking. The operational activities of law en-
forcement agencies demonstrated growing effectiveness
through coordinated actions by different departments and
the use of modern technical means. The Agency of the Re-
public of Kazakhstan for Financial Monitoring (2025a),
with the support of the National Security Committee,
conducted a comprehensive operation to block more than
3,500 web resources of illegal online exchanges, making
access to their services more difficult for the public. The fi-
nancial results of the operations included the freesing and
confiscation of assets totalling 4.8 million USDT, equiv-
alent to approximately 2.5 billion tenge, in the course of
investigating these cases, which indicates that Kazakhstani
authorities have mastered mechanisms for seising crypto-
currency assets by obtaining access to wallet private keys
or through court orders for compulsory transfer of assets
via exchange platforms.

The expansion of law enforcement activities has cov-
ered different types of cryptocurrency-related crime, in-
cluding pyramid schemes and investment fraud. In 2024
the Agency of the Republic of Kazakhstan for Financial
Monitoring (2025a) uncovered two pyramid schemes
that had attracted investments in cryptocurrencies; law
enforcement agencies were able to return approximate-
ly 545 thousand USDT to victims and additionally freeze
120 thousand USDT in the accounts of the organisers of the
fraudulent schemes. Judicial practice has demonstrated the
readiness of Kazakhstan’s national legal system to recognise
digital evidence obtained through blockchain analytics in
criminal proceedings. In January 2024, a court in Astana
convicted two individuals, A.V. Kuchukov and E.T. Sadirov,
under Article 214 of the Criminal Code of the Republic
of Kazakhstan for carrying out illegal cryptocurrency ex-
change operations with a turnover of 15 billion tenge; Ku-
chukov was sentenced to three years’ imprisonment with
confiscation of property, and Sadirov to two years and six
months with confiscation of property, with 22,894.5 USDT,
328 thousand US dollars and almost 7 million tenge confis-
cated in favour of the state. In December 2024, a court in
Astana delivered a verdict in a case concerning illegal en-
trepreneurial activity related to cryptocurrency exchange
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totalling more than 7 billion tenge, in which digital evidence
of transactions served as the key evidential basis for the
prosecution, and the Prosecutor’s Office of Astana (2024),
acting in the interests of the state, initiated four civil claims
totalling 7.9 billion tenge, which were satisfied by court de-
cisions with full recovery of the damage from the defend-
ants. In March 2025, a court in Almaty convicted an indi-
vidual under subparagraph 2 of paragraph 2 of Article 214
of the Criminal Code, imposing a sentence of two years and
six months’ restriction of liberty for the unlawful circula-
tion of digital assets without the necessary permits total-
ling 5.6 billion tenge over the period from 2021 to 2024,
with 5,172 USDT and a Mitsubishi motor car confiscated in
favour of the state (Agency of the Republic of Kazakhstan
for Financial Monitoring, 2025b). The above-mentioned
court decisions create a body of precedent in which nation-
al courts recognise the admissibility and reliability of dig-
ital evidence obtained through the analysis of blockchain
transactions, confirming the legal system’s capacity to apply
digital forensic methods effectively in proving cryptocur-
rency-related crimes.

In contrast to the initial stage of development in Ka-
zakhstan, the Republic of Korea demonstrates one of the
highest levels of institutional capacity in countering cryp-
tocurrency-related crime globally, as a result of many years
of experience and systematic investment in the develop-
ment of relevant competences and technical capabilities.
The historical development of the Korean system for com-
bating cryptocurrency-related crime began in 2017-2018
with the establishment of specialised investigative teams to
investigate cryptocurrency offences, including fraudulent
initial coin offerings (ICO) and hacking attacks on local
exchanges. The current stage of institutional development
is characterised by the creation on 9 January 2024 by the
FSS of two new departments devoted exclusively to virtual
assets: the Virtual Asset Supervision Department and the
Virtual Asset Investigation Department (Recent trends in
virtual..., 2024). The functional division between the de-
partments provides that the first is responsible for ongoing
supervision, market monitoring and inspections of VASP,
while the second is responsible for planning and conduct-
ing investigations and providing analytical support in un-
covering criminal schemes.

The technological modernisation of Koreas financial
monitoring system includes the implementation of new
technological solutions announced by the KoFIU in 2024
for tracking cryptocurrency flows through the deployment
of a system for the analysis and tracing of fund movements
in the virtual asset sphere, which will integrate data from
exchange platforms, banking institutions and blockchain
scanners for the prompt detection of suspicious transac-
tions (Recent trends in virtual..., 2024). An innovative el-
ement of the system is the potential introduction of a pro-
active mechanism for suspending suspicious transactions,
which would allow the temporary blocking of fund move-
ments prior to the commencement of a formal prosecution
investigation in cases of reasonable suspicion of money
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laundering or fraud. The comprehensive infrastructure
includes integration with databases of all licensed cryp-
tocurrency exchanges, automated real-time transaction
monitoring and the use of machine learning algorithms to
detect suspicious activity patterns; the system is capable of
tracing transaction chains across multiple exchanges and
wallets, identifying attempts to circumvent withdrawal lim-
its through the creation of multiple accounts, and detecting
correlations between the activities of different users in or-
der to identify possible conspiracies or coordinated actions
(Hassan, 2025).

Statistical performance indicators show an increase
in the activity of law enforcement agencies in detecting
and investigating cryptocurrency-related crime, reflecting
both the growth in the scale of criminal activity and the
improved effectiveness of monitoring and analytical sys-
tems. In 2023, the KoFIU received 16,076 reports of suspi-
cious cryptocurrency transactions, 49% more than in 2022,
while the number of recorded serious incidents potentially
linked to money laundering, market manipulation or drug
trafficking using cryptocurrencies rose by 90% (Financial
Services Commission of Korea, 2024a). Enforcement effec-
tiveness indicators show an increase in the proportion of
reports that led to criminal proceedings, from 12% in 2022
to 23% in 2023. Concrete results of activity include the
arrest of around one thousand suspects in cryptocurren-
cy-related crimes in the first half of 2024, more than double
the figure for the same period of the previous year, with the
most high-profile case being the arrest of 215 individuals
in November 2024 in connection with a cryptocurrency
investment scam worth 320 billion won, equivalent to ap-
proximately 228 million US dollars (South Korean police
arrest..., 2024).

The methodological basis of Korean digital forensics
demonstrates a comprehensive approach to investigating
cryptocurrency-related crime through the integration of
technical and traditional investigative methods, including
the analysis of blockchain data using specialised software,
open-source intelligence to de-anonymise users by corre-
lating cryptocurrency wallet addresses with activity on so-
cial networks, and monitoring of internet forums and mes-
sengers to detect the sale of stolen assets or the recruitment
of investors. The judicial system of the Republic of Korea
has accumulated practice in accepting electronic evidence
collected in the blockchain as admissible and reliable in
criminal cases concerning money laundering via crypto-
currencies. The practical application of these methods was
demonstrated in the 320-billion-won case, in which an or-
ganised criminal group sold 28 types of virtual tokens via
front investment companies without any real activity, arti-
ficially inflating their price through pyramid methods and
market manipulation; in the course of the investigation,
22 bitcoins were confiscated and other assets of the group
worth approximately 34 million US dollars were seised
(South Korean police arrest..., 2024). The case illustrates
the maturity of Koreas digital forensic system and its ca-
pacity to combine technical methods of blockchain analysis

with traditional investigative measures effectively in order
to achieve concrete law enforcement outcomes.

Comparative analysis and international cooperation
in cryptocurrency crime investigations. The comparative
analysis of national approaches to combating cryptocur-
rency crime in the Republic of Kazakhstan and the Re-
public of Korea reveals fundamentally different strategies,
reflecting disparities in the development levels of nation-
al cryptocurrency markets, institutional capabilities, and
regulatory priorities. Systematic comparison of practices
allows for identifying the peculiarities of national models
and assessing the prospects of bilateral cooperation in this
field. The regulatory-institutional differences are funda-
mental and define the nature of law enforcement activity in
the field of virtual assets. In the Republic of Korea, the reg-
ulatory regime is characterised by strictness and proximity
to traditional financial supervision, with direct involve-
ment of financial regulators in monitoring and investigat-
ing abuses in the virtual asset market (Financial Services
Commission of Korea, 2024a). The Act of the Republic of
Korea No. 19563 (2024) imposes direct obligations on ser-
vice providers to counter fraud through monitoring trad-
ing activities and allows sanctions for non-compliance.

In contrast, the Kazakh model shows greater liberalisa-
tion concerning licensed market participants: the state fo-
cuses on legalising activities in mining and exchange opera-
tions, and on identifying blatantly illegal entities, including
unlicensed exchangers and financial pyramids (Ministry of
Artificial Intelligence..., 2022). The Law of the Republic of
Kazakhstan No. 193-VII ZRK (2023) differs in that it does
not contain detailed provisions on market manipulation or
consumer protection but integrates general requirements
for anti-money laundering and combating the financing of
terrorism, extending financial monitoring provisions to the
digital asset sphere. Institutionally, the fight against crypto-
currency crime in Kazakhstan is carried out by the Agen-
cy of the Republic of Kazakhstan for Financial Monitoring
and the National Security Committee in cooperation with
law enforcement agencies, while in the Republic of Korea,
an integrated coordination system exists between the po-
lice, prosecutors, and financial regulators. This difference in
approaches reflects different levels of maturity in the cryp-
tocurrency markets and different state policy priorities in
the sphere of financial innovation.

Analysis of quantitative performance indicators re-
veals a significant asymmetry in the scale of the problem
and corresponding institutional response between the two
countries, which is determined by the differing levels of
development of national cryptocurrency ecosystems. In
Kazakhstan, initial results have been achieved in seising
crypto-assets worth millions of dollars, blocking thou-
sands of illegal online resources, charging several individ-
uals, and securing judicial convictions for cryptocurrency
crimes, demonstrating the formation of basic capabilities
in this area. Specific achievements include the liquidation
of 36 illegal crypto exchanges with a total turnover of over
110 million USD, freesing assets worth 4.8 million USDT,
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and returning approximately 545,000 USDT to victims
(Agency of the Republic of Kazakhstan for Financial Mon-
itoring, 2025a).

South Korea demonstrates much larger-scale law en-
forcement activity, reflecting the maturity of its institution-
al system in combating cryptocurrency crimes. In the first
half of 2024, nearly a thousand suspects in cryptocurrency
crimes were arrested, and hundreds of millions of dollars
in both cryptocurrency and fiat were frozen and seized.
The international INTERPOL (2024a) operation HAE-
CHI-V, with active participation from the Republic of Ko-
rea in 2024, covered 40 countries, resulting in the arrest of
5,500 people and the confiscation of over 400 million USD
in cryptocurrency and fiat assets. During this operation,
Korean police, in cooperation with Chinese counterparts,
dismantled a large-scale phone fraud network that caused
1.5 trillion won in losses and used cryptocurrency for mon-
ey laundering, underscoring Korea’s leading role in global
efforts to combat cryptocurrency crime.

Common challenges and gaps in national systems are
linked to the adaptability of criminal schemes to regulato-
ry measures, requiring continuous improvement of digital
forensics methods and international coordination of ef-
forts. Criminals are increasingly using decentralised tools,
including decentralised exchanges and mixing services, to
circumvent regulatory requirements and complicate the
tracing of funds. South Korean law enforcement agencies
are recording cases of stolen funds being converted into pri-
vate cryptocurrencies with increased anonymity, using de-
centralised finance protocols to hide traces, or multi-stage
exchanges between stablecoins to obscure the source of as-
set origins. Kazakhstan faces the problem of transferring
illegally obtained cryptocurrency assets abroad, especially
through offshore platforms, complicating national law en-
forcement efforts and requiring international coordination
to freeze such assets.

The technical complexity of evidence collection re-
mains a shared challenge for both countries, as in order
to bring a case to court, it is necessary not only to trace
the transaction on the blockchain but also to prove that a
particular cryptocurrency wallet belongs to a specific in-
dividual, which requires the combination of technical and
traditional investigative methods. The legal foundation for
bilateral cooperation between Kazakhstan and the Repub-
lic of Korea in combating cryptocurrency crime is based
on a series of international agreements and multilateral
mechanisms, creating the necessary institutional founda-
tion for effective cooperation in cross-border crime inves-
tigations. The basic legal foundation was established on 13
November 2003 with the signing of the Extradition Treaty
and the Mutual Legal Assistance Treaty (MLAT) in crim-
inal matters (Ministry of Foreign Affairs of the Republic
of Korea, 2003), which, after ratification in both countries,
created a formal mechanism for the extradition of offend-
ers and the exchange of evidential information in criminal
cases. The MLAT obliges the parties to provide assistance
in conducting investigative actions, including obtaining
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testimonies, documents, and physical evidence for use in
criminal prosecution.

At the operational level, INTERPOL (2023) channels
function through the I-24/7 system and global financial
operations HAECHI under the coordination of the Repub-
lic of Korea, aimed at countering online fraud and crypto-
currency scams. The Republic of Korea is one of the main
sponsors and coordinators of INTERPOLs HAECHI series
operations, aimed at combating financial cybercrime, in-
cluding cryptocurrency investment frauds, romantic scams
involving cryptocurrency, and online gambling fraud. Dur-
ing HAECHI-IV, the Republic of Korea not only provid-
ed funding but also sent experts to joint headquarters in
INTERPOLs Global Complex in Singapore, and initiated
the publication of special notifications to inform other
countries about new fraud schemes. Practical mechanisms
of information exchange demonstrate the effectiveness of
a multilateral approach to combating cross-border cryp-
tocurrency crime through timely identification of new
schemes and methods of their implementation, includ-
ing the Republic of Korea’s initiative to spread warnings
about NFT rug pulls and the USDT Token Approval Scam
through INTERPOL (2023).

The results of multilateral cooperation involving both
countries confirm the effectiveness of coordinated interna-
tional efforts in combating cryptocurrency crime. Opera-
tion First Light 2024, conducted under INTERPOLs aegis
from March to May 2024 with the participation of 61 coun-
tries, including Kazakhstan, resulted in the arrest of 3,950
suspects and the freesing of assets totalling 257 million
USD, of which 135 million USD were fiat funds and 2 mil-
lion USD in cryptocurrency (INTERPOL, 2024b). The op-
eration demonstrated the effectiveness of the Global Rapid
Intervention of Payments mechanism in tracking and in-
tercepting illicit income in both fiat currencies and crypto-
currencies through coordination between law enforcement
and financial institutions across jurisdictions. The subse-
quent HAECHI VI operation, conducted from April to Au-
gust 2025 with the participation of 40 countries and territo-
ries, including both Kazakhstan and South Korea, achieved
significant results with the recovery of 439 million USD,
including 342 million USD in fiat money and 97 million
USD in physical and virtual assets (INTERPOL, 2025).
During this operation, law enforcement agencies blocked
over 68,000 bank accounts and froze about 400 cryptocur-
rency wallets, with approximately 16 million USD of illicit
funds recovered from cryptocurrency wallets. A notable
example of effective bilateral coordination was the success-
tul recovery of 6.6 billion won (equivalent to 3.91 million
USD), which the Korean steel company had transferred to
an illegitimate bank account in Dubai after the detection
of forged transport documents, with rapid communication
between the two countries through the Global Rapid Inter-
vention of Payments mechanism allowing the intercepted
stolen funds to be fully returned (INTERPOL, 2025).

Kazakhstan is actively developing international coop-
eration in cryptocurrency forensics through participation
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in regional initiatives under the Eurasian Group on
Money Laundering and INTERPOLs working groups on
Darknet and cryptocurrencies. The Agency of the Repub-
lic of Kazakhstan for Financial Monitoring is establishing
working contacts with leading financial intelligence units
globally, including the Korea Financial Intelligence Unit
(n.d.), for the rapid exchange of intelligence on suspicious
transactions and coordination of joint activities. From
2023 to 2025, within the framework of the Organisation

for Security and Co-operation in Europe (2023; 2025)
project on enhancing cybercrime capabilities, specialised
training in blockchain forensics was conducted for Ka-
zakhstani law enforcement officers with the participation
of international experts, aligning standards for evidence
collection and tracing. The structure of international
cooperation mechanisms between Kazakhstan and the
Republic of Korea in combating cryptocurrency crime is
detailed in Table 2.

Table 2. Mechanisms of international cooperation and capacity building

Mechanism Parties / Organiser

What it contributes to digital forensics

Current Status / Latest Activity

Bilateral Treaties:
Extradition and

Kazakhstan and the Republic
of Korea (government

Legal basis for the execution of procedural
requests, obtaining evidence (logs, exchange/bank

Treaties in force; used as the
basic channel for MLAT/extradition

Operations Series participation of dozens

of countries

Mutual Legal agreements signed records), temporary asset freezes, and extradition in cross-border investiaations
Assistance (MLAT) on 13.11.2003 in Seoul) of suspects in cryptocurrency-related cases 9
INTERPOL with the support of in?eFI)I(iarz::ggac:nhfer:ﬂ?jﬂ?eﬁr; e)(t%hsgr?eemes Active programme; 2024 — record
INTERPOL's HAECHI ~ of the Republic of Korea; 9 yp " results (HAECHI-V, Jul-Nov 2024):

flash alerts (typologies); rapid “cold” freesing
of stolen digital assets via exchange-law
enforcement coordination

large-scale multinational
coordination

OSCE and UNODC
in cooperation with Kazakhstan
(law enforcement agencies)

Joint Training
on Cryptocurrencies
and Darknet

Standardisation of methodologies: address
clustering, transaction chain tracing,
crypto-asset seizure, OSINT in Darknet; training
officers capable of working with evidence
under Korean and international standards

23.06.2023 - course in Astana;
12-13.06.2025 — workshop
with new competency framework
in cybercrime (update to 2025
approach)

AFSA (AIFC), banks
of the Republic of Kazakhstan,
and digital asset market
participants

Banking-Crypto
Interaction
at the AIFC

Regulated channel for linking on-chain data
with banking logs (fiat on/off-ramps), accelerating
request processing, wallet/account reconciliation

Rules in force; used during
compliance checks and requests
by law enforcement
and supervisory agencies

Note: OSINT - Open Source Intelligence

Source: compiled by the authors based on INTERPOL (n.d.; 2024a), Ministry of Foreign Affairs of the Republic
of Korea (2003), Astana International Financial Centre (2023), Organisation for Security and Co-operation in

Europe (2023; 2025)

Table 2 illustrates the multi-layered architecture of
international cooperation between Kazakhstan and the
Republic of Korea in combating cryptocurrency crime,
demonstrating a combination of bilateral legal instruments
and multilateral operational mechanisms. The bilateral
treaties of 2003 establish a stable legal foundation for for-
malised mutual legal assistance procedures, while partici-
pation in INTERPOLS global initiatives provides access to
operational information and coordinated actions against
transnational cryptocurrency networks. Capacity-building
programmes under the aegis of the OSCE and other inter-
national organisations play a role in standardising meth-
odological approaches and aligning technical competences,
which are prerequisites for effective evidence exchange and
joint investigations. Banking-cryptocurrency interaction
within the AIFC provides an additional channel for obtain-
ing financial information that may be relevant for interna-
tional requests when cryptocurrency operations intersect
with traditional banking systems. The asymmetry in the
level of activity of different mechanisms reflects the current
state of bilateral relations and the potential for deepening
cooperation through intensified Kazakhstan’s participation
in global Korean-led initiatives.

The practical roadmap for bilateral cooperation be-
tween Kazakhstan and the Republic of Korea can rely on
existing institutional mechanisms and foresee the gradu-
al deepening of cooperation through specific operational
measures and technical solutions. Recommended meas-
ures include updating operational protocols between finan-
cial intelligence units by creating contact points for urgent
asset freezes and standardising data formats, which will en-
sure the speed and effectiveness of information exchange
in critical situations. Integrating Kazakhstan into HAE-
CHI operations with a focus on cross-border investment
schemes and arbitrage operations will enable the country
to contribute to global efforts to combat cryptocurren-
cy crime and gain access to advanced methodologies and
technical solutions. The use of the institutional architecture
of the 2003 treaties to form expedited request procedures
in virtual asset cases through standard lists of requested
artifacts, agreed response times, and standardised proce-
dures for data preservation and transmission will increase
the efficiency of bilateral cooperation. Digital forensics has
become an integral part of law enforcement tools in both
countries, with varying levels of integration and technolog-
ical maturity, while cooperation between the two countries
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and integration into global initiatives is a strategic resource
for enhancing the effectiveness of national systems in coun-
tering cryptocurrency crime.

Discussion

The research results revealed fundamental differences be-
tween the regulatory philosophies of Kazakhstan and the
Republic of Korea, where the Kazakh model focuses on
the legalisation of the crypto industry through licensing
and special legal regimes within the AIFC, while the Ko-
rean approach is characterised by strict financial oversight
and preventive monitoring with the integration of con-
sumer protection requirements. This conclusion is fully
supported by the detailed analysis of J. Lee (2024), who
traced the evolution of Korean legislation from the initial
ban on ICO in 2017 through the Terra/Luna crisis to the
adoption of the VAUPA in 2023, highlighting the phased
nature of regulatory changes. W. Jon & W. Yang (2025)
further specified the mechanisms of the dual regulatory
structure, where tokenised assets, defined as securities, are
regulated by the Capital Markets Act, while other virtual
assets fall under VAUPA, which fully correlates with the
comprehensive oversight strategy identified in the study.
The study by A. Sapa (2025) empirically demonstrated
the positive impact of blockchain technologies on the fi-
nancial security of 200 Kazakh enterprises between 2017
and 2023, using quantile regression and revealing coef-
ficients ranging from 0.062 to 0.124 for blockchain and
from 0.054 to 0.098 for tokenisation, depending on the
level of financial vulnerability. This supports the study’s
conclusion about the legalisation strategy through the
creation of a favorable business environment. A.B. Zhana-
bilova (2024) analysed the legal mechanisms of digital as-
set inheritance in Kazakhstan and confirmed the creation
of a comprehensive institutional foundation through the
distinction between secured and unsecured assets, which
aligns with the identified feature of the Kazakh approach
to categorising virtual assets.

The study also identified significant asymmetry in
the practical results of applying digital forensics, where
Kazakhstan achieved initial successes with the liquida-
tion of 36 illegal exchanges and the confiscation of over
110 million USD in assets, while the Republic of Korea
demonstrated large-scale results with the arrest of about
a thousand suspects within six months and participation
in global operations confiscating hundreds of millions of
dollars. This confirms the findings of E. Ove et al. (2025)
and C. Leuprecht et al. (2023). E. Ove et al. conducted a
comprehensive analysis of the effectiveness of blockchain
forensics in detecting illegal financial flows and confirmed
that Korean tools from Chainalysis, CipherTrace, and El-
liptic, through the use of machine learning algorithms and
data visualisation, allowed law enforcement to identify sus-
picious activities in decentralised ecosystems, explaining
the high success rates of operations. The authors detailed
significant confiscation cases and law enforcement opera-
tions, confirming the growing role of blockchain forensics
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in dismantling criminal networks through darknet markets
and unregulated exchanges. C. Leuprecht et al. conducted
a cross-case analysis of 12 cases of transnational money
laundering through cryptocurrencies and found that Bit-
coin remains popular among money launderers along-
side altcoins, with the use of third-party exchanges being
a common method for creating and hiding illicit funds,
which fully correlates with the trend of diversifying crim-
inal schemes and justifies different national approaches to
regulating exchanges.

The multi-level architecture of international coopera-
tion identified in the study, from the 2003 bilateral treaties
to participation in INTERPOLs HAECHI operations and
capacity-building programs through the Organisation for
Security and Co-operation in Europe, is fully supported by
the research of Y. Ma (2025), who independently concluded
the critical importance of coordinated international opera-
tions in combating transnational cryptocurrency networks.

The authors also conducted a detailed analysis of trac-
ing techniques, including graph analysis, heuristic cluster-
ing algorithms, and probabilistic deanonymisation, and
evaluated the evolution of the regulatory landscape, par-
ticularly the role of the Office of Foreign Assets Control and
their legal challenges, which aligns with the recommenda-
tions of the study regarding the standardisation of method-
ological approaches. Y. Ma conducted a detailed study of
the challenges in identifying VASP in cross-chain bridges
through the analysis of the money laundering case from the
2022 Harmony hack and highlighted significant deficien-
cies and ambiguities in the current Financial Action Task
Force regulatory frameworks, particularly regarding the
distinction between owners/operators and other influential
parties in decentralised financial arrangements, fully con-
firming the findings of the study about the need for special-
ised methodologies for international evidence exchange in
cases involving decentralised tools.

C. Volten et al. (2025) used a mixed approach to study
the impact of the Dutch implementation of the Fifth An-
ti-Money Laundering Directive on cryptocurrency ex-
changes, analysing over 335,000 transactions and con-
ducting seven qualitative interviews with exchanges and
supervisory authorities, revealing that regulatory measures
created a high administrative burden and significant fees
for relatively small exchanges, which provided additional
insights into the implementation of international standards
and emphasised the need for a proportional approach to
regulating different types of market participants.

The conceptualisation of two trajectories of develop-
ment for national digital forensics systems - the evolution-
ary model of gradual regulatory infrastructure building
and the model of simultaneous market legalisation and law
enforcement capability development - is fully supported
by methodological research that developed the technical
foundations of blockchain forensics. Y. Gong et al. (2025)
focused on Bitcoin blockchain analysis and improved ad-
dress clustering, presenting an enhanced simulation mod-
el for accurately modeling real Bitcoin transactions and
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proposing a new heuristic algorithm for identifying one-
time change addresses with experimental results demon-
strating more accurate clustering results compared to ex-
isting heuristic methods, supporting the study’s conclusion
about the importance of technical competences for the evo-
lutionary model of development and the need for standard-
ised platforms to evaluate clustering algorithms.

H. Atlam et al. (2024) conducted a systematic literature
review of 46 articles from an initial pool of 672 publica-
tions and systematically analysed the challenges of block-
chain forensics, emphasising the difficulties in identifying
and tracking illegal activity due to the decentralisation
of technology and issues with preserving the integrity of
evidence due to blockchain immutability, which fully cor-
relates with the study’s identified technical limitations re-
garding proving the ownership of cryptocurrency wallets
by specific individuals. A. Choudhary (2023) highlighted
the transformative potential of blockchain technology for
forensic investigations and computer forensics, noting the
possibilities of using hash values for verifying the authen-
ticity of digital data and emphasised the need for special-
ised knowledge and tools for the successful investigation
of crimes involving blockchain, supporting the conclu-
sion about the dependence of effectiveness on institution-
al maturity and the importance of developing technical
competences in law enforcement agencies. R. Shevchuk et
al. (2025) and S.A. Al Nagbi et al. (2025) conducted bib-
liometric analyses and demonstrated the rapid growth of
publications on anomaly detection in blockchain networks
from 2017 to 2024 and the increasing interest in machine
learning in blockchain security, identifying key scientific
clusters, including unsupervised learning, Bitcoin securi-
ty, and lightweight federated learning, which supports the
study’s findings about the technologisation of law enforce-
ment and the evolution from basic protection mechanisms
to complex artificial intelligence approaches.

The conclusion of the study regarding the critical
role of the legal framework in creating an effective evi-
dence trail and ensuring transparency in cryptocurrency
operations is fully supported by legal and social studies.
C. Ahn & N. Obermeier (2023) conducted a nationally
representative survey experiment in South Korea and em-
pirically demonstrated that exposure to information about
cryptocurrency volatility increases trust in the govern-
ment, while positive information about cryptocurrencies
does not undermine trust in the government or support
for state regulation, confirming the effectiveness of the
comprehensive regulatory approach and the importance
of public perception of legal measures for their legitimacy
and effectiveness. A. Popik-Mazur (2025) analysed 1,249
articles from Scopus and Web of Science databases and
applied a thematic synthesis of 1,135 articles to present
the current state of the literature on illegal financial flows
and money laundering, finding that 38% of the literature
focuses on knowledge systematisation, while advanced
machine learning techniques make up 26%, and modi-
fied gravitational models make up 3.33%, supporting the

study’s conclusion about the need for integration of tech-
nical and legal competences and an interdisciplinary ap-
proach to combating cryptocurrency crime.

The analysis of international scientific research demon-
strates significant convergence of findings on key aspects of
the development of digital forensics in the field of crypto-
currencies and confirms the theoretical and practical foun-
dations established in the study. Most of the analysed works
confirm the importance of adaptive regulatory approaches,
the need for technological modernisation of law enforce-
ment systems, and the critical importance of international
coordination in combating transnational cryptocurrency
crimes. The scientific community is increasingly focusing
on developing standardised methodologies and technical
solutions, applying machine learning algorithms to auto-
mate suspicious transaction detection processes, and cre-
ating integrated systems for monitoring cryptocurrency
flows, indicating the formation of a consensus on the direc-
tions for the development of digital forensics and confirm-
ing the relevance of the comparative approach to analysing
national models.

Conclusions

The study revealed fundamental differences between na-
tional approaches to the application of digital forensics
in combating cryptocurrency crimes, systematised regu-
latory mechanisms, and assessed the effectiveness of law
enforcement activities in two jurisdictions with different
levels of cryptocurrency market development. The com-
prehensive analysis allowed for the identification of pat-
terns in the formation of national models for combating
cryptocurrency crime and identified key factors for their
success. The analysis established that the legal systems
of Kazakhstan and the Republic of Korea demonstrate
different regulatory philosophies: the Kazakh model is
oriented towards the legalisation of the crypto industry
through licensing and tax incentives, with an emphasis on
creating special legal regimes within the AIFC, while the
Korean approach is characterised by stringent financial
oversight and preventive monitoring with integrated con-
sumer protection requirements. The study confirmed the
significant asymmetry in the practical results of digital fo-
rensics application: Kazakhstan achieved initial success-
es with the confiscation of crypto-assets worth over 110
million USD and the liquidation of 36 illegal exchanges,
demonstrating the formation of basic institutional capa-
bilities, while the Republic of Korea demonstrated large-
scale results with the arrest of around a thousand suspects
within six months and participation in global operations
confiscating hundreds of millions of dollars, confirming
the maturity of the national system. The systematisation
of international cooperation mechanisms revealed the
operation of a multi-level architecture from the bilateral
treaties of 2003 to participation in INTERPOLs HAECHI
operations, while capacity-building programs through
OSCE ensure the standardisation of methodological ap-
proaches and alignment of technical competences.
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The results conceptualise two trajectories for the de-
velopment of national digital forensics systems: the evolu-
tionary model of gradual regulatory infrastructure build-
ing and the model of simultaneous market legalisation and
law enforcement capacity building. The study confirms the
critical role of the legal framework for creating an effective
evidence trail and demonstrates the potential for interna-
tional cooperation through a combination of formal treaty
mechanisms and operational multilateral initiatives. The
methodological contribution of the work lies in the devel-
opment of a comparative analytical framework for assess-
ing the effectiveness of national digital forensics systems.
The practical significance of the results lies in identifying
the preconditions for the successful functioning of digital
forensics, including the need for integrating technical and
legal competences, creating specialised institutional struc-
tures, ensuring inter-agency coordination, and the poten-
tial for mutual learning between jurisdictions with different
experiences in regulating cryptocurrency markets.

The limitation of the study was its focus on two juris-
dictions and limited access to detailed statistical informa-
tion on specific aspects of operational investigative activi-
ties and international requests in cryptocurrency cases. A

Vilks et al.

promising direction for future research is the expansion of
the comparative analysis to other jurisdictions, the study of
the impact of technological innovations on the effective-
ness of digital forensics, and the development of standard-
ised methodologies for international evidence exchange in
cases involving decentralised financial instruments.
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Abstract. The aim of this article was to conduct a comparative assessment of the impact of the use of death penalty in
China and Iran on the legal system and social sphere. The study used a special legal method to analyse the normative
consolidation of the death penalty, a comparative legal analysis to compare the institutional models of China and Iran,
and a case study method to identify social selectivity and its impact on public perception of criminal justice. It has been
established that in China, the death penalty was legally enshrined as a type of criminal punishment and was applied
exclusively for “extremely serious crimes,” the list of which was specified in the Special Part, in particular, intentional
crimes against life, crimes against state security, generally dangerous acts, and certain corruption crimes on an especially
large scale. It has been found that the Chinese model was specific in that it has two forms of death penalty (immediate
execution and a two-year reprieve), as well as mandatory centralised review of all death sentences by the Supreme People’s
Court of the People’s Republic of China, which limits the discretion of lower courts. It has been established that in Iran, the
criterion of the seriousness of the crime was not formulated through a single category, but was determined by the offence’s
classification under the qisas, hadd or tazir regimes, which results in different legal grounds and mechanisms for the
implementation of the death penalty. An analysis of judicial review materials for 2022-2023 showed a systematic change
of death sentences to death with a two-year reprieve or life imprisonment, which indicates the real impact of centralised
control on the restriction of judicial discretion. In Iran, on the contrary, a decentralised and regime-fragmented institutional
model has been identified, in which final decisions on the execution of the death penalty were made by different courts
depending on the regime of responsibility (qisas, hadd, tazir) without a single national review mechanism. It has been
found that the centralised review of death sentences in China increases the legitimacy of justice, but does not eliminate
the social selectivity of the application of this sanction. It was concluded that in both states, the death penalty was being
transformed from an instrument of justice to a mechanism of social control. The results obtained can be used to develop
more transparent standards of judicial control and to formulate criminal policy aimed at reducing social selectivity

Keywords: criminal punishment; extremely serious crimes; life imprisonment; regime of responsibility; trust in
justice

Introduction

The use of the death penalty continues to remain a compo-
nent of criminal law policy in a number of states, including
China and Iran, which necessitates scholarly analysis of its
legal and social consequences. The relevance of this study
was determined by the combination of two circumstanc-
es: the retention of the death penalty as an instrument of
state coercion and the active development of international

human rights standards aimed at restricting or abolishing
this form of punishment. In such conditions, there arises a
need to determine how the death penalty affects the legal
system, judicial practice, and social processes in states with
different legal traditions and models of governance.

In academic discourse, the issue of the death penalty
was mainly considered through the prism of normative

Suggest Citation:

Bimoldanov, Ye. (2025). Legal and social consequences of the use of death penalty in China and Iran: A comparative analysis. Asian

Journal of Criminal Justice and Forensic Studies, 1(1), 90-100.

"Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0005-5247-1087

admissibility, comparative criminal law and social jus-
tice, but the social consequences of its application remain
fragmentarily understood. A study by M.E. Anwar (2024),
devoted to a comparative analysis of the preservation of
the death penalty in China and Pakistan, showed that the
legal arguments in favour of this sanction were based on
political and ideological factors rather than empirically
proven effectiveness. The author concluded that the death
penalty in these legal systems functions as an instrument
of state sovereignty, while its impact on trust in justice and
perceptions of social equality was ignored. The moral and
legal dimensions of the death penalty were explored in the
work of D. Choong En Jie et al. (2023), which finds that
even in legal systems where the death penalty was formal-
ly recognised as permissible, its legitimacy remains con-
ditional and dependent on the perception of procedural
fairness. The authors show that public acceptance of the
death penalty declines when there were doubts about the
equality of the parties and the transparency of the judicial
process. The problem of selectivity in the application of
the death penalty was explored in a systematic review by
A.T. Cobb et al. (2024), which found a correlation between
the racial, age and gender characteristics of defendants and
the likelihood of receiving a death sentence. The research-
ers concluded that the death penalty reproduces structural
social inequalities, undermining the principle of equality
before the law. The Iranian model of criminal justice was
analysed in a study by D. Dyke & H. Enayat (2025), which
shows that the use of the death penalty was closely linked
to the ideological nature of the judiciary and personalised
decision-making practices. The authors prove that death
sentences were used not only as a legal remedy but also as
an instrument of political security. The political dimension
of the use of the death penalty in Iran was revealed in the
work of B. Egan (2023), which found that foreign citizens
were disproportionately often the subject of death sentenc-
es in cases related to security narratives. The author showed
that the death penalty in such cases performs a symbolic
function of state control.

A separate area of research was devoted to the influ-
ence of the individual characteristics of defendants on the
imposition of the death penalty. S.]. Fogel et al. (2024)
found that taking into account adverse childhood expe-
riences reduces the likelihood of imposing the death pen-
alty on young offenders. The results indicate that human-
ising factors may mitigate the severity of the sanction;
however, their influence was fragmentary and depends
on the court’s willingness to integrate socio-psychologi-
cal arguments into legal evaluation. A subsequent study
by M.D. Smith et al. (2025) showed that, in practice, ju-
dicial decisions in death penalty cases were formed not
only with regard to formally recognised mitigating or
aggravating circumstances. The authors proved that even
factors that were not enshrined in law or were official-
ly rejected during the trial actually influence the final
choice of punishment. This result highlights the structur-
al unpredictability and selectivity of the application of the
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death penalty, which directly affects its perception as an
instrument of fair justice.

The social perception of capital punishment in China
has been analysed by J.Z. Liu (2021), who demonstrated
that support for this sanction was higher among political
and administrative elites than among the general popula-
tion. This indicates a persistent gap between official crim-
inal policy discourse and public sentiment. Research by
T. Smith & D. Pascoe (2022) has shown that the institution
of suspended death penalty transforms it into a form of
conditional social control. The authors found that postpon-
ing the execution of a sentence reduces the level of interna-
tional criticism while maintaining the disciplinary effect of
the sanction.

An analysis of contemporary studies on the death pen-
alty reveals several underdeveloped topics, including the
impact of this sanction on social structures, institutional
processes, and mechanisms for building public trust in
justice. The field of research was limited in its comparative
scope, as the interaction between democratic and author-
itarian regimes has been studied unevenly, and empirical
data was mainly focused on Western countries. Individu-
al and contextual factors influencing the imposition of the
death penalty were also insufficiently researched. The prob-
lem lies in the limited comparative assessment of death
penalty practices in China and Iran, especially with regard
to their impact on the principles of legality, legal certainty,
trust in the judicial system, and social stability. The aim of
this article was to assess the legal and social consequenc-
es of the use of the death penalty in China and Iran based
on a comparative analysis of the legal framework, judicial
practice and social effects. To achieve this aim, the article
addresses the following objectives: analyse the legal foun-
dations of the death penalty in China and Iran; to examine
the practices of imposing and carrying out death sentences;
and to evaluate the social consequences of the death penal-
ty and conduct their comparative analysis.

Materials and Methods

The study of the legal and social consequences of the use
of the death penalty in China and Iran covered the period
from 2007 to 2025, due to key institutional changes in the
mechanisms for imposing and reviewing death sentences.
The choice of the initial time frame was related to the fact
that in 2007, the Supreme Peoples Court of the People’s
Republic of China (SPC PRC) (n.d.) restored its exclusive
jurisdiction to confirm or overturn death sentences, which
fundamentally transformed the model of judicial control
and the practice of applying this sanction. The geographical
boundaries of the study were defined as the People’s Repub-
lic of China and the Islamic Republic of Iran, which was
justified by the preservation of the death penalty in both
states, combined with fundamentally different institutional
models for its imposition and review. The choice of these
countries was determined by the possibility of conducting a
comparative analysis of centralised (China) and fragment-
ed (Iran) systems of judicial review, as well as identifying
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differences in the social consequences of the application of
the death penalty.

A special legal method was used to analyse the nor-
mative consolidation of the death penalty in the criminal
legislation of China and Iran, as well as to identify the le-
gal constructs that determine the grounds, conditions and
limits of its application. The materials used to implement
this method were the Criminal Law of the People’s Repub-
lic of China (2020) and the Islamic Penal Code (2013), the
provisions of which were analysed in conjunction with the
relevant norms of criminal procedure law and official judi-
cial interpretations.

Comparative legal analysis was used to systematical-
ly compare the key elements of the legal regulation of the
death penalty in China and Iran. Within the first analytical
block, the comparison was made on the basis of substantive
parameters that determine the grounds for the application
of the death penalty, including methods of legal specifica-
tion of the category of seriousness of offences, the scope
and nature of social relations protected by the possibility
of imposing the death penalty, as well as techniques for the
normative formalisation of its exceptionality. The second
block was devoted to comparing institutional and proce-
dural mechanisms and covered models of control over the
imposition of death sentences, the competence of courts of
various instances, the role of the highest judicial authori-
ties, and the nature of appellate review. The norms of the
analytical materials from The Dui Hua Foundation (2023;
2024) on the correction of death sentences in 2022-2023
served as materials for analysing China’s institutional mod-
el. To assess the scale and conditions of the use of the death
penalty in China, summary data and human rights assess-
ments by Amnesty International (2024) were also used.

The comparative analysis of Iran’s institutional archi-
tecture was based on the provisions of the Islamic Penal
Code (2013), which define the composition of criminal
offences and the limits of the application of the death pen-
alty. Certain aspects of the practice of imposing and car-
rying out death sentences were clarified on the basis of
materials from the annual reports of Iran Human Rights
& ECPM (2023; 2024). General conclusions regarding the
fragmentary and variable application of this sanction were
specified taking into account the special reports of the
United Nations Human Rights Council (2024).

The case study method was used to analyse individu-
al court decisions illustrating the practice of applying the
death penalty to socially and politically vulnerable groups
of the population, as well as to identify the mechanisms of
social selectivity of this sanction. Cases were selected based
on the following criteria: the availability of confirmed in-
formation regarding the imposition or execution of the
death penalty; the availability of official or independently
verified materials regarding the course of the case, the trial
and the subsequent review of the sentence; the represent-
ativeness of the case for identifying characteristic features
of judicial practice, rather than isolated exceptional events.
The application of this method was aimed at clarifying how

specific judicial practices influence public perceptions of
the fairness of criminal justice and transform the death
penalty from a formally neutral sanction into an instru-
ment of social control.

The results of the study were limited by the availability
of open statistical data on the use of the death penalty in
China and Iran, which made it impossible to fully quantify
the extent of its use. In addition, the comparative analysis
covered only two countries, which allowed for an in-depth
study of their institutional and social differences, but did
not envisage the universalisation of the conclusions for all
legal systems in which the death penalty was retained.

Results

Legal basis for the application

of the death penalty in China and Iran

The normative regulation of the death penalty in China
and Iran operates within different models of criminal law,
which leads to distinct approaches to defining its legal sta-
tus and mechanisms of application. In China, the death
penalty was directly established in the Criminal Law of the
People’s Republic of China (2020) as one of the forms of
criminal punishment. The legislator includes it in the gen-
eral list of sanctions alongside life imprisonment and fixed-
term imprisonment, which indicates its institutional inte-
gration into the system of criminal penalties rather than
its existence outside it. A distinctive feature of the Chinese
model was the existence of two forms of death sentence:
immediate execution and the death penalty with a two-year
reprieve. The suspended death sentence has independent
normative regulation and provides for the possibility of au-
tomatic commutation to life imprisonment or fixed-term
imprisonment if no new serious offences were committed
during the reprieve period. This structure creates an inter-
mediate level of sanctions between the death penalty and
life imprisonment and at the same time performs the func-
tion of reducing the number of actual executions. In the
academic literature, this mechanism was regarded as a way
of combining the severity of criminal repression with the
manageability of its application (Xiong et al., 2022; Bess-
ler, 2022). At the same time, the Special Part of the Criminal
Law of the People’s Republic of China (2020) provides that
the death penalty was applied only for “extremely serious
crimes,” thereby normatively limiting the scope of its ad-
missibility. The concept of “extremely serious crimes” was
not defined through a universal definition but was spec-
ified through a list of offences whose sanctions allow for
the death penalty. This category includes intentional crimes
against life and physical integrity, such as intentional hom-
icide, causing death under aggravating circumstances, and
certain forms of violent offences if they result in death or
mass casualties. In such cases, the criterion of “extreme
seriousness” was linked to the irreversibility of the con-
sequences and the level of harm caused. A separate group
consists of crimes against state security and the constitu-
tional order, including acts against sovereignty, territorial
integrity, and state authority. In these offences, “extreme
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seriousness” was determined not by individual harm to
specific persons but by the potential or actual impact on
the stability of the state system and the functioning of the
political order. The category of extremely serious crimes
also includes certain offences of general danger, such as
terrorist acts, explosions, arson, or other actions that cre-
ate a mass threat to life and public safety. In this context,
the decisive factor was not only the actual result but also
the scale of potential harm, which corresponds to the pre-
ventive logic of criminal legislation. Within the category of
extremely serious crimes, economic offences were also sin-
gled out, for which Chinese criminal law formally provides
the possibility of the death penalty while limiting its appli-
cation through special conditions. This primarily concerns
corruption offences committed on an especially large scale
or under legally defined aggravating circumstances. In such
cases, the criterion of “extreme seriousness” was linked to
the scale of harm to state interests and the functioning of
the public administration system, rather than to the pres-
ence of physical violence against a person.

An additional structural element of the legal status
of the death penalty in China was centralised judicial re-
view over its application. All death sentences were subject
to mandatory review by the Supreme People’s Court of the
People’s Republic of China, which creates a separate in-
stitutional level for verifying the legality and justification
of this form of punishment. This mechanism unifies the
practice of applying the death penalty at the national lev-
el and reduces the variability of decisions by lower courts,
limiting their discretion in matters of legal qualification
and sentencing. As a result, the death penalty in the Chi-
nese legal system retains the status of a primary form of
criminal punishment; however, its application was simul-
taneously constrained by a combination of substantive cri-
teria concerning the severity of the offence and procedural
mechanisms of multi-level judicial review. It was precisely
this combination of normative narrowing of the range of
eligible offences and centralised institutional oversight that
forms the specific model of the “managed exceptionalism”
of the death penalty in China, distinguishing it from ap-
proaches established in other legal systems.

In contrast to the Chinese model, where the criterion
of “extreme seriousness” was formed through a normative-
ly defined set of offences, in Iran the legal assessment of
the seriousness of an act that allows for the death penalty
was based on the classification of the offence within one of
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the basic regimes of criminal liability established in the
Islamic Penal Code (2013). The Code does not employ a
single universal category of “especially” or “extremely”
serious crimes; instead, it differentiates legal consequenc-
es through the systems of qisas, hadd, and ta’zir, each of
which establishes its own grounds, conditions, and limits
for the application of the death penalty. Within the qisas
regime, the criterion of seriousness was linked to an in-
tentional encroachment on life, which was regarded as
a legally sufficient basis for the most severe legal conse-
quence. In this case, the death penalty functions not as a
sanction within a general scale of punishments, but as a
normatively defined outcome of intentional homicide. At
the same time, the implementation mechanism of qisas
was structurally combined with legal possibilities for sus-
pending the execution of the death sentence, particularly
through forgiveness by the victim’s family or substitution
with financial compensation (diya). This alters the pro-
cedural trajectory of the case but does not eliminate the
initial legal assessment of the act as reaching the highest
level of seriousness. The hadd regime constructs the crite-
rion of seriousness differently, as it provides fixed punish-
ments directly prescribed in the Code for a defined range
of offences. In this context, the death penalty was applied
to acts that the legislator classifies as having heightened
normative significance for the protection of religious-le-
gal and public order. Seriousness here was determined not
by an individualised assessment of harm, but by the very
fact that the act belongs to the hudud category, for which
the Code prescribes a death outcome if the evidentiary
requirements were met. Within the ta’zir regime, the cri-
terion of seriousness takes on a criminal-policy character,
as it concerns acts for which punishment was determined
by the legislator within the scope of state discretion. It
was precisely in this category that a significant propor-
tion of death sentences was concentrated, particularly for
drug-related offences and other acts defined by the legis-
lator as posing a threat to public security or social order.
In such cases, severity was linked neither to an attack on a
specific life nor to a fixed religious-legal sanction, but was
justified by the scale of the threat as defined at the level of
criminal policy. A synthesis of these differences makes it
possible to systematically compare the approaches of Chi-
na and Iran to defining the “seriousness” of offences for
which the death penalty was permitted, according to key
parameters (Table 1).

Table 1. Comparison of the criteria for determining the “seriousness”
of crimes permitting the application of the death penalty in China and Iran

Comparison parameter China

Iran

Method of legal specification
of seriousness

“Extreme seriousness” was specified through the list
of offence types in the Special Part of the Criminal
Law, the sanctions of which expressly permit the
imposition of the death penalty. The criterion of
seriousness was materialised at the level of the
legislative qualification of specific offence types.

“Seriousness” was primarily encoded through the
classification of the offence under one of the regimes
of criminal liability (gisas, hadd, ta’zir). Specific offence
types have a derivative significance within the relevant
regime.
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Continued Table 1

Comparison parameter

China

Iran

Protected legal interest
determining the applicability
of the death penalty

The criterion of seriousness was formed through the
combination of several blocks: intentional offences
against life; generally dangerous acts threatening
public safety; crimes against state security; and certain
economic offences, where they cause significant harm
to state interests or public administration.

The threshold of seriousness was differentiated by
regimes: gisas — intentional deprivation of life; hadd —
acts with fixed consequences defined by the code;
ta’zir — acts recognised by the legislator as creating a
substantial threat to public order or security, including
drug offences.

Model of the “exceptional”
nature of the death penalty as
a legal technique

The exceptional nature was structured through the
normative formula “only for extremely serious crimes”,
combined with the institution of a two-year reprieve
from execution and the mandatory centralised review
of death sentences by the Supreme People’s Court
of the People’s Republic of China, which reduces
variability in practice.

There was no single universal formula of
exceptionalism. Different regimes (qgisas, hadd, ta’zir)
have autonomous grounds for the application of the
death penalty, distinct procedural trajectories, and
different mechanisms influencing the execution of the
sentence, which complicates the unification of the
substantive criterion of seriousness.

Offence types whose
sanctions permit the death
penalty

Intentional murder; terrorist activity; arson, explosion,
or other generally dangerous acts causing grave
consequences; rape under aggravating circumstances;
large-scale drug trafficking; corruption offences
involving “especially serious consequences”; treason.

Intentional murder; rape; armed robbery; spreading
corruption; repeated alcohol consumption; large-scale
drug trafficking.

Source: compiled by the author based on Islamic Penal Code (2013), Criminal Law of the People’s Republic of China (2020)

The comparative analysis demonstrated that the crite-
ria for determining the “seriousness” of crimes permitting
the application of the death penalty in China and Iran were
formed on different normative and institutional founda-
tions. In the Chinese model, the seriousness of the offence
was determined by a legally defined range of offence types,
with the subsequent restriction of the death penalty by sub-
stantive and procedural filters, including centralised judicial
control. In the Iranian model, seriousness was differentiat-
ed depending on the legal regime of liability, which results
in multiple grounds, procedural trajectories, and mecha-
nisms for implementing the death sentence. These differ-
ences were not only doctrinal but also practical in signifi-
cance, as they directly affect the scale, selectivity, and public
perception of the application of the death penalty. This ne-
cessitates further analysis of the social consequences and
actual practices of applying the death penalty in both states,
which will make it possible to assess how different legal
constructions were transformed into specific social effects.

Practices of imposing and carrying out

the death penalty: institutional and procedural aspects
The institutional architecture of the bodies involved in im-
posing the death penalty in China was structured accord-
ing to the principle of strict centralised judicial control,
which structurally distinguishes it from most legal systems
in which the death penalty was retained. Criminal cases in
which the death penalty may potentially be imposed were
heard by intermediate people’s courts or higher people’s
courts, but their competence was limited to issuing the in-
itial sentence without a final decision on the execution of
the death penalty. Thus, courts of first instance effectively
perform the function of primary case selection but were
not the final authority in sanctioning a death sentence. The
key element of the institutional model was the mandatory
review of all death sentences by the Supreme People’s Court
of the People’s Republic of China (n.d.), which, after 2007,
restored its exclusive competence to confirm or overturn

such sentences. This review was not merely formal and in-
cludes a repeated assessment of the evidentiary basis, the
correctness of the legal qualification of the act, compliance
of the sentence with the criterion of “extreme seriousness”,
and the proportionality of applying the death penalty.

Empirical data confirm the practical significance of
this centralised level of control. In particular, an analysis of
judicial review materials published in 2022-2023 indicates
systematic correction of death sentences at the level of the
SPC PRC, including the commutation of the death penal-
ty to death with a two-year reprieve or life imprisonment.
Such decisions were recorded in independent analytical
studies, including reports by the non-governmental organ-
isation The Dui Hua Foundation (2024), which monitors
the activity of the SPC PRC as the sole institutional cen-
tre for sanctioning death sentences. Additionally, accord-
ing to Amnesty International (2024), China continues to
remain the state with the largest number of executions in
the world, although official statistics were not disclosed
and the actual number of executions was only estimated.
It was in this context that the institutional role of the SPC
PRC becomes crucial, as centralised review was regarded
as the primary mechanism for restraining and unifying the
practice of applying the death penalty under conditions of
limited transparency.

Centralised review transforms the boundaries of judi-
cial discretion. Lower-level judges formally retain the au-
thority to establish the factual circumstances and choose
the type of punishment, but their decisions are, a priori,
oriented towards the expected position of the SPC PRC. As
a result, discretion acquires an indirect character and oper-
ates within established standards formed at the level of the
higher judicial instance, which reduces regional variability
and contributes to the formation of a unified practice of
applying the death penalty. The participation of other state
bodies, in particular the prosecution, in the Chinese mod-
el has an auxiliary and supervisory character and does not
influence the final decision on the execution of the death
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sentence. Thus, Chinas institutional model concentrates
decisive competence within the judicial system itself, mini-
mising extrajudicial channels of influence on the outcome.

The institutional architecture of death penalty in Iran
has a different logic and was characterised by the fragmen-
tation of judicial powers. Criminal cases in which the death
penalty may be imposed were heard by different courts de-
pending on the nature of the offence and the legal regime of
liability enshrined in the Islamic Penal Code (2013). Rev-
olutionary courts, general criminal courts and specialised
judicial bodies have autonomous jurisdiction to impose
death sentences within their respective categories of cas-
es, which creates a multiplicity of institutional trajectories
for the imposition of this type of punishment. Unlike the
Chinese model, Iran does not have a single centralised ju-
dicial body that would carry out mandatory review of all
death sentences according to uniform standards. Appeals
and cassation reviews were carried out depending on the
legal regime of the case (qisas, hadd or ta’zir), which re-
sults in varying degrees of control and different procedural
routes. This institutional heterogeneity was confirmed by
the materials of special reports by Iran Human Rights &
ECPM (2023; 2024), which note that death sentences in Iran
can become final at different levels of the judiciary without
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a single mechanism for centralised unification of practice.

Empirical court cases analysed in the reports of the
United Nations (UN) Special Rapporteur on Human Rights
in Iran (United Nations Human Rights Council, 2024)
show that under the ta’zir regime, particularly in cases in-
volving drug-related crimes, the final decision to carry out
the death penalty was made by the courts without further
automatic review at the national level. This means that in-
stitutional control was limited to the procedural framework
of a particular regime, and the limits of judicial discretion
depend on the type of court and category of case, rather
than on a centralised standard. Thus, the institutional prac-
tice of imposing and carrying out the death penalty in Iran
confirms the absence of a single centre for the final authori-
sation of death sentences. Unlike China’s centralised model,
the Iranian system was characterised by a multiplicity of ju-
dicial and extrajudicial channels for final decision-making,
which leads to increased variability in practice and varying
degrees of actual judicial discretion depending on the legal
regime of the case. Combined with the previously analysed
features of China’s centralised model, this provides grounds
for a systematic comparison of the institutional and proce-
dural parameters of the imposition of the death penalty in
both countries (Table 2).

Table 2. Institutional and procedural architecture of the imposition of the death penalty in China and Iran

Comparison criterion China

Iran

General model of
institutional control

A strictly centralised model with the concentration of the
final decision at the level of the SPC PRC.

A decentralised, regime-fragmented model without a
single centre for final sanctioning.

Courts of first instance
the death penalty.

Intermediate or higher people’s courts deliver the initial
sentence without authority over the final execution of

Revolutionary, general criminal, and specialised courts
impose death sentences within their autonomous
competences.

Role of the higher court
or alter them.

The SPC PRC conducts a mandatory review of all death
sentences and holds exclusive competence to confirm

There was no single body for mandatory centralised
review; appellate and cassation control depends on the
regime of the case.

Nature of the review
of the death sentence

Reassessment of evidence, legal classification,
compliance with the criterion of “extreme seriousness”,
and proportionality of the punishment.

The scope of review varies according to the regime
(qisas, hadd, ta’zir) and was not governed by a unified
standard.

Source: compiled by the author based on Islamic Penal Code (2013), Criminal Law of the People’s Republic of China (2020)

The summary presented in Table 2 demonstrates a
fundamental difference in the institutional logic of impos-
ing the death penalty in China and Iran. In the Chinese
model, the final sanctioning of a death sentence was con-
centrated at the level of a single supreme judicial instance,
combining the functions of legal control, unification of
practice, and correction of judicial discretion. By contrast,
the Iranian model was characterised by the distribution of
powers among different courts and legal regimes, as well
as the involvement of extrajudicial actors, which prevents
the formation of a single institutional standard for the final
decision. Thus, the difference between centralised and de-
centralised architectures determines not only the process of
imposing the death penalty but also the degree of predicta-
bility and consistency in judicial practice.

The identified institutional and procedural differences
were significant not only at the level of the formal organisa-
tion of the judiciary, but also for understanding the broader
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social consequences of the death penalty. It was precisely
the nature of judicial control, the limits of discretion, and
the presence or absence of a centralised review mechanism
that shape public perceptions of the death penalty, the level
of trust in criminal justice, and the actual practices of car-
rying out sentences. This necessitates further analysis of the
social effects of the death penalty and the particularities of
its practical implementation in China and Iran.

Social consequences of the use of the death penalty

and their comparative assessment

The death penalty, in its social dimension, was not a neu-
tral criminal sanction. Its retention in legislation shapes the
perception of the state as an actor that reserves for itself the
right to the most extreme and irreversible form of coercion.
In public consciousness, such a sanction reinforces the im-
age of criminal justice as a maximally punitive mechanism
intended to respond to actions regarded as threats to the
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basic social order. The very existence of the death penalty
strengthens the association of state authority with coercive
force, even in conditions of limited or closed statistics re-
garding its application (Cheeseman, 2017; May et al., 2025).

In public consciousness, the death penalty combines
several normative ideas that were not internally consist-
ent. It was simultaneously associated with justice as retri-
bution, with the provision of collective security, and with
the demonstration of the sovereign power of the state. This
combination forms a particular model of legitimising crim-
inal justice, in which the severity of the sanction was per-
ceived as an indicator of the determination and effective-
ness of state control. Comparative criminal policy studies
show that in states where the death penalty was retained,
public support for the justice system was based not on trust
in procedures, but on expectations of a harsh response to
deviant behaviour (Condon, 2020). The absence of statis-
tical transparency does not reduce the social impact of the
death penalty. On the contrary, limited access to official
data, characteristic of China and Iran, reinforces its sym-
bolic role, as the sanction functions as an abstract threat
rather than an accountable instrument of criminal policy.
According to Amnesty International (2024), the uncer-
tainty surrounding the scale of the application of the death
penalty contributes to the perception of its pervasive pres-
ence within the system of social control.

The death penalty affects trust in the judicial system
because it shifts questions of the quality of justice into the
sphere of irreversible consequences. Under such condi-
tions, any judicial error, procedural defect, or lack of trans-
parency in decision-making acquires not only legal but also
social resonance. Academic research emphasises that in
states retaining the death penalty, the level of public sensi-
tivity to standards of proof and reasoning in judgments was
higher than in jurisdictions where alternative sanctions
were applied (Bullock, 2021). The model of reviewing death
sentences plays a decisive role in shaping perceptions of the
legitimacy of justice. A centralised mechanism for final
sanctioning, as in China, enables the state institutionally to
limit arbitrariness and to project the image of controlled
application of the ultimate sanction. Analytical studies of
judicial practice confirm that such a model contributes to
the perception of the death penalty as an exceptional meas-
ure subject to especially strict control (The Dui Hua Foun-
dation, 2024). By contrast, the fragmented system of final
decision-making characteristic of Iran produces a different
social perception. The absence of a single centre for final
review reinforces perceptions of selectivity and unpredict-
ability in law enforcement. This reduces trust in the judici-
ary and transforms the death penalty from an instrument
of justice into a means of repressive control. Such conclu-
sions were consistently recorded in the reports of the Unit-
ed Nations Human Rights Council (2024) and Iran Human
Rights & ECPM (2023; 2024).

In the system of social control, the death penalty serves
to establish a normative hierarchy of prohibitions rath-
er than as an instrumental means of deterring crime. Its

presence in criminal law structures the legal space accord-
ing to the principle of extremity, highlighting a range of acts
that the state considers incompatible with the foundations
of social order. In this sense, the death penalty serves not
as a means of responding to individual criminal behaviour,
but as a mechanism for establishing a symbolic boundary
of what was permissible, which has a preventive effect on
society as a whole. Unlike traditional sanctions, its disci-
plinary potential was realised beyond the scope of specific
law enforcement. The death penalty influences behaviour-
al expectations by forming an idea of the extreme form of
state intervention, which remains permanently possible,
even if it was applied selectively or irregularly. It was this
potential, rather than the frequency of executions, that en-
sures its role as an instrument of social control based on
the preventive symbolisation of threat (Stetler et al., 2022).
At the same time, in conditions of limited transparency of
criminal statistics, social control associated with the death
penalty was intensified. Uncertainty about the scope and
criteria for its application transforms the sanction from a
specific punitive measure into an abstract instrument of
discipline, the limits of which remain blurred for society.
This effect was characteristic of legal systems in which the
death penalty functions in conjunction with a high level of
state discretion and limited access to official information
(Amnesty International, 2024).

The social selectivity of the application of the death
penalty was evident from an analysis of specific court deci-
sions in which the extreme sanction was in fact concentrat-
ed on socially and politically vulnerable groups. It was pre-
cisely such cases that allow to trace how the death penalty
loses its universal character as a legal response and acquires
the characteristics of an instrument of structural control. A
case analysed by The Dui Hua Foundation (2023) was illus-
trative in this context. It concerned the sentencing to death
(later commuted to death with a two-year reprieve) of a ru-
ral migrant accused of murder during a domestic dispute.
The case was characterised by the absence of premeditation
and the presence of mitigating circumstances, but the court
of first instance imposed the death penalty, citing the “se-
rious public danger” of the act. Only at the review stage
did the Supreme People’s Court of the People’s Republic of
China (n.d.) commute the sentence. The analytical value
of this case lies in the fact that crimes of similar severity
committed by persons with higher social status or in com-
plex economic contexts were much less likely to result in
the death penalty at the first instance. In public perception,
this practice reinforces the idea that the ultimate sanction
was applied primarily to socially marginalised individuals,
while centralised review performs a compensatory func-
tion of selectivity.

Social selectivity can also be seen in Iranian practice,
particularly in drug-related cases. The report of the United
Nations Human Rights Council (2024) analyses the case
of a young man from the Baloch ethnic minority who was
sentenced to death for transporting narcotic substances
under the tazir regime. The facts of the case indicated a low
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level of procedural guarantees, limited access to a lawyer,
and the absence of automatic review of the sentence at the
national level. The sentence became final after a formal ap-
peal hearing, without the application of a unified standard
for assessing the proportionality of the punishment. Ac-
cording to Iran Human Rights & ECPM (2023; 2024), such
cases account for a significant proportion of death sentenc-
es carried out in Iran, disproportionately affecting poor and
ethnically marginalised groups.

Thus, the social consequences of the use of the death
penalty in China and Iran go beyond purely criminal law
regulation and were determined by a combination of sym-
bolic, institutional and socio-selective dimensions. From a
comparative perspective, the death penalty appears not as a
universal instrument of justice, but as an element of social
control, the effectiveness and perception of which depend
on the model of judicial review, the level of transparency
and the structure of social inequality. Centralised control
in China partially mitigates the social risks associated with
extreme punishment, but does not eliminate its selective
nature, while the fragmentation of the Iranian system ex-
acerbates the repressive effect and undermines confidence
in the principle of equality before the law. As a result, the
death penalty in both legal systems functions primarily as
an indicator of the nature of the relationship between the
state and society, reflecting not only criminal policy but
also the underlying mechanisms of legitimising power and
maintaining social order.

Discussion

The conclusions obtained in the study partially correlate
with the results presented by S.S. Silvee & X. Wu (2021),
who, in a comparative analysis of India and Bangladesh,
showed that the key factor in the application of the death
penalty was not the abstract “seriousness” of the crime,
but the way it was normatively specified within the na-
tional legal system. The authors concluded that the formal
existence of the death penalty in legislation does not mean
that it has the same legal status, as institutional mecha-
nisms and procedural restrictions were of decisive impor-
tance. A similar approach can be seen in the results of this
study on China, where the death penalty was normatively
integrated into the system of punishments, but its applica-
tion was limited by a legally defined range of offences and
centralised judicial control. At the same time, unlike the
conclusions of S.S. Silvee & X. Wu, where colonial legal
heritage plays a key role, in the case of China and Iran,
the decisive factor was the difference between the codified
state model and the regime-differentiated system of crim-
inal responsibility.

The results of the analysis of the Chinese model of cap-
ital punishment were consistent with the conclusions of
T. Smith et al. (2022), who analysed institutional changes
in the field of capital punishment during Xi Jinpings reign.
The authors found that the reduction in the actual use of
the death penalty was not achieved through a formal re-
view of sanctions, but through tighter procedural controls
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and restrictions on public discourse on this institution. This
study also found that the key limiting factor in China was
not a change in the normative status of the death penalty,
but a combination of criteria of “extreme seriousness” with
mandatory review of death sentences by the Supreme Peo-
ple’s Court. However, unlike T. Smith et al., who focused
primarily on political and discursive dimensions, this study
emphasises the structural and legal mechanisms that shape
the model of institutionally controlled exceptionality of the
death penalty.

The conclusions regarding Iran partially overlap with
the results obtained by I. Wahyudi (2024), who studied the
death penalty from the perspective of its criminological
effectiveness and impact on crime rates. The author con-
cluded that the severity of sanctions alone does not reduce
crime, and that its impact depends on the context of legal
regulation and social perception. This study found that in
Iran, the criterion of the severity of a crime was not formed
as a single material standard, but was determined by the
act’s belonging to the gisas, hadd or tazir regimes. Unlike
I. Wahyudi, who focused on criminological indicators, this
study shows that it was the normative differentiation of
criminal liability regimes that determines the variability of
the practice of applying the death penalty, regardless of the
declared preventive goals.

The results obtained regarding the institutional and
procedural organisation of the imposition of the death
penalty were partly consistent with the conclusions of
K.M. Barry (2019), who analysed the death penalty through
the prism of the fundamental right to life. His study empha-
sised that the key risk from a human rights perspective was
not only the very fact of maintaining the death penalty, but
also the institutional structure of the final decision-mak-
ing process, in particular the concentration or dispersion
of powers. The results of this study confirmed this thesis,
showing that China’s centralised model provides a high-
er level of unification and procedural control compared
to Irans decentralised model. At the same time, unlike
K.M. Barrys norm-oriented analysis, this study demon-
strated that even under conditions of limited transparency,
centralised judicial control serves as an effective deterrent
to the use of the death penalty.

The findings of this study were also conceptually re-
lated to the work of M. Mati¢ Boskovi¢ & I.L. Gal (2021),
which analysed the relationship between the right to life,
the prohibition of the death penalty, and standards for the
enforcement of life imprisonment. The authors concluded
that institutional guarantees and procedural mechanisms
determine the actual level of protection of the right to life,
even in states where the death penalty was not formally ap-
plied. The results of this study expanded on this approach,
showing that in legal systems where the death penalty was
retained, the nature of the institutional architecture for re-
viewing sentences, or its absence, was of decisive impor-
tance. Thus, it was established that the formal presence or
absence of the death penalty was less indicative than the
mechanisms for controlling its imposition.
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Some of the study’s findings were consistent with the
conclusions of R.M.S. Naseem et al. (2025), who exam-
ined the reform of the death penalty from a constitutional
and political-legal perspective. In their work, the authors
emphasised that a key indicator of a state’s readiness for
reform was not only a reduction in the number of death
sentences, but also a transformation of the procedures
for their imposition and review. The results of the current
study confirmed this position, establishing that in China,
the institutional concentration of powers in the SPC PRC
reduces the variability of judicial practice, while in Iran, the
absence of a single mechanism for final review complicates
the implementation of systemic reforms. At the same time,
unlike the general theoretical models proposed by these
authors, this study specified how these processes were im-
plemented at the level of individual judicial regimes and
practical cases.

The results obtained were consistent with the conclu-
sions of A. Arifullah (2024), who conducted a legal anal-
ysis of the death penalty from a human rights perspective
and emphasised its systemic impact on public perception
of state power. His study showed that the death penalty
shapes the perception of the state as an entity legitimised
to use extreme coercion, regardless of the frequency of ac-
tual executions. The results of the current study confirm
this approach, demonstrating that even in conditions of
limited statistical transparency, the death penalty retains its
high symbolic and disciplinary potential. At the same time,
unlike the predominantly normative analysis of A. Ariful-
lah, this study specifies this influence through institutional
models of judicial control and their connection with the
social selectivity of the application of extreme sanctions.

The conclusions of this section were also conceptually
consistent with the arguments of B. Jones (2023), who con-
sidered the death penalty through the prism of the right
to life and the principle of necessity. The author concluded
that the preservation of the death penalty undermines the
legitimacy of criminal justice because it shifts the emphasis
from procedural justice to the demonstrative severity of the
sanction. The results of the current study confirm this the-
sis, showing that in countries with the death penalty, public
support for justice was based on the expectation of a harsh
response rather than on trust in procedural standards. At
the same time, the comparative analysis complements B.
Jones approach, demonstrating that centralised judicial
control (as in China) can partially mitigate this effect, while
fragmented models (as in Iran) reinforce the repressive
perception of justice.

The findings of this study partly correlate with the re-
sults of P. Obiri-Korang (2022), who analysed the socio-le-
gal consequences of retaining the death penalty in the con-
text of national legislation reform. His work argued that the
death penalty disproportionately affects socially vulnerable
groups and reproduces structural inequality in the crimi-
nal justice system. The results obtained in the current study
confirm this thesis based on data from China and Iran,
where there was a concentration of death sentences for

people with low socio-economic status and representatives
of marginalised communities. However, unlike P. Obi-
ri-Korang’s focus on legislative and constitutional changes,
this study shows that even without the formal abolition of
the death penalty, institutional mechanisms for reviewing
sentences influence social perceptions of justice and equal-
ity before the law. Thus, the results of this study not only
confirmed certain provisions of contemporary doctrine re-
garding the role of institutional mechanisms in the field of
capital punishment, but also clarified them through a com-
parative analysis of practices in China and Iran.

Conclusions

The study found that the legal basis for the application of
the death penalty in China and Iran was based on fun-
damentally different models of criminal law regulation,
which leads to differences in the definition of criteria for
the seriousness of crimes and the mechanisms for imple-
menting this type of punishment. In China, the death pen-
alty was normatively integrated into the system of basic
criminal penalties and was applied exclusively to a legal-
ly defined range of “extremely serious crimes,” which in-
cludes crimes against life, state and public security, as well
as certain economic crimes, with an additional restriction
in the form of a two-year deferral of execution and manda-
tory centralised review of death sentences by the SPC PRC.
In Iran, on the contrary, there was no single substantive
criterion of seriousness, since the possibility of applying
the death penalty was determined by the classification of
the offence under the gisas, hadd or tazir regimes, which
creates multiple legal grounds and procedural trajectories
for the implementation of the death penalty. A compar-
ative analysis has led to the conclusion that the Chinese
model was characterised by a unified and institutionally
controlled structure of “managed exceptionalism” of the
death penalty, while the Iranian model was marked by
normative differentiation of seriousness criteria depend-
ing on the legal regime of responsibility, which has a direct
impact on the practice of its application.

It has been established that the death penalty in Chi-
na and Iran performs not only a punitive but also a so-
cio-symbolic function, shaping the perception of the state
as an entity that reserves the right to extreme and irrevers-
ible coercion. Its presence in criminal law influences pub-
lic perception of criminal justice, reinforcing the image of
the state’s most severe response to acts that were classified
as a threat to the basic social order. It has been proven that
even in conditions of limited or closed statistics, the death
penalty retains a high social impact, as it functions as an
abstract threat rather than an accountable instrument of
criminal policy.

It has been determined that in the system of social con-
trol, the death penalty performs the function of normative
hierarchisation of prohibitions, rather than instrumental
deterrence of crime. Its disciplinary potential was realised
primarily through the symbolisation of the ultimate lim-
it of what was permissible, rather than through the actual
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frequency of executions. It has been noted that in conditions
of limited transparency of criminal statistics, the social ef-
fect of the death penalty was amplified, since the uncertain-
ty of the scale of its application broadens the perception of
its potential omnipresence in the system of state control.

A separate result of the study was the identification
of social selectivity in the application of the death penalty.
Analysis of court cases and reports from international or-
ganisations has shown that the ultimate sanction dispropor-
tionately affects socially and politically vulnerable groups,
in particular people with low socio-economic status and
representatives of ethnic minorities. In comparative terms,
centralised review in China partially compensates for such
selectivity, while in Iran the absence of a single mecha-
nism of final control reinforces the repressive nature of the
death penalty. As a result, the death penalty in both legal
systems was an indicator of the nature of the relationship
between the state and society, reflecting not only the pecu-
liarities of criminal policy, but also the underlying mecha-
nisms of legitimising power and maintaining social order.
Prospects for further research related to the analysis of the
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relationship between institutional models of judicial con-
trol, the level of social trust in criminal justice, and long-
term transformations of legal consciousness in states where
the death penalty was retained.
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Abstract. The aim of the article was to determine the peculiarities and level of adaptation of international counter-
terrorism standards in the criminal legislation of Indonesia, the Philippines, and Malaysia. The study was conducted
within a qualitative-comparative legal design, employing the special-legal method, comparative legal analysis, and the case
study method. The research established that the examined countries implement international counter-terrorism standards
through different criminal law models: functional (Indonesia), hybrid (the Philippines), and preventive (Malaysia). It was
found that in all three legal systems, criminal liability extends not only to completed terrorist acts but also to financing,
recruitment, training, preparation, and participation in terrorist organisations without the need to prove a specific act
of violence. Significant differences were identified in sanctioning policies: Indonesia provides for the death penalty, life
imprisonment, or imprisonment from 20 years for the most serious terrorist acts, whereas in the Philippines and Malaysia,
the maximum penalty is life imprisonment with an emphasis on preventive measures. It was determined that international
counter-terrorism standards form not a unified definition but a “minimum core” of terrorism, which includes a violent
act or the threat of its use, a special purpose of intimidation or coercion, and heightened public danger. The comparative
analysis showed that Indonesia, the Philippines, and Malaysia formally implement this core; however, they utilise different
legislative models: functional (Indonesia), hybrid with a link to underlying offences (the Philippines), and preventive with
an emphasis on potential threat (Malaysia). It was revealed that the level of legal certainty is highest in the Philippine model
and lowest in the Malaysian model, where the expansion of the definition through categories of national security creates
tension with the principle of nullum crimen sine lege certa. The obtained results can be used by legislators and courts to
adjust national anti-terrorism definitions and their application practices, with the aim of clearly delineating the boundaries
of criminalisation, selecting adequate standards of proof, and preventing the excessive expansion of preventive powers

Keywords: international obligations; regional security mechanisms; violent act; public danger; preventive measures

Introduction

In the 21% century, terrorism has evolved into a
transnational phenomenon that transcends the borders
of individual states, acquires a networked character, and
utilises global financial, informational, and migratory
flows. In scientific and political-legal discourse, this has
led to the formation of the concept of “global terrorism’,
which emphasises the supranational nature of the threats
and the unification of approaches to the criminalisation of
terrorist activities. At the same time, the implementation
of this concept into national criminal law systems remains

fragmented and dependent on the historical, religious,
and security peculiarities of specific states. The countries
of Southeast Asia, particularly Indonesia, the Philippines,
and Malaysia, are in a zone of heightened risk of terrorist
activity, which combines local separatist conflicts with the
influence of global extremist ideologies. Their criminal
legislations have undergone significant transformations
under the influence of international obligations, regional
security mechanisms, and the practice of counter-
terrorism operations.
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In academic discourse, the issue of the relationship
between counter-terrorism legislation and human rights
is increasingly being understood through the prism of
the structural consequences of preventive approaches.
Thus, R.A. Ahmad & S. Dhillon (2022) concluded that
in the Malaysian context, the prevention of terrorism is
institutionally accompanied by a systematic expansion of
the discretionary powers of the state, leading to a lowering
of legal certainty standards and a weakening of judicial
control. They established that human rights violations
are not a side effect of law enforcement but logically
follow from the legislative construction of anti-terrorism
norms, which are oriented towards risk assessment rather
than proving actual violence. However, the study did not
conduct a comparative analysis with alternative model
approaches, which limits the possibility of generalising the
obtained results beyond the Malaysian legal order. Further
development of this issue can be traced in the study by
N.M. bin Idris & Y.H. Khoo (2025), which shows that
Malaysian anti-terrorism legislation creates a persistent
imbalance between security objectives and international
human rights protection standards. The authors established
that preventive detention mechanisms, restrictions on
freedom of movement, and the broad interpretation of
threats to national security have a cumulative effect that
weakens procedural guarantees. However, the research
focuses primarily on the human rights dimension and
does not analyse how the legislative technique of defining
terrorism influences the boundaries of criminalisation as
such, leaving the question of the model-based conditionality
of the identified violations open.

A different analytical perspective is offered by
J. Jupp (2022), who, using the example of the United
Kingdom, demonstrated the transformation of anti-
terrorism legislation from dynamic response to a state of
regulatory “stagnation”. The researcher established that the
expansion of definitions of terrorism, particularly in the
area of countering far-right extremism, has led to a blurring
of the boundaries between ideological threat and criminally
punishable conduct. At the same time, the author showed
that even in a legal order with a developed judicial tradition,
such evolution creates tension with the principle of legality.
However, the question of whether these tendencies are
universal for other legal systems with a different model
architecture of anti-terrorism norms remains overlooked.
In the Philippine context, R.U. Mendoza et al. (2021)
established that the effectiveness of counter-terrorism
measures largely depends on the clarity of the normative
distinction between terrorism and ordinary criminal
offences. The authors showed that linking terrorist acts
to underlying offences, combined with a special purpose,
increases the predictability of law enforcement. At the
same time, they noted the limited adaptability of such an
approach to new forms of violent activity. The study did not
conduct a systematic comparison of this hybrid approach
with functional or preventive models, which complicates
the assessment of its relative advantages and risks.
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A separate strand of literature is devoted to the
financial aspects of terrorism, particularly in the work
of F. Muslim et al. (2025), where it was established that
strengthening state control over crowdfunding reduces the
risks of financing terrorist activities but simultaneously
negatively affects legitimate charitable practices. The
authors concluded that preventive regulatory mechanisms
can have a disproportionate effect if they are not embedded
within a clearly defined legal framework. However, the study
analyses financial instruments in isolation from the general
definitional logic of terrorism, which does not allow for
tracing their relationship with the boundaries of criminal
liability. A critical analysis of Indonesian anti-terrorism
legislation is presented in the work of .M. Riduan (2024),
which shows that the legitimacy of counter-terrorism
norms largely depends on their perception by society and
their compliance with the principles of legal certainty. The
author established that expanding the object of the offence
to abstract categories of social stability creates a risk of
overcriminalisation. At the same time, the study focuses
on political-legal legitimacy, leaving the comparative
dimension and the relationship with the international
“minimum core” outside detailed analysis.

The issue of the interaction between science and
practice in the field of counter-terrorism is explored by
Z.A. Sukabdi (2021), who established that integrating
academic approaches into the formulation of state policy
contributes to a more balanced equilibrium between
security and human rights. The author concluded that it
is precisely conceptual clarity in defining terrorism that
enhances the effectiveness of law enforcement. However,
the study does not detail which specific model constructs
of the definition are most compatible with such a balance,
leaving room for further comparative research. Finally,
L.E. Okoye & P. Adejoh (2025), analysing the experience of
Nigeria, found that victims of counter-terrorism operations
most frequently encounter human rights violations in the
context of preventive measures and the broad discretionary
powers of security forces. The authors demonstrated
that the absence of clear boundaries for criminalisation
exacerbates the vulnerability of the civilian population. At
the same time, the African context is examined without
comparison with Asian or European models, which
precludes the identification of universal patterns. Thus, the
literature review attests to the existence of a substantial body
of research devoted to the human rights implications of
anti-terrorism legislation. However, the problem lies in the
absence of a comprehensive comparative analysis of how the
concept of “global terrorism” is translated into the criminal
law norms of the aforementioned states, which elements of
this concept are fully integrated, and which are modified
or ignored. Addressing these gaps is necessary to enhance
the effectiveness of counter-terrorism policy, ensure legal
certainty, and formulate coherent approaches to countering
global terrorist threats in regional and international
dimensions. The aim of the article was a comparative
assessment of the degree and forms of implementation of
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international counter-terrorism standards in the criminal
legislation of Indonesia, the Philippines, and Malaysia. To
achieve this aim, the following tasks were set: to analyse
the norms of the criminal legislation of Indonesia, the
Philippines, and Malaysia that regulate liability for terrorist
crimes; to determine the compliance of national definitions
and elements of crimes with international standards.

Materials and Methods

The methodological foundation of the study was
a qualitative-comparative legal design, focused on
identifying the substantive characteristics of the concept
of “global terrorism” and analysing the mechanisms of its
implementation in the criminal legislation of Indonesia,
the Philippines, and Malaysia. The methodological
logic of the research was based on a combination of
normative analysis, the study of judicial practice, and the
comparative interpretation of law enforcement models.
The chronological scope of the study covered the period
from 2001 to 2024. The lower boundary was determined by
the formation of the modern concept of global terrorism
following the events of September 11, 2001, and the
subsequent adoption of key UN - United Nations Security
Council (n.d.), which established the normative framework
for international counter-terrorism. The upper boundary
of the study allowed for the consideration of the latest
transformations in anti-terrorism legislation and judicial
practice, associated with the strengthening of preventive
approaches, the expansion of the state’s security powers,
and the actualisation of the problem of legal certainty. The
chosen period ensured the possibility of analysing not the
static state of legal regulation, but its evolution in response
to changing security challenges.

The selection of Indonesia, the Philippines, and
Malaysia as subjects of comparative analysis was determined
by a combination of normative and empirical factors. All
three states belong to the same region, have experienced
real terrorist threats, and have simultaneously implemented
international  counter-terrorism  standards  through
different models of criminalisation. Indonesia represents a
functional model, within which key importance is attached
to actual violence and its social effect; the Philippines - a
hybrid model, combining formalised offences with the
requirement to prove a special purpose; Malaysia - a
preventive model, focused on early intervention and
the assessment of security risk. This sample allowed
for the identification of structural differences in the
implementation of the concept of global terrorism under
conditions of a shared international normative core.

Within the study, the special-legal method was applied,
the purpose of which was to identify the peculiarities
of the normative implementation of the concept of
“global terrorism” and to analyse the legal technique of
criminalising terrorist acts in the national legislation of
Indonesia, the Philippines, and Malaysia. The material
basis for the special-legal analysis comprised international
counter-terrorism instruments that form the normative
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“minimum core” of the concept of terrorism, including
the International Convention... (1999) and Resolution
of the United Nations Security Council No. 1373 (2001),
and Resolution of the United Nations Security Council
No. 1566 (2004). The national dimension of the special-
legal method encompassed the analysis of legislative acts
of Indonesia, the Philippines, and Malaysia that directly
regulate liability for terrorism. Specifically, the provisions
of the Law of the Republic of Indonesia No. 5 (2018), which
define the functional model for qualifying terrorist acts,
were analysed. For the Philippine legal order, the Criminal
Code of the Philippines (2014) was examined in order
to trace the logic of criminalising terrorism through the
combination of predicate offences and a special purpose.
In the context of the Malaysian legal system, the special-
legal method was applied to the analysis of the Penal Code
No. 574 (1997), the Act of Malaysia No. 769 (2015), and
the Act of Malaysia No. 747 (2015). Additionally, within
the framework of the special-legal method, a structural-
dogmatic analysis of the elements of terrorist offences was
carried out, aimed at identifying how the key elements of
terrorism are normatively constructed and the boundaries
of criminal liability are delineated in the legislation of
Indonesia, the Philippines, and Malaysia. The analytical
procedure involved examining the object of the offence, the
actus reus (the violent nature or threat thereof), the specific
terrorist purpose (mens rea), and the subject of the crime.
One of the research methods employed was
comparative legal analysis, applied to identify common
features and differences in the implementation of the
concept of global terrorism across the three legal orders.
This method was used not for the formal juxtaposition of
norms, but for analysing the model logic of criminalisation
and its impact on the boundaries of law enforcement. The
study also utilised the case study method, the purpose
of which was to identify the peculiarities of the practical
application of anti-terrorism legislation and to analyse how
the chosen criminal law model influences judicial reasoning
in qualification, the structure of evidence, and the limits of
criminalisation of terrorist acts. The materials for the case
studies were typical court cases representing the functional,
hybrid, and preventive models of terrorism criminalisation.
To analyse the functional model, court proceedings related
to the Bali bombings of October 12, 2002, were used,
particularly the decision of the Constitutional Court of the
Republic of Indonesia Case No. 013/PUU-1/2003 (2003),
which examined the issue of the retroactive application
of anti-terrorism legislation. To study the hybrid model
of applying anti-terrorism legislation, the decision of the
Supreme Court of the Philippines in the consolidated cases
Supreme Court of the Philippines G.R. No. 252578 (2021),
concerning the constitutionality of the Act of the Republic of
the Philippines No. 11479 (2020), was analysed. Within the
analysis of the preventive model, materials from Malaysian
judicial practice were used, specifically the decision of the
Court of Appeal in the case of Court of Criminal Appeal
of Malaysia No. W-05-141-05 (2014), which illustrates

4[4
103



The concept of “Global Terrorism”...

the application of anti-terrorism norms in the context
of assessing security risk and preparatory acts. This case
was used to examine how courts shift the focus of proof
from demonstrating a completed violent act to analysing a
potential threat to national security while simultaneously
attempting to establish normative limits on the application
of preventive measures.

Results and Discussion

Criminal law regulation of liability for terrorist crimes
in Indonesia, the Philippines, and Malaysia

In international law, the concept of “global terrorism” is
formed not through a single universal definition, but by
establishing functional minimum standards in United
Nations Security Council (n.d.) resolutions and sectoral
anti-terrorism conventions, which regard terrorism as a
transnational threat to international peace and security.
The starting point for the criminalisation of terrorist crimes
are the provisions of Resolution of the United Nations
Security Council No. 1373 (2001) and Resolution of the
United Nations Security Council No. 1566 (2004), in which
terrorism is delineated through a combination of a violent
act or the threat of its commission, the specific purpose
of intimidating a population, compelling a government
or an international organisation, and heightened public
danger, irrespective of the territorial boundaries of the act’s
commission. Further normative specification of this model
is contained in the International Convention... (1999),
which establishes a universal purposive criterion (“by its
nature or context intended to intimidate a population or
compel a government or an international organisation”),
thereby forming a generally accepted international
understanding of a terrorist act for the purposes of
domestic criminalisation. Collectively, these instruments
lay the conceptual foundation for “global terrorism” as a
phenomenon characterised by transnationality, ideological
or political conditionality, and an aim to undermine public
security through psychological and institutional impact.
It is within this international legal framework that the
structure of the constituent elements of terrorist crimes
in the criminal legislation of Indonesia, the Philippines,
and Malaysia is constructed, albeit with varying degrees of
abstraction and different legislative techniques.

The criminalisation of terrorism in Indonesia, the
Philippines, and Malaysia is based on different legislative
models; however, in all three states, an aspiration to adapt
national criminal law to the contemporary understanding
of terrorism as a complex and potentially transnational
phenomenon can be observed. An analysis of the structure
of the constituent elements of terrorist crimes has revealed
how each legal system defines the key elements of terrorism
and delineates the boundaries of criminal liability. In
Indonesia, the definition of terrorist crimes is enshrined
in the Law of the Republic of Indonesia No. 5 (2018).
Indonesian legislation employs a broad functional model of
criminalisation, whereby terrorism is defined through the
purpose and consequences of the act, rather than through
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an exhaustive list of specific offences. Terrorist crimes
are characterised by the use or threat of violence with
the aim of creating an atmosphere of mass fear, causing
significant loss of life, or inflicting damage on strategically
important objects, infrastructure facilities, or international
institutions. The Law explicitly considers the political,
ideological, and security-related motivation of such actsand
acknowledges their potential connection to activities carried
out both within and outside the territory of Indonesia,
indicating the incorporation of a transnational element.

In the Philippines, the criminalisation of terrorism is
effected pursuant to the Act of the Republic of the Philippines
No. 11479 (2020). Philippine law applies a hybrid model,
which combines a general definition of terrorism with
reference to specific offences already provided for in the
Criminal Code of the Philippines (2014). Terrorism is
qualified as the commission of such acts in the presence
of a specific purpose - intimidating the population,
spreading fear, destabilising public order, or compelling the
government or international organisations. This approach
allows for the preservation of the list of basic criminal
offences while simultaneously expanding their criminal
law assessment by considering the functional criterion
of purpose and societal effect. The Act also explicitly
covers cross-border aspects, including participation in
the activities of foreign terrorist organisations and the
commission of acts outside the state, if they produce
consequences within the territory of the Philippines.

In Malaysia, the criminalisation of terrorist crimes
is carried out primarily on the basis of the Penal Code
No. 574 (1997), the Act of Malaysia No. 747 (2015), and
the Act of Malaysia No. 769 (2015). The Malaysian model
is characterised by a broad preventive approach, whereby
terrorist crimes encompass not only direct violent acts
but also conduct related to supporting, organising, or
facilitating terrorist activity. Criminal legislation establishes
liability for actions aimed at achieving political, religious,
or ideological goals through violence or threats intended
to influence the government or intimidate the population.
Particular attention is paid to the criminalisation of
preparatory acts, participation in terrorist organisations,
and the financing of terrorism, reflecting an orientation
towards proactive threat response. Overall, the national
definitions of terrorist crimes in Indonesia, the Philippines,
and Malaysia encompass the key elements inherent in
the concept of “global terrorism”, specifically ideological
or political motivation, the aim of intimidating the
population or exerting pressure on state institutions, and
the recognition of the transnational character of such acts.
At the same time, differences in legislative technique give
rise to varying approaches to defining the boundaries of
criminal liability: Indonesia and Malaysia favour broad
functional formulations, whereas the Philippines combines
functional criteria with reference to specific criminal
offences. It is precisely these differences that condition
the further expansion of criminalisation through various
forms of participation in terrorist activity.
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Consequently, the criminal law regulation of terrorism
in Indonesia, the Philippines, and Malaysia is characterised
by an expansion of the boundaries of criminal liability
by encompassing not only completed terrorist acts but
also various forms of participation in terrorist activity.
This approach is dictated by the international legal
understanding of terrorism as an enduring and networked
threat realised through financing, organisational support,
and preparatory actions. Accordingly, national legislation
aims to criminalise conduct that creates the conditions
for the commission of terrorist acts, irrespective of the
fact of their direct perpetration. In Indonesia, the Law
of the Republic of Indonesia No. 5 (2018) provides for
separate offences for the financing of terrorism, as well as
for the provision or collection of funds, property, or other
resources with the knowledge that they are to be used
for terrorist purposes. Criminal liability also extends to
preparatory and ancillary actions, including recruiting,
training, and preparing individuals for the commission of
terrorist crimes. Participation in terrorist organisations is
separately criminalised, with proof of a specific terrorist
act not being a mandatory condition for liability. This
structure is aimed at preventing the formation and
functioning of terrorist networks. In the Philippines, the
Act of the Republic of the Philippines No. 11479 (2020)
establishes criminal liability for a wide range of forms
of participation in terrorist activity, supplementing the
basic offences provided for in the Criminal Code of the
Philippines (2014). The Act directly criminalises the
financing of terrorism, planning, preparation, and training
for the purpose of committing terrorist acts, as well as the
provision of material, technical, or organisational support
to terrorist structures. Membership or another form of
participation in terrorist organisations, regardless of the
individual’s involvement in a specific act of violence, is
recognised as a separate offence. This allows for the coverage
of activity aimed at maintaining the institutional capacity
of terrorism. In Malaysia, the expansion of criminal
liability is implemented through a combination of norms
from the Penal Code No. 574 (1997), the Act of Malaysia
No. 747 (2015), and the Act of Malaysia No. 769 (2015).
The legislation establishes liability for the financing of
terrorist activity, participation in terrorist organisations,
and also for preparatory and ancillary actions that create
the conditions for the commission of terrorist acts. A
characteristic feature is the preventive orientation, whereby
conduct associated with a potential threat to national
security is deemed criminally punishable, even without
proof of a specific act of violence. This approach is aimed at
the early detection and neutralisation of terrorist activity.

Thus, within the legal orders of Indonesia, the
Philippines, and Malaysia, terrorism is regarded not
merely as an isolated violent act, but as a complex of
interconnected actions that ensure the functioning of
terrorist networks. It is precisely the criminalisation of
such forms of participation that allows national legislations
to reflect the concept of “global terrorism” as an enduring
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transnational threat and to justify the application of
proactive criminal law mechanisms. At the same time, this
model of expanded criminalisation directly influences the
formation of sentencing policy, as punishment is directed
not only towards a repressive response to a completed
terrorist act but also towards neutralising the potential risks
associated with the support, organisation, and perpetuation
of terrorist activity. In this context, sanctions acquire a
systemic and preventive character, which conditions their
heightened severity and a departure from traditional
notions of proportionality of punishment.

The sanction policy in the field of counter-terrorism in
the countries under study is characterised by a high level
of repressiveness and a focus on neutralising security risks,
rather than merely on retribution for an already committed
crime. In the criminal legislation of these states, sanctions
for terrorist offences exceed the punishments for general
criminal violent acts and are applied both to completed
acts of terrorism and to preparatory and ancillary forms
of activity. In Indonesia, Law of the Republic of Indonesia
No. 5 (2018) provides for a multi-level system of sanctions
depending on the nature and consequences of the terrorist
crime. For the commission of terrorist acts that result in
loss of life or mass destruction, the penalties established
are the death penalty, life imprisonment, or imprisonment
for a term of 20 years. For the financing of terrorism,
participation in terrorist organisations, recruitment, and
training, imprisonment terms ranging from 5 to 20 years
are provided, along with additional sanctions in the form
of confiscation of property. This gradation of sanctions
indicates the use of criminal law as a deterrent instrument
at all stages of terrorist activity. In the Philippines, the Act of
the Republic of the Philippines No. 11479 (2020) establishes
the penalty of life imprisonment without the possibility of
parole for the commission of terrorist acts, as well as for
participation in terrorist organisations. For the financing
of terrorism, planning, preparation, and training for
terrorist purposes, imprisonment up to life imprisonment
is prescribed, along with the mandatory confiscation of
funds and assets related to the crime. The death penalty
is not applied in the Philippine legal system; however, the
severity of sanctions is compensated for by life sentences
and an expanded scope of criminally punishable forms of
participation, ensuring a preventive effect. In Malaysia,
terrorist offences and participation in terrorist organisations
are punishable by long terms of imprisonment, including
life imprisonment, as well as special preventive measures
against individuals who pose a threat to national security.
Criminal liability applies regardless of proof of a specific act
of violence if an individual’s conduct poses a real terrorist
threat. In summary, the sanction models of Indonesia,
the Philippines, and Malaysia demonstrate a departure
from the classical principle of strict proportionality
between harm and punishment. Severe prison terms, life
sentences, and, in the case of Indonesia, the death penalty
are employed as prevention tools aimed at neutralising
potential terrorist risks.
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Thus, an analysis of the criminalisation of terrorism
in Indonesia, the Philippines, and Malaysia indicates
that all three states have implemented key internation-
al approaches to counter-terrorism; however, they have
realised them within different legal models (Table 1).
International counter-terrorism standards in these legal
orders function as a normative framework that defines
minimum requirements for criminalisation but does not
form a unified legislative matrix. The presented system-
atisation demonstrates that the implementation of in-
ternational counter-terrorism standards in the studied
states occurs within different criminal law models, de-
termined by national security priorities and legislative
traditions. This necessitates further comparative anal-
ysis of the compliance of national definitions and ele-
ments of terrorist crimes with international standards.
The obtained results regarding the international legal
nature of “global terrorism” are consistent with the con-
clusions of T. Pék (2022), who showed that international

criminal law has not developed a single universal defi-
nition of terrorism and instead operates with a set of
functional features and target criteria. This author’s
work emphasises that it is precisely the fragmentation of
international definitions that leads to different national
techniques of criminalisation, where states construct the
actus reus and specific intent differently. This coincides
with the fact established in this study of the existence
of three different legislative models in Southeast Asia:
functional (Indonesia), hybrid (Philippines), and pre-
ventive (Malaysia). At the same time, the results of this
analysis elaborated on T. PéK’s thesis using normative
material: the minimum standards reflected in Resolution
of the United Nations Security Council No. 1373 (2001)
and Resolution of the United Nations Security Council
No. 1566 (2004) effectively function as a “framework’,
but not as a unified template; therefore, national defini-
tions retain different levels of abstraction and different
constructions of the offence.

Table 1. Implementation of international approaches to the criminalisation
of terrorism in Indonesia, the Philippines, and Malaysia

Terrorist Offence

(intimidating the population, creating
mass fear, or influencing state

(intimidating the population, coercing
the government or an international

Analysis Criterion Indonesia Philippines Malaysia
Model of Criminalisation Functional Model Hybrid Model Preventive Model
of Terrorism
Aviolent act or threat of its Comfm@sm O.f cr||r|ne§ zlllrgady'prﬁwded Acts involvin th £viol
N commission, specific purpose or in crimina gg|s atlon‘, in the cts involving the yse of vio gnce
Method of Defining a ’ presence of a specific terrorist purpose | or a threat to national security,

committed with a political,
religious, or ideological purpose

institutions), heightened public danger

organisation)

Criminalisation of Forms
of Participation

Financing, recruitment, training,
participation in terrorist organisations

membership and other participation

Financing, planning, training, Financing, preparatory acts,

participation, facilitation

Maximum Sanctions Death penalty, life imprisonment

Life imprisonment, preventive

Life imprisonment -
restrictive measures

Source: compiled by the author based on Penal Code No. 574 (1997), Act of Malaysia No. 747 (2015), Act of Malaysia
No. 769 (2015), Law of the Republic of Indonesia No. 5 (2018), Act of the Republic of the Philippines No. 11479 (2020)

The conclusions regarding the trend towards
expanding criminal liability by encompassing preparatory
and ancillary forms of activity correlate with the arguments
of A. Sagara (2024), who, within the framework of
international criminal law analysis, emphasised the need to
cover not only the completed act of violence but also the
infrastructure of terrorist activity. His work underscores
that the criminalisation of financing, participation in
organisations, and other “network” forms of involvement
is critical for countering transnational threats, as these
elements ensure the reproduction of terrorism as a
phenomenon. This aligns with the results of this study,
which show that in all three legal orders, liability arises not
only for a terrorist act but also for financing, recruitment,
training, preparation, and participation in terrorist
organisations without the mandatory proof of a specific
act of violence. At the same time, this study recorded
that the national systems of Indonesia, the Philippines,
and Malaysia have already implemented “pre-emptive”
criminalisation through domestic laws, whereas A. Sagara

primarily considered the issue in the realm of international
criminal jurisdiction and its possible expansion, i.e., at a
different level of normative regulation.

The obtained results regarding sanction logic and its
preventive nature partially coincide with the conclusions
of R.S. Ogbe (2023), who analysed the dynamics of the
criminalisation of terrorism in international criminal
law and pointed to a trend towards “security-oriented”
justification of punishment. The author emphasised that
in countering terrorism, criminal justice systems use harsh
sanctions not merely as a reaction to consequences but
as a mechanism for deterrence and risk neutralisation.
This aligns with the fact established in this study of the
increased severity of sanctions in the three states, including
maximum repressiveness for the most serious forms of
terrorism. At the same time, the results of this analysis
refined R.S. Ogbes thesis using the example of specific
legal orders: in Indonesia, the sanction model provides for
the death penalty and, alternatively, life imprisonment or
imprisonment from 20 years for terrorist acts with grave
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consequences, whereas in the Philippines and Malaysia, the
upper limit focuses on life imprisonment, demonstrating
different national trajectories of the “security-oriented”
approach under a formally shared preventive goal.

International counter-terrorism standards

and their reflection in national definitions of terrorism
In international law, the concept of terrorism is not codified
within a single universal definition. However, this does not
imply the absence of normative standards for its criminal law
definition. On the contrary, the international community
has developed a model minimum core, formed through the
recurrence of key elements in resolutions such as Resolution
of the United Nations Security Council No. 1373 (2001)
and Resolution of the United Nations Security Council
No. 1566 (2004), as well as in law enforcement practice.
Analysis of these sources confirms that this core includes:
a violent act or the threat thereof; the presence of a specific
purpose in the form of intimidating a population or
compelling a government or an international organisation;
an enhanced public danger of the act directed against public
security; and a transnational context justifying the need
for international cooperation and expanded jurisdictional
mechanisms. Scholarly research confirms that it is precisely
this “framework” model that is definitive for international
criminal law. Specifically, A.P. Schmid (2023) argued that
international standards in the field of terrorism function as
structural constraints that guide the national legislator but
leave room for diverse legislative techniques and varying
degrees of abstraction in definitions. A similar position
was articulated by A.M. Salinas de Frias et al. (2012),
noting that the key requirement is not the unification of
wording, but the preservation of the mandatory elements
of violence, specific purpose, and public danger, without
which criminalisation loses its connection to international
standards. Research by the United Nations Office on Drugs
and Crime (2021) also emphasises that transnationality in
the contemporary understanding of terrorism is not always
an element of the actus reus of the crime but serves as a
normative justification for expanding cooperation and the
mutual recognition of jurisdiction.

The transition from the international “minimum
core” to the assessment of national definitions necessitates
the application of qualitative criteria that go beyond the
mere formal reproduction of individual terms. In the
international legal doctrine of counter-terrorism, it is
emphasised that compliance with international standards,
shaped notably by Resolution of the United Nations Security
Council No. 1373 (2001) and Resolution of the United
Nations Security Council No. 1566 (2004), is primarily
manifested in legislative technique: the ability to clearly
delineate terrorism from related ordinary criminal or
political offences; the prevention of substituting the violent
element with vague categories such as “threat to national
security”; sufficient specificity of the special purpose; and
the presence of safeguards against the criminalisation
of legitimate political activity (Walker, 2021). Particular
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attention in research is devoted to adherence to the
principle of nullum crimen sine lege certa, which, in the
context of counter-terrorism legislation, acts as an indicator
of the balance between the state’s security interests and the
requirements of legal certainty (Bantekas & Oette, 2013).
Thus, international counter-terrorism standards for the
definition of terrorism should be understood not as a rigid,
unified formula, but as a set of mandatory elements and
methodological requirements that constrain the national
legislator. It is precisely through the lens of these criteria
that national definitions of terrorism in Indonesia, the
Philippines, and Malaysia should be assessed, focusing not
only on their content but also on the consequences for the
scope of criminal liability and legal certainty.

In Indonesian legislation, the definition of terrorism
(Law of the Republic of Indonesia No. 5, 2018) is
constructed according to a functional logic that broadly
corresponds to international standards (European
Convention on Human Rights, 1950). At the core of the
definition lies a violent act or a credible threat thereof,
aimed at creating an atmosphere of fear among the
population or compelling state authorities, which directly
reproduces the key elements of the international minimum
core. At the same time, Indonesia’s normative regulation
expands the object of the offence, including not only public
security but also the stability of state institutions and the
public order in general. The legal consequence of this is
an increased flexibility of criminalisation, which, however,
requires enhanced oversight by judicial practice to prevent
the blurring of boundaries between terrorism and related
violent crimes.

A different logic is observable in the definition of
terrorism enshrined in the legislation of the Philippines,
which represents a hybrid model of implementing the
international core. Here, the international elements -
violence or the threat thereof, the specific purpose of
intimidating the population or compelling the state — are
combined with a technique of “anchoring” terrorism to a
list of predicate criminal offences (Act of the Republic of
the Philippines No. 11479, 2020). This approach allows for a
clearer distinction of terrorism from ordinary crime, since
anactacquires a terrorist character only when accompanied
by an additional specific purpose. However, the hybridity
of the definition leads to a certain fragmentation: the
boundaries of terrorism depend on a pre-determined list
of offences, which may limit the law’s ability to respond
to new forms of violent activity. From the perspective of
the international minimum core, this model generally
meets the requirements of certainty and foreseeability but
shifts the emphasis from public danger as an independent
characteristic to the formal classification of acts.

A structural deviation from the “classic” international
minimum core is evident in the preventive definition
of terrorism enshrined in the legislation of Malaysia.
Although the violent component and specific purpose are
formally retained, the legislative technique emphasises
not so much actual harm as the creation or likelihood of
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creating a serious security risk. Consequently, the object of
the offence is expanded to “national security” in a broad
sense, and a terrorist character may be attributed to acts
at early, preparatory stages. This approach enhances the
preventive potential of criminal law and aligns with the
logic of international cooperation in counter-terrorism, yet

it weakens the requirement of legal certainty. Comparison
with the international minimum core reveals that it is
precisely at the definitional level that tension arises between
security expediency and the principle of nullum crimen sine
lege certa, as the boundaries of criminal liability become
less foreseeable (Table 2).

Table 2. Compliance of national definitions of terrorism
with the international minimum core: A comparative legal analysis

International Standard
(General Framework)

Element of the International
Minimum Core

Indonesia
(Functional Model)

Philippines
(Hybrid Model)

Malaysia
(Preventive Model)

Mandatory presence
of actual violence or a
credible threat of its use
as a key characteristic of
terrorism

Violent Act or Threat

Directly enshrined
as a central element;
encompasses both
completed violence and
the threat thereof

Derived through a list of
predicate serious offences
(murder, kidnapping,
bombing, etc.), which
acquire a terrorist
character

Formally retained but may
be “diffused” within the
broader category of acts

creating a security risk

Intimidating a population
or compelling a
government/international
organisation

Specific Purpose

Clearly formulated;
functions as a key criterion
for distinguishing from
ordinary criminal violence

A mandatory additional
characteristic
“superimposed” upon the
predicate offence

Broadly formulated;

combined with goals

of protecting national
security and social stability

Public safety, public order,
international peace and
security

Object of the Offence /
Public Danger

Public safety specified
through the harm caused
by the predicate offence

Public safety specified
through the harm caused
by the predicate offence

Public safety in a broad
sense, including potential
threats

Terrorism must be clearly
distinguishable from
ordinary criminal and

Delineation from Related
Offences

Delineation achieved
through the combination
of violence and specific

Boundaries blurred due
to the inclusion of a
wide range of preventive

Delineation formalised
through the list of
predicate offences and the

delicti, but a basis
for cooperation and
jurisdiction

Transnational Context

political offences purpose additional purpose actions
elgr?wteﬁi)?‘stsh?an%? nus Present as a justification Indirectly enshrined
P ! through mechanisms of Actively used to justify

for enhanced powers and
international cooperation

mutual legal assistance
and extradition

preventive measures

Requirement of adherence
to the principle of nullum
crimen sine lege certa

Level of Legal Certainty

High, provided that the
courts interpret it narrowly

Reduced due to the
breadth of wording and
emphasis on potential
danger

High, conditional upon
narrow interpretation by
judicial practice

Source: compiled by the author based on European Convention on Human Rights (1950), Penal Code No. 574 (1997),
Resolution of the United Nations Security Council No. 1373 (2001), Resolution of the United Nations Security Council
No. 1566 (2004), Act of Malaysia No. 747 (2015), Act of Malaysia No. 769 (2015), Law of the Republic of Indonesia
No. 5 (2018), Act of the Republic of the Philippines No. 11479 (2020)

The comparative table demonstrates that the national
definitions of terrorism in Indonesia, the Philippines,
and Malaysia are formally based on the international
minimum core established in Resolution of the United
Nations Security Council No. 1373 (2001) and Resolution
of the United Nations Security Council No. 1566 (2004), as
well as related law enforcement practices. However, they
differ significantly in legislative technique and regulatory
logic. All three legal systems reproduce the basic elements
of violent action or threat and special intent, indicating
a maintained connection with international standards
at the conceptual level. At the same time, the method of
integrating these elements directly impacts the scope
of criminalisation and the level of legal certainty. The
functional model, implemented in Indonesian legislation,
provides relatively flexible coverage of terrorist activities
but requires a heightened role for judicial interpretation
to prevent expansive application. The Philippines’ hybrid

model, which combines international features of terrorism
with a list of predicate offences, is characterised by a higher
level of predictability and clearer boundaries of criminal
liability, yet it potentially limits the law’s adaptability to new
forms of terrorist activity. Malaysia’s preventive model, while
maximising the state’s security potential, simultaneously
deviates most significantly from the requirement of legal
certainty, as it expands the definition of terrorism through
the categories of potential threat and national security.
These findings align with the conclusions of F Ni
Aoldin (2024), whose research demonstrated that
contemporary counter-terrorism regimes shift the balance
in favour of security expediency to the detriment of legal
certainty and human rights protection. The conducted
analysis confirmed this thesis at the level of terrorism
definitions, particularly in Malaysias preventive model,
where the expansion of the concept through national
security and potential threat categories weakens the
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requirement of nullum crimen sine lege certa. At the same
time, the obtained results refine E Ni Aolain’s approach,
demonstrating that the source of risk to human rights is
not only the practice of applying anti-terrorism measures
but the very architecture of the legislative definition itself.

The study’s conclusions also correlate with the analytical
propositions of I. Sobol et al. (2023), who emphasised the
absence of a direct link between the expansion of counter-
terrorism powers and increased effectiveness in combating
terrorism. The comparative analysis of national definitions
confirmed that the preventive expansion of the corpus
delicti is not accompanied by an automatic increase in the
quality of law enforcement; instead, it reduces the level of
predictability of criminal liability. However, the research
findings refine the approach of I. Sobol et al., demonstrating
that effectiveness and the human rights balance depend
significantly on the definitional model logic (functional,
hybrid, or preventive), not merely on the intensity of state
intervention. This allows the hybrid model to be viewed as
a compromise between security and legal certainty.

The obtained results partially coincide with the
conclusions of L. Ginsborg (2021) regarding the trend
towards criminalising so-called “pre-crime” as a result
of the UN Security Council’s normative activities. The
analysis confirmed that international standards create
preconditions for the preventive expansion of criminal
liability, particularly through an emphasis on risk and
preparatory stages. However, the study revealed a certain
divergence from L. Ginsborgs generalised approach, as
it showed that not all national implementations of the
international “minimum core” equally gravitate towards
the “pre-crime” logic. The functional and hybrid models
(Indonesia, the Philippines) maintain a closer connection
with actual violence and special intent, which limits the
encroachment of preventive criminalisation and confirms
the significance of national legislative technique as a
constraining factor.

Overall, the research findings are consistent with the
contemporary doctrine of international counter-terrorism
law, but they also expand it by demonstrating that the key
variable is not the mere absence of a universal definition of
terrorism, but rather the method of normative construction
of national definitions within the international minimum
core. This allows for a reassessment of the role of
international standards - not as a source of unification,
but as a framework space within which national legal
systems shape different balances between security and the
principle of legality.

The practice of applying anti-terrorism

legislation through the prism of functional, hybrid,

and preventive models

The practice of applying anti-terrorism legislation confirms
that it is the chosen model - functional, hybrid, or
preventive — that determines the logic of judicial analysis,
the structure of evidence, and the actual boundaries of
criminalisation. Typical court cases in Indonesia, the
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Philippines, and Malaysia demonstrate that, despite the
formal commonality of the international minimum core,
different models allocate emphasis differently among actual
violence, special intent, and the assessment of security risk.

Within the functional model, characteristic of the
Indonesian approach, judicial practice focuses primarily
on the factual role of violence and its social effect. The
adjudication of cases related to the Bali bombings of
October 12, 2002, which resulted in the deaths of over
200 people, illustrates the specific judicial approach
to qualifying terrorist acts (Hassan, 2007). The courts
proceeded from the necessity to prove not only the fact of
extreme violence itself but also its purposiveness. Decisive
importance was attached to establishing that the violent
acts were aimed at creating an atmosphere of mass fear and
undermining public safety. It was the combination of actual
violence, large-scale consequences, and the established
special intent to intimidate the civilian population that
served as the basis for qualifying the acts as terrorist and
for upholding this qualification at the stages of appellate
and cassation review.

At the same time, Indonesian judicial practice
demonstrates that the flexibility of the functional model is
not unlimited and is subject to constitutional constraints.
lustrative in this context is the case of Masykur Abdul
Kadir v. State (Constitutional Court of the Republic of
Indonesia Case No. 013/PUU-1/2003, 2003), in which the
Constitutional Court examined the issue of the retroactive
application of anti-terrorism legislation to the events of
October 12, 2002. Despite the obvious terrorist nature of
the acts in view of the scale of violence, the number of
victims, and the established special intent to intimidate
the population, the Court concluded that the imposition
of criminal liability could not exceed the bounds of the
principle nullum crimen sine lege. Thus, the Constitutional
Court’s decision confirmed that within the functional
model, judicial interpretation itself plays a dual role: on
the one hand, it ensures the adaptive qualification of
terrorist acts, and on the other, it acts as a guarantee against
preventing the excessive expansion of criminalisation even
in situations of extreme public danger.

The hybrid model, characteristic of Philippine
practice, forms a different logic of law enforcement, clearly
manifested in the Supreme Court’s decisions regarding the
application of the Anti-Terrorism Act. Judicial reasoning
follows a two-tiered scheme: first, the commission of a
predicate criminal offence must be established, and only
then - the presence of a special terrorist intent in the form
of intimidating the population or coercing the state. The
Supreme Courts decision of December 7, 2021, in the
consolidated cases concerning the constitutionality of
the anti-terrorism legislation explicitly emphasises that
without proving such special intent, even serious violence
cannot automatically be qualified as terrorism (Supreme
Court of the Philippines G.R. No. 252578, 2021). The
practical effect of the hybrid model lies in narrowing
the discretion of prosecution authorities and increasing
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the predictability of the boundaries of criminal liability.
However, it simultaneously limits the ability to respond to
atypical or new forms of terrorist activity that do not fall
within the pre-defined list of predicate offences.

The preventive model discernible in Malaysian
practice shifts the focus of judicial analysis from proving
a completed act of violence to assessing risk and potential
threats to national security. The Court of Appeal’s decision
in Court of Criminal Appeal of Malaysia No. W-05-141-
05 (2014) illustrates that courts operate within a sphere
of preventive rationality, relying on security assessments
and preparatory acts. Concurrently, even within this
model, the judiciary endeavours to establish normative
boundaries for the application of anti-terrorism measures,
particularly by limiting their territorial scope. This
indicates a structural tension between the pursuit of the
earliest possible intervention and the requirement of legal
certainty, a tension that constitutes a systemic feature of
the preventive approach.

The findings of this study concerning the preventive
model correlate with the conclusions of E. Janfada et
al. (2024), who analysed the impact of counter-terrorism
measures on the rights of the accused. The authors
concluded that the expansion of the state’s preventive
powers systematically shifts the focus of criminal procedure
from proving actual violence to assessing risk and potential
threat, thereby complicating the safeguarding of procedural
guarantees. Their research demonstrated that courts often
attempt to compensate for this shift by strengthening
oversight of the proportionality and legality of measures;
however, this mechanism is not always sufficient. The results
obtained in this article confirmed these observations, as
Malaysian practice exhibited structural tension between
early intervention and the demand for legal certainty,
even in the presence of judicial attempts to delineate the
normative limits of preventive measures.

The analysis of the hybrid model also partially aligns
with approaches documented in works dedicated to the
judicial review of anti-terrorism legislation, yet it also
revealed certain discrepancies. Unlike the preventive
logic, the hybrid model, as the research findings indicated,
has institutionalised a specific terrorist purpose as the
key filter for criminalisation, thereby narrowing the
discretion of prosecuting authorities and enhancing the
predictability of law enforcement. In this aspect, the results
are consistent with the conclusions of S. Melander (2023),
who established that modern criminal law has undergone
a so-called “preventive turn”; however, the intensity of
this turn varies significantly depending on the model’s
construction. S. Melander demonstrated that where a
specific purpose remained a central element of the actus
reus, courts retained greater scope for upholding the
principle of legality. The conducted research confirmed
this finding using the example of Philippine practice,
while simultaneously revealing the hybrid model’s limited
capacity to respond to new or atypical forms of terrorist
activity. The comparative analysis of application practice
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confirmed that the actual limits of the criminalisation of
terrorism are shaped not only at the level of the legislative
text but also at the intersection of the chosen model and
judicial interpretation. The functional model places upon
the courts the decisive role in determining the social
meaning of violence; the hybrid model institutionalises a
specific purpose as a filter for criminalisation; whereas the
preventive model reorients the burden of proof towards the
categories of risk and threat. It is precisely this difference
in law enforcement practices that explains why, despite a
shared international minimum core, anti-terrorism law
in different jurisdictions produces different standards of
proof, different intensities of intervention, and a different
balance between the effectiveness of security and the
principle of legality.

Conclusions

As a result of the study, it has been established that the
concept of “global terrorism” in international law is
implemented not through a unified definition, but through
a system of minimum functional standards enshrined in
United Nations Security Council resolutions and sectoral
anti-terrorism conventions. These encompass the violent
nature of the act, the specific purpose of intimidation or
coercion, and the transnational dimension of the threat.
A comparative analysis of the criminal legislation of
Indonesia, the Philippines, and Malaysia demonstrated
the implementation of these standards within different
criminal law models: the functional-preventive model
(Indonesia, Malaysia) and the combined functional-listing
model (the Philippines). International standards serve as a
normative framework that directs national criminalisation
but does not form a unified legislative matrix.

The study established that the criminal legislation
of Indonesia, the Philippines, and Malaysia is aimed
at covering not only completed terrorist acts but also
behaviour that precedes or accompanies their commission.
Such behaviour includes the financing of terrorist activities,
the recruitment and training of individuals, preparation for
the commission of terrorist offences, and participation in
terrorist organisations regardless of proof of a specific act of
violence. This implies that criminal liability arises already
at the stage of forming or supporting terrorist activity.
Consequently, the criminal law response shifts from
reacting to the consequences of a terrorist act to preventing
its potential commission.

Based on the results of analysing the application
practice of anti-terrorism legislation, it has been established
that the functional, hybrid, and preventive models shape
qualitatively different standards of judicial analysis, proof,
and the actual limits of the criminalisation of terrorism,
even in the presence of a shared international minimum
core. The examination of judicial cases from Indonesia, the
Philippines, and Malaysia showed that in the functional
model, proving actual violence, its social effect, and the
specific purpose of intimidation is of decisive importance.
This is confirmed by the practice of qualifying the 2002
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Bali bombings, which resulted in over 200 fatalities, while
simultaneously being constrained by the constitutional
prohibition of retroactive criminalisation.

Within the hybrid model, the specific terrorist purpose
is institutionalised as a key filter for criminal liability,
ensuring a higher level of legal certainty but limiting the
adaptability of law enforcement. In contrast, the preventive
model shifts judicial analysis from proving violence to
assessing risk and preparatory acts, enhancing early state
intervention while simultaneously exacerbating tension
with the principle of nullum crimen sine lege certa and
necessitating heightened scrutiny of proportionality.
Prospects for further research lie in an in-depth empirical
analysis of the judicial practice of other regional legal
systems, with the aim of identifying the long-term impact
of functional, hybrid, and preventive models on standards
of proof, procedural guarantees, and the transformation
of the principle of legality in the context of increasing
security-driven prevention.
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