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Abstract. The aim of this study was to assess the conditions for applying algorithmic systems in the activities of law
enforcement and judicial oversight bodies in Singapore, in order to determine the boundaries of their admissibility with
regard to the guarantees of due process. The methodology was based on normative-analytical, risk-oriented, structural-
logical modelling, analytical synthesis, and case-study methods. It has been established that Artificial Intelligence
automates cognitive tasks (classification, prediction); however, the results of machine learning are probabilistic and
require regular quality testing and monitoring. In practice, Al analytics primarily generate “candidate” signals (anomalies,
risk rankings) that require independent confirmation. The evidentiary status of digital traces arises after the provenance
is recorded, and the integrity and verifiability of the materials are ensured. In financial crimes, technologies scale up both
investigations and prevention, but automation creates a “risk paradox”: errors in data or settings scale as rapidly as the
positive effects of the system. It was found that Singapore’s courts permit the use of Generative Artificial Intelligence only
as an ancillary tool, placing full responsibility on the user for the accuracy and correctness of the submitted materials.
The use of the Scam Analysis and Tactical Intervention System Plus enabled the triage of 7,200 monikers and the issuance
of 3,700 directions under the Online Criminal Harms Act. Concurrently, the implementation of the Automation of
Scam-fighting Tactics & Reaching Out ensured the automation of SMS alert dissemination, which helped prevent
losses amounting to $420.41 million. At the same time, judicial practice indicates that operational effectiveness is not
synonymous with evidentiary admissibility, as the authenticity of data requires a separate justification of the algorithmic
output’s reliability. To minimise procedural risks, it is advisable to apply standardised mechanisms for logging, model
version control, error documentation, and independent verification. The practical significance lies in the application of
the results by law enforcement agencies, prosecutors, courts, and the defence in Singapore when evaluating and using
algorithmic results in criminal proceedings
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Introduction

Artificial Intelligence (AI) is used in criminal law en-
forcement as a tool for processing digital data, identify-
ing patterns in large volumes of information, supporting
cybercrime investigations, and applying biometric iden-
tification. In Singapore, such applications are developing
against a backdrop of high public sector digitalisation and
the establishment of national approaches to Al govern-
ance, which intensifies the requirements for procedural

safeguards in criminal proceedings. In this context, the
central issue is the legal-procedural admissibility of Al
decisions: the ability to ensure the verifiability and repro-
ducibility of results, the possibility of independent review
and appeal, as well as compliance with the principles of
proportionality and non-discrimination in cases where
potential errors can affect the scope of an individual’s
rights and freedoms.
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The academic literature presents a heterogeneous body
of knowledge concerning these challenges in the Singapo-
rean context. In the work of J.G. Allen et al. (2025), Sin-
gapore’s Al governance is conceptualised as a multi-level
regulatory architecture combining guiding principles, in-
stitutional mechanisms, and tools to enhance trust in AL
This helped outline criteria for assessing the legitimacy
of Al applications in criminal justice, particularly the rel-
evance of accountability, standardisation, and control for
law enforcement practices where the consequences of er-
rors carry heightened procedural significance. The research
by N.E-Z. Lim & K.S. Tan (2025) systematised the legal
environment for Al regulation in Singapore and demon-
strated how risk-oriented approaches are combined with
pro-innovation policies. This enabled the formulation
of criteria by which legal requirements for AI decisions
should be strengthened in high-risk domains (criminal
investigations and evidence analysis), serving as a norma-
tive basis for justifying the boundaries of permissible Al
use and control requirements. S.S. Lim & G. Chng (2024)
examined Singaporean Al-assurance practice through the
lens of verification tools and substantiated its role in ensur-
ing the transparency and manageability of Al systems. The
formalisation of checks and standardised assessment pro-
cedures can reduce technical uncertainty and increase trust
in system outputs. This provided grounds to link technical
“verifiability” with procedural requirements for evidentiary
information and to justify the need for independent evalua-
tion of Al-generated conclusions in criminal cases.

The evidentiary issues are addressed in the work of
D. Seng & S. Mason (2021), which examined the implica-
tions of using Al for generating evidentiary information
and assessing its reliability. The authors showed that for
“machine” conclusions, the ability to provide an explana-
tion, access to data on the system’s functioning, and proce-
dural controllability of error risks are critical. This laid the
foundation for countering the manipulation of digital ma-
terials, which has direct significance for modern 21%-cen-
tury forensic science. The socio-legal consequences of tech-
nological surveillance were documented by G. Beltrao et
al. (2025). The authors investigated the conditions of trust
in facial recognition systems within the context of mass
surveillance, demonstrating the dependence of such sys-
tems’ acceptability on perceptions of legitimacy and social
justifiability. This suggests that the application of biometric
tools for identification and suspect location must consid-
er public trust as a factor influencing the legitimacy of the
relevant practices. Using the digital tool TraceTogether as a
case study, research by T. Lee & H. Lee (2020) and H. Lee
& T. Lee (2022) analysed the mechanisms of normalising
surveillance and rationalising data use in public adminis-
tration. Although these studies are not exclusively focused
on Al, they demonstrate how digital infrastructures create
conditions for the cross-sectoral transfer of data into law
enforcement practices. This indicates that technological
solutions can alter the balance between efficiency and pri-
vacy guarantees.
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The work of A.A. Khan (2024) examined Singapore-
an approaches to combating cybercrime, emphasising the
growing role of digital traces and analytical tools in polic-
ing. The author’s conclusions are relevant for understand-
ing the operational needs and limitations of investigations,
as well as for posing the question of the conditions under
which analytical findings can be integrated into procedur-
al decisions without lowering standards of justification.
In a study by J. Chase et al. (2021), it was established that
the GRAND-VISION system can generate operationally
viable daily patrol deployment plans based on predicting
spatio-temporal demand, considering personnel and time
constraints. This demonstration of a real-world AI appli-
cation scenario within the Singapore Police outlined legal
risks for criminal law enforcement (dependency of deci-
sions on the quality of historical data and the potential re-
production of previous patrolling practices), necessitating
accountability and proportionality control. The compara-
tive perspective in the work of H. Alibasi¢ (2025) allowed
for an observation of how Singapore’s Al policy relates to
other jurisdictions and international influences. This pro-
vides a basis for determining which elements of governance
are context-dependent and which can be transferred in the
form of general standards.

The existing body of scientific literature describes Al
governance, issues of trust, and the risks of surveillance.
However, there is a lack of systematic comparison of these
aspects with the requirements of criminal procedure con-
cerning evidence and procedural fairness, particularly in
Singapore. Therefore, the aim of this study was to assess
the use of artificial intelligence in criminal investigations
in Singapore, specifically in evidence analysis. To achieve
this aim, the following tasks were set: to systematise the
areas of Al application relevant to criminal investigations,
to identify risks and potential benefits based on real-world
cases of digital technology application by law enforcement
in Singapore, and to formulate criteria for the responsible
use of Al systems.

Materials and Methods

This study integrated normative-analytical and risk-orient-
ed approaches, structural-logical modelling, analytical syn-
thesis, and case-study methods, applied to the analysis of
electronic and algorithmically generated data in the crim-
inal process of Singapore. The Singaporean context was
utilised as an illustrative example of the balance between
technological innovation and procedural safeguards, there-
by ensuring the practical orientation of the research. This
approach enabled the identification of key control vectors
and the translation of ethical principles into formalised pa-
rameters to ensure the contestability of outcomes in court.
The normative-analytical analysis method was employed
to examine approaches to regulating AI and Generative
AT (GenAlI) within Singapore’s legal framework across the
following dimensions: evidentiary admissibility, algorith-
mic transparency, and personal data protection. The anal-
ysis was conducted based on the framework document
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(guidelines) issued by the Personal Data Protection Com-
mission (2020) of Singapore, the proposed framework by the
Al Verify Foundation (2024), and a press release from the
Infocomm Media Development Authority (2024). The se-
lection of sources was determined by their complementari-
ty: they simultaneously provide a regulatory framework for
the responsible use of Al, a diagnostic assessment of the risks
of “hallucinations’, and global standards for AI assurance.

The structural-logical modelling method was used to
develop and describe the architecture of a criminal justice
ecosystem that links technological data processing with
the procedural outcome: data > processing > forensics,
through the chain “> procedural verification”. Two funda-
mental operational modes of the systems were described:
the alert-triage mode for identifying suspicious objects and
the operational-intervention mode for scaled response.
This allowed for a distinction to be made between the tech-
nical authenticity of a digital record and the reliability of its
algorithmic interpretation, yielding a quantitatively inter-
pretable result regarding operational efficiency and eviden-
tiary admissibility. Through analytical synthesis, manageri-
al controls (logging, version control, “human-in-the-loop”
verification) were systematically and methodically linked
with indicators of procedural reliability to formulate an
applied implementation framework. The Evidence Act of
the Republic of Singapore (1997) and the judicial guideline
Guide on the Use... (2024) were utilised. Furthermore, the
report from the Singapore Courts (2024) and the official
description of the technical capabilities of the government
agency, the Home Team Science and Technology Agency
(HTX) (2025), were analysed. The selection of these re-
sources was justified by their capacity to provide compa-
rable indicators of transparency and the investment-pro-
ject feasibility of solutions in digital justice. This approach
facilitated the development of an applied framework that
translates Al system outputs into a system of measurable
evidentiary indicators and data provenance verification
scenarios, thereby ensuring the legitimacy of technology
use in criminal proceedings.

To assess the real-world impact of technologies on in-
vestigations, a case-study method was applied to five key
technological systems. These systems are officially integrat-
ed into the operations of the Singapore Police Force (SPF)
and financial intelligence units, represent various automa-
tion modalities (AI/Machine Learning (ML), Robotic Pro-
cess Automation (RPA), video analytics, sensor systems),
and generate digital artefacts potentially relevant to the
evidentiary framework. The following were analysed: SA-
TIS+ (Commercial Affairs Department (CAD)/ Anti-Scam
Command (ASCom)): a platform for streamlining the de-
tection of elements that facilitate scams; Project Automa-
tion of Scam-fighting Tactics & Reaching Out (A.S.T.R.O.)
(CAD/ASCom): RPA automation for data exchange and
mass Short Message Service (SMS) alerts (Singapore Po-
lice Force, 2024a); and the Scam Analytics and Tactical
Intervention System (SATIS): AI/ML triage and disruption
of fraudulent web resources (SPF + partners) (Singapore

Police Force, 2024b). Also utilised were the detection of
stolen vehicles via Automated Number Plate Recognition
(ANPR) in the Next-Generation Fast Response Car (NG-
FRC), and Q-Crowd Counter (SPF + HTX): Al video an-
alytics for crowd counting from drones (Singapore Police
Force, 2024b). The technologies were analysed according to
three universal criteria for legal assessment: reproducibili-
ty, auditability, and explainability, with an additional exam-
ination of the output type (candidate signal vs. evidentiary
impact) and the presence of control artefacts (logs, ver-
sioning, data integrity, provenance/verification for GenAlI).
This was undertaken to operationalise the legal assessment
of algorithmic systems by identifying their digital artefacts
and the threshold of procedural guarantees depending on
the output’s status (signal or evidentiary impact).

The normative-analytical analysis method was em-
ployed to systematise the logic for evaluating electronic
data, which distinguishes between the technical admissibil-
ity of evidence in a case and algorithmically generated re-
sults in Singapore’s criminal process. This was based on the
trial court judgment Magistrate’s Appeal No. 9043 (2024)
and the appellate court judgment Court of Appeal
No. 42 (2025). The selection of these judgments was deter-
mined by the fact that, together (first instance and appeal),
they crystallise the doctrinal logic for evaluating electronic
data. For each source, the object of regulation/context, key
procedural function, minimum conditions for use in evi-
dence, and significance for AI/ML outputs were identified.
This enabled the determination of criteria for the proce-
dural admissibility of algorithmic results and the require-
ments for the explainability of the method by which they
were generated.

Based on the foregoing, a risk-oriented normative-an-
alytical approach was applied, aimed at formalising the
minimum procedural requirements for the use of algorith-
mic outputs in the criminal process of Singapore. To iden-
tify relevant risk categories, the official report in the case
of Originating Claim No. 125 (2025) was used as a meth-
odological guide, allowing for the modelling of potential
procedural consequences arising from the use of unverified
algorithmic materials. The selection of this specific case
was determined by its representativeness concerning the
consequences of submitting GenAlI-assisted materials con-
taining unverified or false citations. This facilitated a com-
parison of the identified risks with Singapore’s regulatory
and institutional benchmarks and the operationalisation of
the derived requirements into a list of control procedures
to ensure contestability, verifiability, and procedural good
faith. A limitation of this study is the reliance on open re-
ports and public descriptions of systems, which typically
do not include full technical model metrics, detailed vali-
dation protocols, or internal technical audits. Due to lim-
ited access to source code and proprietary algorithms, the
technical reliability of the systems was analysed primarily
through the lens of governance logic and the requirements
of procedural verifiability, rather than through a compre-
hensive set of empirical performance indicators.
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Results

Architecture and applied use of algorithmic systems

in criminal law enforcement

Al automates cognitive tasks (classification, prediction,
pattern detection), and ML, as a subset of A, derives rules
from data; consequently, its results are probabilistic and ne-
cessitate quality testing, drift monitoring, and documenta-
tion of limitations. For legal assessment, the key factors are
not technology “labels”, but the reproducibility, auditability,
and explainability of outcomes. Although RPA is determin-
istic, its scalability also requires logging, access control, and
error management. GenAl generates novel content and
carries specific risks (hallucinations, provenance issues);
therefore, in criminal investigations, it should be used only
in a supporting capacity and with enhanced verification
(Personal Data Protection Commission, 2020). In practice,
Al-driven analytics produce “candidate” signals (anoma-
lies, risk rankings, potential links) that require independent
confirmation. When an algorithmic result is used as evi-
dence or influences an evidentiary construct, the require-
ments for verifiability/reproducibility, explainability, error
characterisation, and procedural audit (versions, logs, data
integrity) are heightened (Personal Data Protection Com-
mission, 2020).

For GenAl, additional critical requirements are estab-
lished, including enhanced verification of materials prior
to submission to court, the prevention of misleading the
court, and an emphasis on ensuring provenance, transpar-
ency, and incident management as necessary conditions
for building a trustworthy ecosystem (Al Verify Founda-
tion, 2024). The implementation of these standards entails:
enhanced verification - the user’s obligation to personally
verify each output for factual errors and “hallucinations’,
as the probabilistic nature of the technology does not guar-
antee automatic accuracy; procedural good faith - the
mandatory disclosure of Al application and a guarantee
that the generated content is not presented as authentic pri-
mary data, to avoid misleading the court; provenance and
transparency - the implementation of methods to identify
content sources (digital watermarks, metadata), allowing
for traceability of the method and conditions of material
creation; incident management - the existence of clear pro-
tocols for responding to instances where the system pro-
duces incorrect or harmful results, which is a prerequisite
for the stability of the legal framework (Infocomm Media
Development Authority, 2024).

In the criminal justice context of Singapore, the ap-
plication of Al and analytics is best described as a chain:
“data > processing > forensics - procedural verification”
The SPF should be regarded as the primary operator with-
in the system: the police initiate the collection/processing
of large (streaming) datasets, utilise analytics to support
operational decisions, and generate primary digital arte-
facts — records, event logs, automated calculations, alerts,
and other machine-generated results (Singapore Police
Force, 2024a). From an evidentiary perspective, the very
fact of technological advancement increases the volume
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and significance of digital traces in a case, but does not au-
tomatically render them evidence. Their procedural status
only emerges after proper documentation of provenance,
ensuring integrity, and enabling verifiability - following
the “translation” of an operational product into evidentially
admissible material, which depends on subsequent links in
the chain (forensics/judicial standards).

Within Singapore’s criminal justice ecosystem, the Ev-
idence Act of the Republic of Singapore (1997) serves as
the fundamental regulator, transforming “raw” digital trac-
es into evidentially admissible material. Analysis of the Act
reveals three critical mechanisms in this transformation.
The Act establishes legal presumptions that streamline the
prosecution’s burden of proof. The court presumes that a
device or process which ordinarily produces an electronic
record was functioning correctly, unless proven otherwise.
This is crucial for automated recognition systems, as it
allows their primary records (photos/video) to be admit-
ted automatically without a technical audit of every single
camera on each occasion. For an AT’s operational output to
attain the status of evidence, it must undergo identification
and authentication procedures. According to the Evidence
Act of the Republic of Singapore (1997), the critical condi-
tions are: documenting provenance (clearly recording the
source of the record and the conditions of its acquisition),
ensuring integrity (demonstrating that the data was not
distorted during transmission or algorithmic processing),
and correctness of reproduction (confirming that the ma-
terial presented to the court is identical to the original ma-
chine record). The distinction between the admissibility of
a record and the reliability of its interpretation is the most
critical aspect of the Act concerning Al technologies. The
Evidence Act primarily addresses the question of admissi-
bility - the very fact of an electronic record’s “entry” into
a court case. The mere existence of a record (for example,
a “match” generated by a facial recognition system) and its
authenticity do not automatically imply the reliability of its
substantive conclusion. The Act only provides “procedur-
al entry”, whereas the reliability of interpretation (whether
this “match” is indeed accurate) requires separate justifica-
tion through the stability of the method and a description
of the algorithm’s error rates. The Evidence Act transforms
the operational output of an Al system into evidentiary
material through a rigorous “translation” procedure, where
the technical output is supplemented by event logs, meta-
data, and a description of the processing method. This
ensures that automated conclusions are not accepted by
the court unconditionally, but are subject to independent
verification and challenge (Evidence Act of the Republic of
Singapore, 1997).

The Commercial Affairs Department (CAD) is insti-
tutionally the most “natural” environment for analytics
and automation, as financial crimes and fraud typically
possess a networked and transactional structure (chains
of transfers, linked accounts/identifiers, digital com-
munication channels) where manual analysis becomes
a bottleneck. Therefore, the CAD logic of technological
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adoption reduces to two complementary modes: the ana-
lytical mode - data integration and advanced analytics to
identify patterns, connections, and prioritise subjects of in-
terest, where algorithmic results generally constitute “can-
didate” hypotheses (to be investigated further) rather than
final conclusions; and the operational-automated mode
(RPA/scaling interventions) — automating response/pre-
vention procedures, where the effect is achieved through
scale and speed (Magistrate’s Appeal No. 9043, 2024). This
implies that within CAD, technologies simultaneously en-
hance the investigative function (more quickly finding rel-
evant connections) and bolster the preventive/operational
function (scaling interventions). At the same time, this is
where the risk-paradox of automation is most evident: in-
correct configurations, data errors, or methodological limi-
tations scale just as rapidly as the positive effects. Hence the
practical demand for accountability: logging, reproducibil-
ity, and the ability to explain why the system highlighted a
particular object and what the margins of error are (Per-
sonal Data Protection Commission, 2020).

The HTX performs not merely a supporting role, but
a structural one: the agency ensures the design, imple-
mentation, support, and development of technological
solutions for the Home Team, including Al and analytical
capabilities. For the topic of evidence, the key point is not
that HTX “creates tools’, but that it determines the tech-
nical characteristics of the artefacts which subsequently
circulate in the criminal process: what exactly is logged,
how versions are recorded, how processing procedures are
described, whether auditing is possible, and how integrity
is ensured. Within the Digital & Information Forensics do-
main, (Home Team Science and Technology Agency, 2025)
transforms “raw” digital data into practically usable results
for institutional application. It is here that typical procedur-
al risks concentrate: version control of tools, reproducibil-
ity of procedures, data integrity control, documenting the

chain of processing, and methodological limitations. HTX
should be interpreted as a link that can either enhance ev-
identiary reliability (through standardisation and audit) or
create a “black box” if control mechanisms are insufficient
(Guide on the Use..., 2024).

The judicial system acts as a procedural filter; even
with active technological adoption by police/agencies, the
integration of results into the judicial framework is only
possible within the standards of fairness and verifiabili-
ty. On one hand, the digitalisation of court services and
procedures creates an environment where electronic ma-
terials are the norm. On the other hand, courts explicitly
delineate the boundaries for using Generative AI (GenAl):
it is permitted as an assistive tool, but the user bears re-
sponsibility for the accuracy, relevance, and correctness
of the submitted material; enhanced scrutiny is expected,
and misleading the court is unacceptable. Courts effective-
ly enshrine the principle that technology may support the
preparation of materials but cannot substitute procedur-
al safeguards (verification, transparency, accountability)
(Guide on the Use..., 2024). The institutional landscape of
Singapore’s criminal justice ecosystem appears as follows:
SPF/CAD generate demand and produce digital artefacts
(operational and analytical), HTX determines their tech-
nical quality and forensic suitability, and the Singapore
Courts set the threshold for procedural admissibility (par-
ticularly for GenAlI content). This multi-layered structure
explains why, in criminal investigations, the key factors
become not only the accuracy of the algorithm but also
the distribution of responsibility among institutions, the
auditability and reproducibility of the data processing
chain, and the possibility of procedural challenge and veri-
fication of results. Furthermore, this ensures a comparable
description of scenarios and establishes the conditions for
verifiability, reproducibility, and procedural accountabili-
ty, summarised in Table 1.

Table 1. Applied scenarios of Al/analytics utilisation in Singapore’s criminal investigations

Technology

Data (Input)

System Output

Characteristics

Risks/Vulnerabilities

Stolen Vehicle Detection
via ANPR in NGFRC (SPF)

Number plate images/
video feed + database
of “target” technical
specifications
(matching logic)

Automatic “number
match” alert » subsequent
procedural actions leading
to arrest and prosecution

for vehicle theft

Accelerated object
identification, reduced
reliance on random
“human” observation,
increased likelihood
of prompt apprehension

False positives (reading
errors, character ambiguity),
risk of “tunnel vision” after
the alert, reproducibility
issues (algorithm settings/
version, thresholds)

SATIS: AI/ML Triage
and “Disruption”
of Fraudulent Web
Resources (SPF +
partners)

Indicators/signals of
suspicious websites
(domains/content/
complaints/patterns)

Systematic triage/
assessment = swift
blocking/neutralisation,
outcomes reported as mass
“disruptions” of channels/
websites

Scaled preventative
response, reduced
time between resource
emergence and
intervention, prioritisation
of objects for investigative
actions

Risk of misclassification,
complexity in explaining
criteria, potential impact
on third-party rights,
evidentiary vulnerability
without validation/audit
protocols

SATIS+ (CAD/
ASCom): Platform for
“Streamlining” Detection
of Fraud-Facilitating
Elements

Online monikers,
phone numbers, bank
accounts, e-wallets/
virtual accounts, crypto
addresses

Triage » managerial/
legal actions; over 7,200
monikers triaged and over
3,700 directives issued
under the Online Criminal
Harms Act (OCHA)

Single collection point
for consolidating signals,
faster scaling of response

and linking entities

(account — account —

number — address)

False “linking”
of entities, automated error
propagation across sources,
opacity of triage rules
for third-party verification
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Continued Table 1

Technology

Data (Input)

System Output

Characteristics

Risks/Vulnerabilities

Project AST.R.O. (CAD/
ASCom): RPA Automation
for Data Exchange and
Mass SMS Alerts

Data from banks/
suspicious transactions/
accounts (information
exchange), lists of
potential victims,
information processing
and dissemination
workflows

Automated account

referrals + SMS alerts; 8,580

accounts and 777,170 SMS

sent to 55,609 individuals;

potential prevention of

losses amounting to $420.41

million

Drastic acceleration of
intervention, scalability
without proportional
increase in human
resources, “harm

prevention” effect through

early notification

Data quality risks (false
suspicions), automation/
routing errors, questions

regarding legal basis

for processing/sharing

and proportionality of
intervention

Q-Crowd Counter (SPF +

HTX): Al Video Analytics

for Crowd Counting from
Drones

Real-time video stream
from UAVs

Crowd size estimation for
situational management
during an event

Real-time environmental
analytics, enhanced

situational awareness, tool

for response planning

Risks of inaccurate
estimations in complex
conditions (angles/
occlusion), privacy
and proportionality of

surveillance

Note: UAV - Unmanned Aerial Vehicle

Source: compiled by the author based on Singapore Police Force (2024a; 2024b)

The application of Al/analytics in Singapore’s crim-
inal investigations is primarily implemented in two
functional modes: an alert-triage mode, where systems
generate signals about potentially relevant objects or re-
sources (ANPR/NGFRC, SATIS, SATIS+); and an oper-
ational-intervention mode, where automation supports
scalable response actions or harm prevention (Project
A.S.T.R.O,, blocking/neutralisation in SATIS) (Singapore
Police Force, 2024a; 2024b). Regardless of the specific
technology, the system “output” takes the form of a de-
cision-support suggestion or a management tool, rather
than self-sufficient evidence. Consequently, the proce-
dural relevance of such results depends on the ability to
document and verify their origin and the parameters of
their generation. Common vulnerabilities recur across
cases: risks of false positives/classifications, opacity of cri-
teria, errors in integration and entity “linking”, as well as
the amplification of consequences through automation.
Accordingly, to minimise procedural risks, standardised
mechanisms for logging, version control, documenting
thresholds/settings, describing errors, and ensuring in-
dependent verification are critical, taking into account
specific requirements of proportionality and privacy for
surveillance-based solutions (video analytics).

During the commissioning of the NGFRC, the ANPR
function in June 2024 facilitated the detection of a stolen
vehicle during patrol, leading to the arrest and subsequent
prosecution of the driver (Singapore Police Force, 2024b).
From an evidentiary perspective, the ANPR alert serves as
the basis for subsequent procedural actions, whereas the
potentially relevant evidentiary materials are the primary
number plate images/video, metadata (time, location, cam-
era/platform identifier), as well as event logs concerning
the generation of the “match” and subsequent actions (Ev-
idence Act of the Republic of Singapore, 1997). Procedur-
al admissibility here is determined not by the fact of the
“match” itself, but by the ability to reconstruct the chain:
input data > algorithmic operation > human verification/
decision > action, with the typical point of challenge being
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the reliability of identification (image quality, reading er-
rors, thresholds/version of the tool).

SATIS (Singapore Police Force, 2024b) is presented
as an AI/ML-based tool for triage and supporting meas-
ures to neutralise scam-related web resources. Within the
evidentiary framework, the most relevant are the primary
digital traces upon which the assessment is based (domain/
hosting attributes, content artefacts, records of reports/
complaints, technical logs), whereas the algorithmic triage
typically performs the function of analytical justification
for initiating actions. If triage is used to support actions
(blocking/disruption), its procedural role is contextual.
However, if it is used to confirm the “nature” of a resource,
the need arises to disclose the evaluation parameters, er-
rors, and validation procedures; otherwise, the result pos-
sesses limited verifiability as an electronic record (Evidence
Act of the Republic of Singapore, 1997).

SATIS+ (Singapore Police Force, 2024a) is described
as a platform to support the identification/neutralisation of
fraud-facilitating elements (online monikers, phone num-
bers, accounts, alternative payment instruments, and cryp-
to addresses). Procedurally relevant are the primary records
from sources substantiating the links between entities (in-
cluding documented traces concerning accounts/transac-
tions/identifiers), as well as a reproducible chain of data
provenance and the conditions of their processing. In con-
trast, the triage output is an analytical result, and the direc-
tive is an act of regulatory response, which may be relevant
for the chronology and grounds of intervention but does
not substitute for proving the elements of a criminal offence
with primary evidence (Evidence Act of the Republic of Sin-
gapore, 1997). The key procedural vulnerability of SATIS+
is associated with entity “linking”; therefore, the minimum
requirements for verification are documented sources
for each attribute, linking rules, and the ability to recon-
struct which specific data led to a particular link/directive.

Project A.S.T.R.O. (Singapore Police Force, 2024a)
utilises RPA to automate information-sharing, informa-
tion-processing, and the mass dissemination of SMS alerts.
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In criminal proceedings, such materials are significant for
confirming the fact, time, and sequence of actions per-
formed (message dispatch, script execution, information
exchanges). Potential evidentiary materials include mes-
sage dispatch/delivery logs, referral records, and internal
logs of automation script execution (Evidence Act of the
Republic of Singapore, 1997). Since RPA is rule-based, pro-
cedural verification focuses on reconstructing the rules and
execution logs (which rule was triggered, on what data, and
when), as well as on the legal bases for processing/sharing
and the proportionality of intervention; without this, scala-
bility complicates the individual verification of correctness.

Q-Crowd Counter (Singapore Police Force, 2024b) - is
an Al tool for real-time video data processing from UAVs,
used for estimating crowd size within the operational man-
agement of mass events. From an evidentiary perspective,
the automated estimation of the number of people has
limited independent significance, whereas the potentially
relevant evidence could be the primary video recording
(subject to metadata, integrity, and a documented chain of
custody) (Evidence Act of the Republic of Singapore, 1997).
If the count result is used in a case, it must be procedurally
linked to the primary video (with identification of the seg-
ment, time, processing parameters) and be subject to veri-
fication of the margin of error under the specific recording
conditions; otherwise, only the primary recording remains
suitable for verification.

The described cases indicate that Al/analytics and au-
tomation in Singapore are applied primarily for detection,
prioritisation, and rapid response. Their connection to
evidence is largely indirect: the algorithmic output forms
the basis for action and directs the line of inquiry, whereas
within the judicial framework, the primary digital records,
metadata/logs, and the chain of custody are determinative.

The more a party’s position relies on an algorithmic infer-
ence, the higher the requirements become for explainabili-
ty, logging, reproducibility, and the accessibility of materi-
als for independent verification and challenge. Empirically
(according to Singapore Police Force reports, 2024a;
2024b), the application of Al/analytics is concentrated in
two areas: operational detection and situational response
support (ANPR, video analytics) and scalable anti-scam/
financial analytics and automation. The evidentiary vec-
tor in these cases is typical - Al/analytics generates trig-
gers/leads/prioritisation, whereas the primary evidentiary
weight is carried by primary digital records (video, logs,
transactional and telecom data) along with a properly doc-
umented chain of custody. The ‘Al output” acquires proce-
dural significance only under conditions of its verifiability
and contestability. For electronically or machine-generat-
ed materials, the decisive factor is not merely the existence
of a record, but the substantiation of the reliability of its
interpretation, the context of its creation, the method/set-
tings, limitations, event logs, and the possibility of repro-
ducing the result.

Procedural relevance and normative regulation

of algorithmic results

To transition from the operational use of Al/analytics to
their procedural relevance, it is necessary to distinguish be-
tween the conditions for introducing an electronic record
into the evidentiary basis (authenticity/origin/correctness
of reproduction) and the conditions under which an in-
ference derived from this data can be considered reliable
for proving a specific fact. It is precisely this distinction,
between the admissibility of a record and the reliability of
its interpretation, that structures the normative and judicial
guidelines presented in Table 2.

Table 2. Normative and judicial guidelines for assessing electronic
and algorithmically generated data in Singapore’s criminal

Judicial
Guideline

Subject
of Regulation / Context

Key

Procedural Function

Significance
for Al/ML Outputs
and Algorithmic Results

Minimum Conditions
for Use in Evidence

Electronic records and data:

Defines the conditions

Evidence Act
(Cap. 97) (including
presumptions
regarding electronic
records) (Statute)

establishing authenticity,
origin, correctness of
reproduction/transmission,
presumptions regarding
the operation of the device
or the process of creating/
transmitting records

Provides procedural
mechanisms for introducing
electronic materials into
the evidentiary basis
(identification of electronic
record, authentication,
origin, correctness
of reproduction)

Proper documentation of the
record’s source, conditions
of acquisition/storage,
connection to the relevant
device/process, and the
possibility of reproduction/
verification within the
proceedings

for the admissibility and
authenticity of electronic
materials, but does not
automatically establish the
reliability of substantive
inferences drawn from
algorithmic data processing

SGHC 287 (2024)
(Case Law)
(First Instance)

Use of data from a wearable
device (smartwatch)
to corroborate factual
circumstances

Distinguishes between
the procedural admission/
identification of electronic
data and the assessment

of its suitability
to substantiate a specific
fact

Beyond confirming the
existence and origin of the
record, it is necessary to
substantiate the technical/
methodological suitability
of the data for the relevant
inference (conditions
of formation, limits
of applicability, margin
of error, stability)

Algorithmically generated
measurements/
classifications require
separate substantiation
of reliability as a basis for
factual conclusions
SGCA 21(2025)
(Case Law (Appeal))
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Continued Table 2

Judicial
Guideline

Subject
of Regulation / Context

Key
Procedural Function

Minimum Conditions
for Use in Evidence

Significance
for Al/ML Outputs
and Algorithmic Results

SGCA 21(2025)
(Case Law (Appeal))

General approach to
assessing electronic data in
evidence, using data from
a wearable device as an
example

Articulates a fundamental
distinction: the authenticity
of an electronic record
and the correctness of
its acquisition are not
equivalent to the reliability
of its interpretation for
proving a fact

For the evidentiary use of
an inference derived from
electronic/algorithmic data,
grounds for trusting the
method are necessary: an
explanation of how the
result was generated, its
limitations, potential errors,
reproducibility, and the

Establishes the requirement:
the greater the evidentiary
reliance on algorithmic
output (match/score/triage),
the greater must be the
transparency of parameters,
version control, logging, and
the possibility of verification

possibility of independent
verification/challenge

Source: compiled by the author based on Evidence Act of the Republic of Singapore (1997), Magistrate’s Appeal

No. 9043 (2024), Court of Appeal No. 42 (2025)

Table 2 summarises the two-tiered logic for evaluating
electronic and algorithmically generated data in Singapore’s
criminal procedure. At the statutory level, the Evidence Act
ensures the procedural ‘entry’ of electronic records into the
evidentiary basis through mechanisms of authentication,
presumptions regarding origin, and correctness of repro-
duction; that is, it primarily addresses the issues of identi-
fication and admissibility of the record. At the level of case
law Magistrate’s Appeal No. 9043 (2024), Court of Appeal
No. 42 (2025), the focus shifts to the substantive suita-
bility of the data for proving a specific fact: even with an
authentic electronic record, a party must substantiate the
reliability of the interpretation (the method of acquisition/
classification, conditions of application, margin of error,
limitations, and reproducibility), as well as ensure the pos-
sibility of independent verification and challenge. In prac-
tical terms, this means that AI/ML outputs (match/score/
triage) cannot function as self-sufficient evidence solely on
the basis of their documented existence: their evidentiary
weight depends on the transparency of parameters, version
control, logging, and the presentation of the method’s limi-
tations, enabling the court to assess not only the authentic-
ity of the material but also the soundness of the inference
drawn from it.

Al/analytics and automation are used in the law en-
forcement context primarily for operational support (detec-
tion, prioritisation, accelerating response times, processing
large datasets). However, in criminal procedure, such op-
erational effectiveness is not synonymous with evidentiary
admissibility. The approach under the GIL requires a sepa-
rate justification for the reliability of interpreting electronic/
algorithmic data to prove a fact. Technical risks encompass
false positive/ false negative results and the sensitivity of
system outputs to data quality and structure (images/video;
transactions; the evolution of criminal patterns over time).
For triage/scoring approaches, data drift is significant, ne-
cessitating regular testing, monitoring, and documentation
of application limitations. As public reports typically do not
contain error metrics or complete validation protocols, the
role of internal assurance procedures and the recording of
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parameters/versions becomes crucial (Personal Data Pro-
tection Commission, 2020). Governance risks arise from
the organisational environment in which systems oper-
ate: multi-user access, integration with external sources,
and updates to rules/scripts and configurations. For tools
generating alerts/triage/lists/directives/referrals, critical
elements include activity logging, change and version con-
trol, access differentiation, and traceability of incidents and
corrections (Personal Data Protection Commission, 2020).
In digital forensics, the governance component pertains to
the procedural discipline of seizing, processing, preserving,
and documenting digital artefacts, which determines the
reproducibility and verifiability of results (Home Team Sci-
ence and Technology Agency, 2025).

Legal/procedural risks materialise when an algorith-
mic outcome is used as a basis for establishing a fact. The
approach under the GIL emphasises that the authenticity
of an electronic record does not negate the need to prove
the reliability of its interpretation. In practical terms, this
entails three requirements: procedural rebuttability - the
opposing party’s ability to verify and contest the conclu-
sion; disclosure of information - the availability of param-
eters, logs, versions, and methodological boundaries; and
expert knowledge — the need for specialised knowledge
to explain to the court the possibilities and limitations of
the result. This is relevant for both ML/AI and rule-based
automation if it influences procedurally significant steps
(Evidence Act of the Republic of Singapore, 1997). Data
and privacy risks are associated with processing large vol-
umes of transactional, identification, and communication
data, and their exchange, which increases the likelihood
of unauthorised access, breaches, and function creep.
Within governance logic, this aligns with requirements
for data management, access control, data minimisation,
and accountability throughout the systemss lifecycle (Per-
sonal Data Protection Commission, 2020). Generative Al
risks lie in the potential to generate formally correct but
factually inaccurate content (including incorrect or fabri-
cated citations), which is procedurally sensitive in court
submissions. Guidelines for the responsible use of GenAl
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have been established by the Singapore Courts (Guide on
the Use..., 2024) and are encapsulated in the principle that
using GenAl does not absolve a party from responsibility
for the accuracy of filed materials and the duty of proper
verification prior to submission.

Case law further affirms the procedural significance
of this standard: in instances where GenAl-assisted docu-
ment preparation leads to the submission of unverified or
erroneous citations, this may result in procedural conse-
quences for the party or their representative. The broader
context of the digitalisation of court services does not alter
these requirements but rather underscores the necessity of
maintaining standards of honest submission of materials
in a digital environment (Singapore Courts, 2024). The
case of Originating Claim No. 125 (2025) serves as a key
judicial reference, crystallising the position of the Singa-
pore judiciary regarding the risks of generative artificial
intelligence “hallucinations” The court’s decision estab-
lishes a fundamental principle: technological assistance
does not negate individual procedural responsibility. The
court meticulously analysed the issue of the probabilistic
nature of GenAl tools, which are capable of generating
linguistically coherent but factually incorrect citations to
precedents. It was established in this case that submitting
documents with non-existent citations undermines the
duty of candour owed to the court. The legal authenticity
of a submission rests upon the verifiability of its sources,
not merely the formal persuasiveness of the text. A crit-
ical aspect of the ruling is the affirmation that the legal
counsel or party to the proceedings serves as the “final
filter”. The court emphasised that AI is not a legal entity
and cannot bear responsibility for errors; delegating le-
gal research to an algorithm without subsequent human
verification (human-in-the-loop) constitutes professional
negligence, and the use of Al is not considered a mitigat-
ing factor in the event of misleading the court. The case of
Originating Claim No. 125 (2025) established a clear list of
consequences for the improper use of GenAl: procedur-
al disqualification of materials (the court has the right to
disregard or strike out submissions containing unverified
data); financial penalties (imposing on a party the obliga-
tion to cover costs incurred by the court and the opposing
party due to the need to verify “fake” citations); and disci-
plinary oversight (referral to relevant regulatory bodies for
breaches of professional ethics standards). This precedent
elevates the Singapore Courts (2024) guidelines from the
realm of recommendation to that of mandatory require-
ment. This means that every statement prepared with the
assistance of AI must be traceable to a primary source ver-
ified by a human. Law firms and law enforcement agencies
are obliged to implement internal verification protocols
(cross-checking) before submitting any Al-assisted mate-
rials. The case of Originating Claim No. 125 (2025) stim-
ulates the requirement for open declaration of GenAl use
in procedural actions to enable proper risk assessment by
the court. This demands that system operators and legal
professionals ensure not only the technical functionality

of the tool but also complete transparency regarding the
method of verifying its outputs.

Therefore, it is advisable to ensure comprehensive log-
ging and audit trails (audit logs), including the recording
of user actions and system events (creation/export of re-
sults, views, configuration changes, integration exchang-
es). This facilitates, if necessary, the reconstruction of the
chain “data > algorithmic output > procedural decision/
action” and ensures the verifiability of the origin and in-
tegrity of materials. The implementation of version control
for models, rules, scripts, and configurations is necessary
to establish which specific version of the tool (including
thresholds and parameters) was operative at the time a par-
ticular match/triage/referral was generated, as well as who
made changes and when. Control points for human veri-
fication (human-in-the-loop) should be distinctly defined
for cases where algorithmic output may lead to significant
procedural consequences, accompanied by standardised
documentation of who performed the verification, based
on what data, and what decision was reached. To mitigate
the risks of technical degradation of results, it is advisable
to mandate regular quality testing, validity assurance, and
data drift monitoring, including the documentation of ap-
plication boundaries and typical errors. A coherent policy
on data governance, access controls, and security must be
established, particularly concerning data minimisation, re-
tention periods, incident response procedures, and require-
ments for inter-agency data exchange. These elements are
fundamental in determining the stability and evidentiary
admissibility of digital artefacts in subsequent proceedings.

In using GenAlI in legal work, it is advisable to pro-
ceed from the presumption that the tool is assistive, and
that responsibility for the content and correctness of sub-
missions remains entirely with the participant in the pro-
ceedings; therefore, any material prepared with the use of
GenAl must undergo mandatory verification of facts, ci-
tations, and references before submission to the court. In
practice, this should be supplemented by internal controls
that prevent the inclusion of unverified or erroneous ref-
erences to precedents or sources, as case law demonstrates
that submitting such materials may entail procedural con-
sequences for the party or their representative. Confiden-
tiality requires separate attention: inputting sensitive or
procedurally significant data into GenAlI tools is justified
only if there are clear guarantees regarding the processing
and storage of information, consistent with general data
management requirements and judicial guidelines on the
responsible use of GenAl. To ensure the procedural verifi-
ability of algorithmic outputs, it is recommended to retain
primary records and metadata (video/photo, transactional
data, telecom logs, system journals) along with document-
ed data provenance and the chain of custody/transmission.
Furthermore, it is necessary to document the description of
the method and the limits of application: what exactly the
system does, under which conditions the result is correct,
what typical errors and limitations are known, and how
these are accounted for in practical use.
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Discussion

The research findings demonstrated that within Singapore’s
law enforcement system, artificial intelligence is transform-
ing from a tool for automating routine tasks into a mul-
ti-layered architecture for operational triage and decision
support. The formation of functional modes (alert-triage
and operational-intervention) enables law enforcement
agencies to scale response measures, particularly in the
fight against fraud, where algorithmic systems ensure the
prioritisation of subjects of attention. This approach aligns
with the conclusions of N. Lettieri et al. (2023), who the-
oretically substantiated the human-machine collaboration
strategy as a means of overcoming AI’s “blind spots”, where
the algorithm acts as an analytical filter, while the final
procedural decision rests with the human. Concurrent-
ly, the emphasis on the need for independent verification
and contestability of algorithmic conclusions, identified in
this study, correlates with the concept of “contestable AI”
in the work of F. Maoro & M. Geierhos (2025), where the
transparency of semantic modelling is considered a key
condition for making informed decisions in criminal in-
telligence. The transformation of Al into a multi-layered
decision-support architecture confirms the shift towards a
human-machine strategy, where the effectiveness of scaling
response measures is combined with the critical necessity
of transparency and human control to ensure the contesta-
bility and validity of procedural conclusions.

Research by T. Greene et al. (2022) showed that a key
vulnerability of algorithmic risk assessment tools is their
predictive inconsistency, arising from model sensitivity to
the structure of input data. This confirms the “risk paradox”
of automation identified in the current study: incorrect
settings or data errors in systems such as ANPR or SATIS
scale as rapidly as the positive effect of their implementa-
tion. The authors also emphasised the risks of “tunnel vi-
sion” when using predictive systems, which corresponds
to the results of the analysis of Singaporean cases regard-
ing potential bias and the need to account for errors when
generating “match” signals. In this context, the conclusions
of A.S. Almasoud & J.A. Idowu (2024) regarding algorith-
mic fairness in predictive policing reinforce the thesis that
without regular monitoring of data drift and auditing of
model parameters, operational efficiency may conflict with
the principles of non-discrimination.

The work of T. Douglas et al. (2021) revealed that a fun-
damental condition for the effectiveness of algorithmic risk
assessment tools in criminal justice is not only the math-
ematical sophistication of the models but also the quality
and representativeness of the input data. The authors noted
that a deficit of reliable data leads to systemic errors that are
subsequently difficult to identify in “machine” conclusions.
This correlates with the current study’s findings on the
functioning of ANPR and SATIS systems (Singapore Police
Force, 2024b), where the “risk paradox” of automation was
identified: incorrect settings or methodological limitations
based on historical data scale as rapidly as the operation-
al benefit of the system. Parallels between these studies
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indicate that the identified problems of decision depend-
ence on data structure necessitate systemic audit and reg-
ular monitoring of data drift. Concurrently, R.A. Berk et
al. (2022) proposed methods for improving the fairness
of algorithmic assessments through conformal prediction,
which aligns with the current study’s conclusions on the
need to transition from probabilistic AI “candidate” sig-
nals to independent human confirmation of each result
(human-in-the-loop). The “risk paradox” of automation
necessitates systemic audit and data monitoring to prevent
the scaling of errors and guarantee algorithmic fairness.

Research by M.-P. Sandoval et al. (2024) and
S.M. Qureshi et al. (2024) demonstrated that systemic
threats from deepfakes to criminal justice arise from the
difficulty of identifying manipulations in multimodal data.
This correlates with the current study, which identified
specific risks of Generative Al (hallucinations, provenance
issues) that necessitate mandatory enhanced verification
of digital materials before their submission to court. The
authors also emphasised that the technical sophistication of
deepfakes can undermine trust in digital evidence overall,
which corresponds to the results of the analysis of Singapo-
rean guidelines: GenAlI technology may support the prepa-
ration of materials, but responsibility for their accuracy and
correctness invariably rests with the user. Parallels between
the results and the Singaporean case indicate that the use
of unverified algorithmic results or fabricated precedents
leads to real procedural consequences for parties and their
representatives. This further substantiates the need for the
evolution of the control system towards a model of institu-
tionally formalised oversight over the entire data process-
ing cycle, from the primary artefact to the court submis-
sion, as the sole condition for maintaining trust in digital
justice. Ensuring institutional control over the data lifecy-
cle, combined with the personal responsibility of the user,
is a critical prerequisite for the legitimate use of Generative
Al in criminal justice.

The findings established that, unlike purely operational
systems, the evidentiary framework in Singapore is based
on the structuring role of the HTX agency, which embeds
control elements directly into the technical architecture of
forensic instruments. The technical properties of artefacts
(logging standardisation, model version control, and doc-
umentation of the processing chain) are determined at the
design stage, enabling the transformation of “raw” digital
data into procedurally admissible materials with guaran-
teed integrity. This approach correlates with the conclusions
of D. Dunsin et al. (2024), who demonstrated that the inte-
gration of Al and ML in contemporary 21*-century digital
forensics requires new standards of transparency and inci-
dent audit to maintain trust in investigation outcomes. Fur-
thermore, the emphasis identified in this study on the ne-
cessity of content provenance traceability corresponds with
the position of J. Loovens & H. Tinmaz (2025), who noted
that amidst the growing threat from deepfakes, only system-
atic verification and transparency of processing methods
allow for the preservation of the evidentiary value of digital
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materials. The implementation of explainable Al and the
standardisation of forensic procedures enable the transfor-
mation of the algorithmic “black box” into a transparent ev-
identiary tool, ensuring the procedural reliability of justice.

The research by D. Purves (2022) documented that the
expansion of algorithmic policing carries ambiguous impli-
cations for the fairness of justice. On one hand, automation
allows for the processing of vast information arrays; on the
other hand, without robust accountability mechanisms, it
can exacerbate discriminatory practices. This corresponds
with the current study’s findings regarding the alert-triage
mode of operation of the SPF and CAD, where the scal-
ing of anti-scam interventions (as in the A.S.T.R.O. project
(Singapore Police Force, 2024a)) is accompanied by risks of
misclassification and potential impact on the rights of third
parties. The author also emphasised the need for transpar-
ency in selection criteria, which aligns with the require-
ments identified in the study for the explainability of algo-
rithmic outputs and access to event logs for independent
verification. Thus, the transformation of Al in Singapore
into a multi-level decision-support architecture allows for
the critical scaling of law enforcement measures; however,
its safety depends on the implementation of a “human-in-
the-loop” strategy and the prevention of the “risk paradox”
of automation through systematic audit and control of data
bias. The procedural reliability of algorithmic results is
achieved through the introduction of explainable AI and
institutional control over the complete data lifecycle, en-
abling the court to distinguish between the technical au-
thenticity of a digital record and the validity of its intellec-
tual interpretation.

Conclusions

The research findings established that RPA technologies,
despite their deterministic nature, require equally strict
logging and access control as Al, due to the risks of large-
scale error propagation. The Singapore Police Force (SPF)
acts as the primary operator of the ecosystem, initiating the
“data > processing” chain and producing primary digital
artefacts for investigations. The networked and transac-
tional nature of contemporary 21*-century financial crime
makes automation within CAD an indispensable tool for
overcoming the limitations of manual analysis. The logic of
technologisation in financial crime fighting units is based
on distinguishing between the analytical mode of hypoth-
esis generation and the operational-automated mode of
rapid interventions. The HTX agency performs a structur-
ing role, determining the technical properties of evidence
(model versions, logging parameters) already at the design
stage of law enforcement systems. Within the realm of dig-
ital forensics, HTX ensures the critical transformation of
“raw” data into procedurally admissible results, ready for
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judicial use. The judicial system functions as a “procedur-
al filter”, admitting technological results only on condition
that they meet standards of integrity and verifiability. Nor-
mative regulation (Evidence Act) provides only the “entry”
of electronic records into the evidentiary base, but does not
guarantee the reliability of substantive conclusions drawn
by algorithms. Judicial practice formulates the requirement
for the prosecution to substantiate the technical suitability
and stability of the data acquisition method, not merely the
fact of its existence.

The practical effectiveness of algorithmic solutions is
confirmed by the successful use of ANPR systems for re-
al-time detection of stolen vehicles and the large-scale ap-
plication of SATIS and SATIS+ tools, through which over
7,200 suspicious objects were triaged. At the same time,
judicial precedents, notably the case of Tajudin bin Gulam
Rasul and Mohamed Ghouse v. Suriaya bte Haja Mohideen,
demonstrate the real procedural risks of improper use of
generative Al, leading to the submission of unverified
materials and corresponding sanctions for the parties in-
volved. These examples underscore that high operational
effectiveness in Singapore is invariably accompanied by
strict requirements for the verification of each automated
inference. The contestability of an algorithmic inference in
criminal proceedings directly depends on the disclosure of
the system’s parameters, event logs, and the limits of the ap-
plied analytical methodology. “Human-in-the-loop” man-
dates the documentation of the verifier’s identity, the list
of data used by them, and the justification for the decision
made based on the Al To enable independent verification,
law enforcement agencies are obliged to preserve prima-
ry records and metadata alongside a detailed description
of the method of their processing. Future research should
usefully focus on developing standardised protocols for the
judicial audit of algorithmic results and improving mecha-
nisms for the traceability of digital material provenance to
ensure the contestability and reproducibility of evidence in
criminal justice, particularly in Singapore.
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